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Abstract. The verification of concurrent systems through an exhaustive traversal
of the state space suffers from the infamous state-space-explosion problem, caused
by the many interleavings of actions of different processes in the system. Partial-
order reduction is a well-known technique to tackle this problem. In this paper,
we present an enhancement of the partial-order-reduction scheme of Holzmann and
Peled that uses the hierarchical structure of concurrent systems. Our technique tries
to contain dependencies between actions within clusters of processes, capitalizing
on the independence of actions in different clusters to reduce the state space to be
verified while preserving properties of interest. The paper starts with a formalization
of the partial-order-reduction technique and continues with a presentation of our
enhanced technique, including a correctness argument. The new technique has been
implemented in the verification tool SPIN. We present implementation details, some
small experiments, and one larger case study using a cache coherency protocol. The
experimental results are encouraging. Compared to standard partial-order reduction,
improvements in reductions are obtained from 21% up to 98% in the number of states
and 34% up to 99% in the number of state transitions.

Keywords: concurrency, state explosion, formal verification, partial-order reduc-
tion, (LTL) model checking, SPIN

1. Introduction

Over the last decades, the complexity of computer systems has been
increasing rapidly, with a tendency towards distribution and concur-
rency. The correct functioning of these complex systems is becoming an
ever larger problem. Many verification and proof techniques have been
invented to solve this problem. An important class of techniques are
those based on a fully automatic, exhaustive traversal of the state space
of a concurrent system. Well-known representatives are the various
model-checking techniques.

An infamous problem complicating an exhaustive traversal of the
state space of a concurrent system is the state-space explosion, caused
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by the arbitrary interleaving of independent actions of the various com-
ponents of the system. Several techniques have been developed to ad-
dress this problem. Partial-order reduction is a very prominent one (see,
for example, (Alur et al., 1997; Godefroid, 1996; Godefroid and Wolper,
1991; Holzmann et al., 1992; Holzmann and Peled, 1995; Nalumasu and
Gopalakrishan, 2002; Overman, 1981; Peled, 1994; Valmari, 1991; Val-
mari, 1992; Willems and Wolper, 1996)). It exploits the independence of
actions to reduce the state space of a system while preserving properties
of interest. When generating a state space, in each state, when possible,
only a subset of the enabled actions satisfying certain criteria is chosen
for further exploration. Following (Holzmann and Peled, 1995; Peled,
1994), we call these sets ample sets. Alternative terms appearing in the
literature are stubborn sets, sleep sets, or persistent sets.

The traditional approach to partial-order reduction (see, for ex-
ample, (Holzmann and Peled, 1995; Peled, 1994)) deals with systems
seen as an unstructured collection of sequential processes running in
parallel. However, many systems have inherent hierarchical structure,
imposed either explicitly by the language used for the system specifi-
cation that groups processes in blocks or similar constructs (e.g., SDL,
UML), or implicitly by the interconnections among processes. In this
paper, we present a partial-order-reduction algorithm that exploits the
hierarchical structure of a system. The current paper builds on (Basten
and Bosnacki, 2001). The described partial-order-reduction technique
is a slight generalization of the technique as it is explained in (Basten
and Bosnacki, 2001). Furthermore, the current paper presents the im-
plementation in SPIN in more detail, and it presents an extra, more
realistic case study testing our technique.

Our starting point is the partial-order algorithm of Holzmann and
Peled (Holzmann and Peled, 1995; Peled, 1994). This algorithm is im-
plemented in the verification tool SPIN (Holzmann, 1991; Holzmann,
1997; SPIN, 2004) and has proven to be successful to some extent in
coping with the state-space explosion. It is also sufficiently flexible to
allow extensions (see for instance the extensions for timed systems
in (Bosnacki and Dams, 1998; Minea, 1999)). The algorithm uses a
notion of safety to select ample sets. The safety requirement is imposed
via syntactical criteria to avoid expensive computations during the
state-space traversal. These criteria give ample sets containing either all
enabled actions of a single process or all enabled actions of all processes.

It is our idea to introduce a gradation of the safety requirement based
on the hierarchical structure of a system. To this end, we introduce
the concept of a cluster hierarchy to capture the system hierarchy
and the induced (in)dependencies among processes. This generaliza-
tion allows ample sets consisting of actions from different, but not
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necessarily all, processes. Our cluster-based algorithm is a true gen-
eralization of the partial-order-reduction algorithm of (Holzmann and
Peled, 1995; Peled, 1994). It can also be seen as a version of the algo-
rithm of Overman (Overman, 1981), adapted for cluster hierarchies and
LTL model checking. We implemented our algorithm in the verification
tool SPIN. The results obtained with the prototype are encouraging.
The enhancement of partial-order reduction via process clustering fits
with current trends in software engineering. The tendency is to de-
velop visual specification languages that express both system structure
and behavior (UML, SDL). The resulting hierarchical structure can be
exploited in verification.

The remainder of this paper is organized as follows. Section 2 ex-
plains the state-space-explosion problem and the basic concepts that
play a role in this paper. Section 3 presents some known theoreti-
cal results on partial-order reduction as well as the reduction algo-
rithm of (Holzmann and Peled, 1995; Peled, 1994). In Section 4, we
present our cluster-based partial-order-reduction algorithm. Section 5
gives some experimental results on small examples. Section 6 discusses
a more-or-less realistic verification case concerning cache coherency
for a networks-on-silicon-based system-on-chip architecture. Section 7
contains concluding remarks. Finally, the appendix contains some code
fragments of our experiments.

Acknowledgments. Our work is inspired by the Next heuristic of
Rajeev Alur and Bow-Yaw Wang presented in (Alur and Wang, 1999).
We thank Dennis Dams, Jeroen Rutten, and the referees of earlier
versions of this paper for their contributions and suggestions. Gerard
Holzmann helped us through the implementation of our technique in
SPIN, for which we are very grateful.

2. Preliminaries

State spaces of concurrent systems. Concurrent systems typically
consist of a number of processes running in parallel. To exchange in-
formation, these processes communicate via messages and/or shared
memory. The left part of Figure 1 shows the very simple concurrent
system exampleO. It consists of three processes, PO, P1, and P2, each
one executing a sequence of two actions. Assuming that there is no
communication and, thus, all actions can be executed independently,
the right part of Figure 1 shows the state space of system exampleO.
The numbers 000 through 222 represent states of system exampleO.
The states encode all relevant information of exampleO such as values
of variables and local program counters. The initial state of the system
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System exampleO

1 ///
PO: a0; al; a//l/oo\/,\\gm bl
P1: bO; bi; 200\'/\$oo”1 1/10// \020
P2:  cO; cl; / Mo T~ //
2 - c0

Figure 1. A simple concurrent system.

is 000 (marked with a small arrow). The labeled arrows in Figure 1
correspond to state changes or transitions of the system. The labels
link transitions to actions of the system. Note that parallel arrows in
Figure 1 are assumed to have identical action labels.

The example of Figure 1 illustrates a well-known problem complicat-
ing the verification of concurrent systems. Clearly, each of the processes
in exampleO can only be in three different states. However, Figure 1
shows that the complete state space of exampleO consists of 27 (=33)
states. The state space of a system with a fourth process (executing
two actions) consists of 81 (=3%) states, whereas the state space of a
system consisting of two processes consists of only 9 (=32) states. This
example illustrates that the state space of a concurrent system may
grow exponentially if the number of processes in the system increases.
This phenomenon is known as the state-space explosion. For realistic
concurrent systems, the state-space explosion renders infeasible verifi-
cation techniques that are based on an exhaustive traversal of the state
space.

Labeled transition systems. The notion of a state space is an im-
portant concept in this paper. To formally reason about state spaces,
we introduce the notion of a labeled transition system.

Definition 2.1 (Labeled transition system) A labeled transition
system, or simply an LTS, is a 6-tuple (S, s, A, 7, II, L), where

— S is a finite set of states;
— § € S is the initial state;

— A is a finite set of actions;
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— 7:58%x A— Sisa (partial) transition function;
— Il is a finite set of boolean propositions;
— L: S — 2Wis a state labeling function.

The first four elements in the definition of an L'T'S have already been
discussed in the previous paragraph. Note that our definition of an LTS
requires that state transitions are deterministic. This restriction is not
really fundamental but it turns out that it is convenient in formalizing
the partial-order-reduction framework in the remainder. Propositions
and state labels are not standard in definitions of LTSs but they are
well known from the model of Kripke structures. They are included in
our definition of LLTSs because they play a role when one is interested
in verifying specific properties of a concurrent system. Before explain-
ing these last two elements in some more detail, we introduce some
auxiliary notions. Let 7 = (5,5, A, 7,11, L) be some LTS.

An action a € A is said to be enabled in a state s € S, denoted
s %, if and only if 7(s,a) is defined. The set of all actions enabled in
state s is denoted enabled(s): enabled(s) = {a € A | s %}. State s is a
deadlock state if and only if enabled(s) = ().

The notion of a transition has already been mentioned. Formally,
transition function 7 of LTS 7 induces aset T' C S x Ax S of transitions
defined as T' = {(s,a,s') | s,s € SAa€ ANS =7(s,a)}. To improve
readability, we write s % s’ for (s,a,s’) € T. Besides the number of
states of a concurrent system, also the number of transitions of the
system is a factor complicating verification. The LTS of Figure 1 has
54 transitions.

In the following, variable ¢ ranges over the natural numbers IN.
An ezecution sequence of LTS T is a (finite or infinite) sequence of
subsequent transitions in 7. Formally, for any natural number n € IN,
states s; € S with 0 < 7 < n, and actions a; € A with 0 < i < n, the
sequence sg P O T st sp is an execution sequence of length
n of 7 if and only if s; 2 si+1 for all ¢ with 0 <4 < n. State s, is said
to be reachable from sy. A state is reachable in 7 if and only if it is
reachable from §. For states s; € S and actions a; € A, the sequence
s0 8 51 2 ... is an infinite execution sequence of 7. The LTS of Figure
1 has 90 execution sequences of length six all starting from the initial
state and leading to deadlock state 222.

Properties of concurrent systems. There are many different kinds
of properties of concurrent systems that designers are interested in. We
mention three well-known classes of properties. For each of these classes,
verification techniques exist that are based on an exhaustive traversal
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of the state space of a concurrent system. Hence, the state-space re-
duction technique presented in this paper can be helpful to extend the
applicability of these verification techniques to realistic systems. In the
remainder, neither the details of the specification of properties nor the
details of the verification techniques are very important. Hence, we only
give an informal explanation.

The first class of properties is the presence or absence of deadlocks.
It is clear that deadlock properties can be verified in a straightforward
way by means of an exhaustive state-space traversal.

The second class of properties are the so-called local properties.
Local properties of a concurrent system are properties that typically
depend only on the state of a single (sequential) process of the system
or on the state of a single shared object. The question whether or
not a state satisfying some local property is reachable can also be
verified by means of a state-space traversal. At this point, the reason
for including a set of boolean propositions and an accompanying state
labeling in the definition of an LTS becomes apparent. Local-property
verification via a state-space traversal is convenient when all relevant
information concerning the property is encoded in the state labeling of
the LTS representing the state space of the system under investigation.
The idea is that the label associated with a state contains precisely
all propositions that are true in that state. For more details on the
verification of local properties, see (Godefroid, 1996; Holzmann et al.,
1992; Valmari, 1991).

The third class of properties are those expressible in (next-time-free)
Linear-time Temporal Logic (LTL). LTL properties are also formulated
in terms of the propositions in an LTS. It is beyond the scope of this
paper to give a formal definition of LTL; the interested reader is referred
to (Manna and Pnueli, 1991). In this paper, we restrict ourselves to
so-called next-time-free LTL. (In the context of concurrent systems,
the next-time operator of LTL is not very meaningful.) A next-time-
free LTL formula may contain only boolean propositions, the boolean
operators A (and), V (or), and — (negation), and the temporal operators
O (always), < (eventually) and U (until). The technique for verifying
LTL formulae is referred to as (LTL) model checking. Again, the details
are not important. For more information, see, for example, (Holzmann

and Peled, 1995).

3. Partial-Order Reduction

Our techniques build upon the existing basis of partial-order reduc-
tion. Section 3.1 gives some theoretical results that are needed to
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prove that our reduction technique preserves deadlocks, local prop-
erties, and next-time-free LTL. These results are known from the liter-
ature; see, for example, (Alur et al., 1997; Godefroid, 1996; Godefroid
and Wolper, 1991; Holzmann et al., 1992; Holzmann and Peled, 1995;
Nalumasu and Gopalakrishan, 2002; Overman, 1981; Peled, 1994; Val-
mari, 1991; Valmari, 1992; Willems and Wolper, 1996). Section 3.2
presents the partial-order-reduction algorithm of Holzmann and Peled
(Holzmann and Peled, 1995; Peled, 1994). In Section 3.3, we briefly
discuss implementation issues.

3.1. BASIC THEORETICAL FRAMEWORK

The basic idea of state-space reduction techniques for enhancing veri-
fication is to restrict the part of the state space of a concurrent system
that is explored during verification in such a way that properties of
interest are preserved. There are several types of reduction techniques.
In this paper, we focus on partial-order reduction, which exploits the
independence of properties from the possible interleavings of the ac-
tions of the concurrent system. It uses the fact that the state-space
explosion is often caused by the interleaving of independent actions of
concurrently executing processes of the system (see Figure 1).

To be practically useful, a reduction of the state space of a concur-
rent system must be achieved during the traversal of the state space.
Thus, it must be decided per state which transitions, and hence which
subsequent states, must be considered. Let 7 = (5,5, A, 7,1, L) be
some LTS.

Definition 3.1 (Reduction) For any so-called reduction function r :
S — 24 we define the (partial-order) reduction of T with respect to
r as the smallest LTS 7, = (S,, §,, A, 7, I1, L, ) satisfying the following
conditions:

~ 8, C8,5 =58 1. C7, and L, = LN (S, x 211);

— for every s € S, and a € r(s) such that 7(s,a) is defined, 7,.(s, a)
is defined.

Note that these requirements imply that, for every s € S, and a € A,
if 7,(s,a) is defined, then also 7(s,a) is defined and 7,(s,a) = 7(s,a).

Figure 2 shows a reduction function for system exampleO of Figure
1 and the corresponding reduced state space.

It may be clear that not all reductions preserve all properties of
interest. Thus, depending on the properties that a reduction r must
preserve, we have to define additional restrictions on r. To this end, we
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a0 0\(|)/O
{a0} if s = 000 al_ 109
{a1} if s =100 200
(b0} if s = 200 bo 210
r(s) =< {b1} if s =210 bl 220
{c0} if s =220 0
{c1} if s =221 N4
enabled(s)  otherwise
cl
222

Figure 2. A reduced state space of system exampleO.

need to formally capture the notion of independence introduced earlier.
Actions occurring in different processes may still influence each other,
for example, when they access global variables. The following notion of
independence defines the absence of such mutual influence. Intuitively,
two actions are independent if and only if, in every state where they
are both enabled, (1) the execution of one action cannot disable the
other and (2) the result of executing both actions is always the same.

Definition 3.2 (Independence) Actions a,b € A with a # b are

independent if and only if, for all states s € S with s % and s b, (i.e.,
7(s,a) and 7(s,b) are both defined),

— 7(s,a) 2 and 7(s,b) %, and
- T(T(Sa a)> b) = T(T(S, b)7 a)'
Actions that are not independent are called dependent.

An example of independent actions are two assignments to or read-
ings from local variables in distinct processes. Note that two actions
are trivially independent if there is no state in which they are both
enabled. It is straightforward to see that, in our running example of
Figure 1, all actions are mutually independent.

The first class of properties we are interested in is the presence
or absence of deadlocks. To preserve deadlock states of an LTS in a
reduced LTS, the reduction function r must satisfy the following two
conditions (called provisos):

CO r(s) =0 if and only if enabled(s) = 0.
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C1 (persistency) For any s € S and execution sequence s = sq -3
s 5% 0" s, of length n € IN\ {0} with a; & r(s) for all i
(0 <i < n), action a,_1 is independent of all actions in r(s).

The basic idea behind the persistency proviso is that, during the
state-space traversal, transitions caused by actions that are indepen-
dent of all the actions chosen by the reduction function can be ignored.

Theorem 3.3 (Deadlocks (Godefroid, 1996, Theorem 4.3)) Let r be
a reduction function for LTS 7 that satisfies provisos CO and C1. Any
deadlock state reachable in 7 is also reachable in the reduced LTS 7,
and vice versa.

A few remarks are in order. First, Theorem 4.3 in (Godefroid, 1996)
does not state that any deadlock reachable in a reduced LTS is also
reachable in the original LTS. However, this result follows directly from
proviso C0. Second, (Godefroid, 1996) uses a slightly stronger definition
of independence. However, the proof of Theorem 4.3 in (Godefroid,
1996) carries over to our setting without change. Finally, several au-
thors presented state-space-reduction algorithms that preserve dead-
locks (Godefroid and Wolper, 1991; Overman, 1981; Valmari, 1991).

Let us return to Figure 2. It is not difficult to verify that the given
reduction function satisfies provisos C0 and CI. (Recall from above
that all actions of example0O are mutually independent.) Clearly, this
reduction preserves deadlock state 222.

The second class of properties we discuss are the local properties.
A local property is a boolean combination of propositions in II whose
truth value cannot be changed by two independent actions.

Definition 3.4 (Local property) A property ¢ built from proposi-
tions and boolean constants and operators is local if and only if for all
states s € S and enabled independent actions a,b € A the following
holds: if ¢ holds (does not hold) in state s and ¢ does not hold (holds)
in state 7(s,a), then ¢ holds (does not hold) in 7(s,b) and does not
hold (holds) in 7(7(s,b),a).

An LTS satisfies a local property ¢ if and only if there is a reachable
state that satisfies ¢. Typical examples of local properties are properties
that depend only on the state of a single (sequential) process or shared
object. To guarantee that a reduction of a state space preserves local
properties, it suffices that the reduction function r satisfies the following
requirement (in addition to CO and C1).
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C2 (cycle proviso) For any cycle so 2% 51 %5 ... 3t s, = s of
length n € IN'\ {0} with a; € r(s;) for all i € IN with 0 < i < n,
there is a j € IN with 0 < j < n such that r(s;) = enabled(s;).

Theorem 3.5 (Local properties) Let r be a reduction function for
LTS 7 satisfying provisos C0, C1, and C2; let ¢ be a local property.
LTS 7 satisfies ¢ if and only if the reduced LTS 7, satisfies ¢.

Proviso C2 prevents the so-called ‘ignoring problem’ identified in
(Valmari, 1991). Informally, this problem occurs when a reduction of a
state space ignores the actions of an entire process. Proofs of (variants
of) Theorem 3.5 can be found in (Godefroid, 1996; Holzmann et al.,
1992; Valmari, 1991). In fact, these references show that C2 can be
weakened if one is only interested in the preservation of local properties.
The stronger proviso given above is needed for the preservation of next-
time-free LTL properties, which is the third class of properties we are
interested in. For any LTL formula ¢, prop(¢) is the set of propositions

in property ¢.

Definition 3.6 (Invisibility) An action a € A is ¢-invisible in state
s € S if and only if 7(s,a) is undefined or, for all 7 € prop(¢), © €
L(s) & m € L(7(s,a)). Action a is globally ¢-invisible if and only if it
is ¢-invisible for all s € S.

Informally, an action is globally ¢-invisible if and only if it cannot
change the truth value of formula ¢.

C3 (invisibility) For any state s € S, all actions in r(s) are globally
¢-invisible or r(s) = enabled(s).

Theorem 3.7 (Next-time-free LTL (Peled, 1994; Valmari, 1992))
Let r be a reduction function for LTS 7 satisfying C0, C1, C2, and
C3; let ¢ be a next-time-free LTL formula. 7 satisfies ¢ if and only if
the reduced LTS 7, satisfies ¢. (See (Manna and Pnueli, 1991) for a
definition of the satisfaction of an LTL formula by an LTS.)

3.2. THE ALGORITHM OF HOLZMANN AND PELED

Given the three theorems of the previous subsection, the challenge is to
find interesting reduction functions and efficient algorithms implement-
ing the corresponding reductions. A well-known reduction algorithm is
the one described in (Holzmann and Peled, 1995; Peled, 1994). The
most important aspects of the algorithm are the following: (1) It is
based on a depth-first search (DFS) of the state space of a concurrent
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system and (2) it uses a reduction function based on the process struc-
ture of the system. For details, the reader is referred to the original
references. In this paper, we concentrate on the reduction function. To
this end, we introduce a notion of processes in our framework of LTSs.

Let 7 = (5,8, A, 7,11, L) be an LTS. We assume that a set of pro-
cesses P is associated with 7 as follows. Each P € P is a set of actions,
i.e., P C A. We require that the processes partition the set of actions:
A = UpepP and, for all P,Q € P with P # Q, PNQ = 0. It is
often assumed, among others in the work of Holzmann and Peled, that
processes are sequential. Thus, we require that, for any pair of distinct
actions a,b € A belonging to the same process in P and any state
s € Ssuch that a,b € enabled(s), b ¢ enabled(7(s,a)). That is, each two
actions from a single process that are simultaneously enabled in a given
state must disable each other. Clearly, this restriction disallows concur-
rency within processes, whereas it does allow choices. The sequentiality
requirement for processes is not essential for our techniques explained
later. They generalize trivially to concurrent processes. Nevertheless,
we assume sequential processes in order to align with the original work
of Holzmann and Peled.

The following definition is crucial in the formulation of the above
mentioned reduction function. It depends on the class of properties one
is interested in.

Definition 3.8 (safety) An action a € A of some process P is safe if
and only if it is independent of any (other) action b € A\ P, i.e., of any
action not in P. Action a of P is safe for a given next-time-free LTL
formula ¢ if and only if it is independent of any action b € A\ P and
globally ¢-invisible.

As mentioned, the algorithm of (Holzmann and Peled, 1995; Peled,
1994) performs the reduction of the state space during a DFS. A DFS
uses a stack to store partially investigated states. The reduction is
obtained by defining for each state a so-called ample set. Note that
the definition uses safety and, hence, depends on the particular class of
properties to be verified.

Definition 3.9 (Reduction function ample) Let s € S be a state.
Let P € P be some process such that

— enabled(s) N P # 0,

— for all a € enabled(s)N P, a is safe (for some given next-time-free
LTL formula ¢), and,

— for all a € enabled(s) N P, 7(s,a) is not on the DFS stack.
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If no such process P exists, then define ample(s) = enabled(s); other-
wise, choose an arbitrary process P satisfying the above requirements
and define ample(s) = enabled(s) N P. Set ample(s) is said to be the
ample set for s.

As an example, consider the reduction function r given in Figure 2.
It is clear that the singleton sets defined by r for the states 000, 100,
200, 210, 220, and 221, as well as the empty set defined for state 222
are ample sets.

It is not difficult to verify that reduction function ample satisfies
provisos CO through C3 given in the previous subsection. CO follows
easily from Definition 3.9. C1 and C3 follow from the safety requirement
in Definition 3.9. Finally, C2 follows from the requirement in Definition
3.9 that the state resulting from the execution of an action in the
ample set cannot be on the DFS stack unless the ample set consists of
the entire set of enabled actions. As a result, the reduction via ample
preserves deadlocks (Theorem 3.3), local properties (Theorem 3.5), and
next-time-free LTL (Theorem 3.7).

As already mentioned in the previous subsection, proviso C2 can
be weakened if one is only interested in (deadlock and) local-property
preservation. Since the definition of reduction function ample is directly
inspired by the four provisos, also the requirements on ample can be
weakened in this case. It is then sufficient to require that at least one
of the selected actions is not on the DFS stack, relaxing the third
requirement in Definition 3.9 (Holzmann et al., 1992).

3.3. IMPLEMENTATION IN SPIN

SPIN (Holzmann, 1991; Holzmann, 1997; SPIN, 2004) is a tool support-
ing the automatic verification of deadlock-, local-, and next-time-free
LTL properties. Specifications of concurrent systems are written in the
language PROMELA. The partial-order-reduction algorithm of (Holz-
mann and Peled, 1995; Peled, 1994) has been implemented in SPIN.
To allow for the efficient computation of ample sets during a DFS,
sufficient conditions for the safety of actions are derived directly from
the PROMELA specification before starting the DFS (see (Holzmann
and Peled, 1995)). For instance, a sufficient condition for the safety of
an action that can be derived from a PROMELA specification is that
it does not touch any global objects such as variables or communica-
tion channels. As explained, the precise requirements on ample sets as
defined in Definition 3.9 (Reduction function ample) depend on the
type of property that is being verified. SPIN automatically applies the
weakest possible requirements when deriving ample sets.
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4. Cluster-based Partial-Order Reduction

4.1. THE TECHNIQUE

We motivate our improvement of partial-order reduction by means of
two different specifications of the same concurrent system given in
Figure 3. Specification examplel has two global variables and four
processes, each of them executing a single action assigning a value to
one of these variables. Clearly, none of the actions is independent of
all the other actions, which by Definition 3.8 (Safety) means that none
of the actions is safe. Thus, reduction function ample of Definition
3.9 yields no reduction. The interested reader could verify that the
LTS corresponding to the concurrent system has 25 states and 40
transitions.

System examplel

int u, v;

PO: a(u:=0);
P1: b(u:=1);
P2: c(v:=0);
P3: d(v:=1);

System example2 D‘l’D
a \\Ji

CO: int u; o e
PO: a(u:=0); bl ia
P1: Db(u:=1); = -

Cl: int v; 1(;/ \fl 0‘;/ \:)\11
P2: c(v:=0); dJ, J,C dJ/ J/c
P3: d(v:=1); 11 10 o1 00

Figure 3. Two specifications of a concurrent system and a reduced state space.

Specification example?2 in Figure 3 is a variant of examplel with the
processes clustered in pairs. The two clusters encapsulate the depen-
dencies between processes. As a result, all actions within one cluster are
independent of all actions within the other one. Our idea is to augment
an LTS with a hierarchy of clusters and to generalize Definitions 3.8
and 3.9 to clusters. Thus, it is possible to reduce the state space of the
system of Figure 3 to an LTS that includes all interleavings of actions
within clusters CO and C1 but only a single interleaving of actions
from different clusters (see Figure 3), while preserving all properties
of interest.
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14 Twan Basten, Dragan Bosnacki, Marc Geilen

Let T = (S,5,A,7,II, L) be an LTS with processes P. Recall that
a process has been defined as a set of actions. The following definition
builds upon that approach.

Definition 4.1 (Clustering) A cluster is a set of actions from A.
Given a cluster C, a clustering C C 24 of cluster C is a set of clusters
partitioning C' i.e., C' = Upce D and, for all Dy, D1 € C with Dg # D1,
DoNDy = 0. A cluster hierarchy for the LTS 7 is a finite tree of clusters
such that

— the tree has root A (i.e., the cluster containing all actions);

— for any node C' in the tree, either C is a single process or the set
of its children is a clustering of C.

A=PO[IP10JP2[IP3

N

CO=PO[IP1 C1=P2[]P3

PO/ \Pl P2/ \P3

Figure 4. A cluster hierarchy for system example2 of Figure 3.

Figure 4 shows a cluster hierarchy for system example2 of Figure 3.
Note that the requirements in the above definition of a cluster hierarchy
guarantee that a cluster in a hierarchy always corresponds to a set
of processes, and that a hierarchy always has the trivial cluster of
all processes as its root and precisely all the clusters corresponding
to all individual processes as its leafs. It turns out that this allows a
straightforward generalization of safety and the ample function towards
clusters.

Definition 4.2 (Cluster safety) Let C' be some cluster in some clus-
ter hierarchy. Action a in A is cluster-C' safe if and only if it it is an
element of C and it is independent of any action b not in C. Action a
is cluster-C safe for a given next-time-free LTL formula ¢ if and only
if it is independent of any action b not in C and globally ¢-invisible.

Given some state, a cluster C'is said to be safe (for a given next-time-
free LTL formula ¢) if and only if all its enabled actions are cluster-C'
safe (for the given next-time-free LTL formula ¢).

Definition 4.2 states that an action is cluster-C safe for some cluster
C if and only if it is independent of any action outside the cluster.
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Thus, since processes are clusters as well, Definition 4.2 is a true gener-
alization of Definition 3.8 (Safety), which requires independence of any
action outside the process executing the action. The same is true for
safety with respect to a given next-time-free LTL formula because we
did not change the invisibility requirement. For any process P, safety
as defined in Definition 3.8 coincides with cluster-P safety as defined
above. Further note that each action that is cluster-C' safe with respect
to some cluster C' is also trivially safe with respect to any cluster higher
in the hierarchy (i.e., closer to the root).

In the cluster hierarchy for example2 shown in Figure 4, actions a
and b from processes PO and P1 are cluster-CO and (trivially) cluster-
A safe; actions ¢ and d are cluster-C1 and cluster-A safe. None of the
actions is safe with respect to the cluster corresponding to its own
process; this follows immediately from the fact that no action is safe
according to Definition 3.8 (Safety).

Definition 4.3 (Reduction function cample) Let s € S be some
state. Let C' be some cluster from a cluster hierarchy for LTS 7 such
that

— enabled(s) N C # 0,
— C is safe (for a given next-time-free LTL formula ¢), and,

— for all a € enabled(s) N C, 7(s,a) is not on the DFS stack.

If no such cluster C' exists, then define cample(s) = enabled(s); other-
wise, define cample(s) = enabled(s) N C.

Reduction function cample tries to find a cluster that has enabled
actions that are furthermore safe with respect to that cluster and for
which the resulting state is not on the DFS stack. If such a cluster exists,
the enabled actions of the cluster form an acceptable ample set; if such
a cluster does not exist, the set of all enabled actions is chosen as the
ample set. Note that Definition 4.3 defines in fact a family of possible
reduction functions, because of the freedom that (generally) exists in
the choice of an appropriate cluster. It is interesting to observe that
function ample of Definition 3.9 is a special case of function cample
of Definition 4.3 with a trivial hierarchy consisting only of the root
cluster of all processes and the trivial clusters corresponding to the
individual processes. As an example, consider again the concurrent
system of Figure 3. The figure also shows a reduced state space of this
system. In each state, the values of variables u and v are given with |
meaning that a value is undefined. The sets of actions chosen in each
state are ample sets as defined by function cample of Definition 4.3. In
all states, the CO and C1 clusters form the basis for the ample set.
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Theorem 4.4 (Property preservation) The reduction of an LTS
obtained via reduction function cample of Definition 4.3 preserves dead-
lock properties, local properties, and next-time-free LTL properties.

Proof. It is straightforward to prove that cample satisfies provisos
C0, C1, C2, and C3 of Section 3.1. The arguments are the same as in
Section 3.2, where it is argued that function ample of Definition 3.9
satisfies these provisos. The desired result follows from Theorems 3.3,
3.5, and 3.7. O

As explained before, the requirements on function ample can be
relaxed if one is only interested in (deadlocks and) local properties. The
same relaxation is possible for function cample, because the relaxation
only affects the stack-related requirements in Definitions 3.9 and 4.3.
Our generalization of function ample generalizes the notion of safety
only and does not affect this stack-related requirement.

Let us return to the example of Figure 3 one more time. The reduced
state space has 13 states and 12 transitions. This means reductions of
the complete state space, consisting of 25 states and 40 transitions, of
48% in states and 70% in transitions. (Recall that standard partial-
order reduction yields no reductions.) The above theorem shows that
this reduction preserves all properties of interest.

The largest state-space reductions can be expected by choosing the
ample sets as small as possible. One way to obtain small ample sets
is to order the clusters in a hierarchy according to size (in terms of
the number of processes in the clusters), and to search that ordering
accordingly for an ample set. For our running example of Figure 3,
assuming the cluster hierarchy given in Figure 4, an example ordering
would be PO, P1, P2, P3, CO, C1, A. This ordering provides the ample
sets underlying the state-space reduction shown in Figure 3. Note that
this strategy is not necessarily optimal. The size of a cluster is not
necessarily a good measure for the number of actions enabled in that
cluster, but there is usually a strong correlation.

Another practical issue is how to obtain useful cluster hierarchies. In-
tuitively, such a clustering should maximize the dependencies between
processes within a cluster and minimize the dependencies between
clusters. It is our aim to obtain such hierarchies statically, derived
from the concurrent-system specification. In that way, we avoid the
overhead of forming a hierarchy on-the-fly by inspecting dependencies
between processes during the DF'S. One possibility to derive a hierarchy
in a static way is to preprocess the system specification and to cluster
processes based on shared objects, using for example heuristics such
as the one presented in (Moller and Alur, 2001). Another option is
to use the existing hierarchical or modular structure of a specification;
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many contemporary specification and modeling languages such as UML
and SDL include standard hierarchical structuring mechanisms. A final
option could be the use of advanced statistical clustering techniques
based on run-time information as described in (Kunz and Black, 1995).

4.2. IMPLEMENTATION IN SPIN

To validate our cluster-based reduction technique, we implemented a
prototype in the verification tool SPIN, version 3.2.4. PROMELA, the
input language of SPIN, does not (yet) support modular design. A pro-
cess in PROMELA models is an instance of a proctype — a process tem-
plate. To represent system hierarchy, we extended PROMELA with a
cluster keyword. The cluster construct groups proctype definitions,
clusters, and variables in a straightforward way. The extension is purely
syntactical, exploited only in our enhanced partial-order-reduction al-
gorithm during verification, and does not change the semantics of the
PROMELA language. We assume that the designer provides the cluster
hierarchy, as is common in contemporary modular or component-based
design. Figure 5 shows how system example?2 of Figure 3 can be coded
in extended PROMELA. Note that the trivial root and leaf clusters of
the cluster hierarchy of Figure 4 need not be specified explicitly via the
cluster keyword.

/* system example2 */

cluster CO {
int u;

proctype POO)O { u = 0; } /* action a */
proctype P1() { u = 1; } /* action b */
}
cluster C1 {
int v;
proctype P2() { v = 0; } /* action c */
proctype P3() { v = 1; } /* action d */

}

init { atomic {
run PO(); run P1(); /* cluster CO */
run P2(); run P3(); /* cluster C1 */
}}
Figure 5. System example?2 of Figure 3 in extended PROMELA.
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An important issue is the derivation of cluster-safety information
and the handling of safety information at run-time during verification
for the computation of ample sets. Cluster-safety information is deter-
mined at compile time based on syntactic criteria. We use the scopes
of variables and other global objects such as communication channels
for this purpose. If an object is completely within the scope of some
cluster C' in the hierarchy, it is said to be a cluster-C' object. Note
that the properties of a cluster hierarchy (Definition 4.1) imply that
a cluster-C object is also a cluster-D object for any cluster D higher
in the hierarchy than cluster C. A PROMELA statement is cluster-C
safe if and only if it refers only to cluster-C objects. A run-time action
inherits the safety properties of the statement it is derived from.

At run-time, the basis for the computation of an ample set is a safe
cluster, i.e., a cluster whose enabled actions are all safe for that cluster.
We need an efficient way of coding safety information of statements
and the derived actions for a fast run-time computation of ample sets.
Attaching to each statement simply all clusters for which it is safe is
not efficient. The alternative of attaching to each statement only the
lowest cluster in the hierarchy for which it is safe is also not acceptable
because that may require expensive run-time traversals of the cluster
hierarchy for determining an ample set.

A solution is found in the observation that all information from a
cluster hierarchy needed for the computation of ample sets can be coded
straightforwardly in terms of natural numbers. Assume that clusters
are numbered in such a way any cluster receives a higher number than
its children. Furthermore, assume that each statement is assigned the
lowest number of any of the clusters for which it is safe. Note that
such a number always exists because a statement is always safe for the
root cluster of any hierarchy. Such a numbering scheme for clusters and
statements implies that a statement in the scope of some cluster C is
cluster-C' safe if and only if its number is at most the number assigned
to cluster C. A run-time action derived from the statement inherits its
number. Thus, this action is cluster-C safe if and only if its inherited
number is at most the number assigned to C. Finally, a cluster is safe
if and only if all its enabled actions have a safety number that is at
most the cluster number. It is clear that the described coding scheme
requires very little storage overhead and it allows for very fast run-time
safety checks.

In our implementation, we assign to each cluster a number equal to
the height of the cluster hierarchy minus the depth of the cluster in
the tree. This effectively structures a cluster hierarchy into levels. All
clusters with the same depth in the cluster tree form a level. As an
example, consider the hierarchy of Figure 4. This hierarchy has height
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two. As a result, the hierarchy can be divided into three levels, the
first one consists of clusters PO, P1, P2, and P3 that are all numbered
zero, the second one consists of the clusters CO and C1 numbered one,
and the third one consists of the trivial cluster A that is numbered
two. Figure 6 in Section 5.2 shows another example of a subdivision of
a cluster hierarchy into levels. Returning to the example of Figure 4,
the fact that actions a and b from processes PO and P1 are cluster-CO
and cluster-A safe is now simply represented by the number one that
is assigned to these actions following our proposed numbering scheme.
Actions c and d are also assigned a one which conforms to the fact that
they are cluster-C1 and cluster-A safe. The fact that in the initial state
of system example2, cluster CO is safe follows now immediately from
the fact that the two enabled actions of the cluster in that state, a and
b, are numbered one which is equal to the number of cluster CO.

Note that the chosen coding of clusters into levels is just one possible
coding scheme. Any scheme satisfying the requirement that a child node
receives a lower number than its parent node will do. If one prefers,
numbering schemes in which a cluster has always a larger number than
its parent (e.g., when each cluster is assigned its depth in the cluster
tree) is also possible when of course the run-time computation of ample
sets is adapted accordingly.

For determining the order in which clusters are tested at run-time
during the state-space traversal, we simply follow the scheme proposed
in the previous subsection. Clusters are sorted at compile time based
on their size in terms of the number of constituent processes, and tested
at run-time in increasing order.

It is important to note that the prototype implementation of our
techniques in SPIN only adapts the computation of ample sets. The
reduction engine of SPIN is not changed and fully reused. From the
computation of ample sets, only the part that determines the safety
of all actions in the ample set is adapted. The parts that check the
invisibility requirement (in case an LTL property is being verified) and
the stack requirement for ample sets have not been changed. As a result,
the computation of ample sets by the prototype automatically takes
advantage of the weaker requirements for ample sets that are sufficient
when one is only verifying deadlocks and/or local properties.

As a final remark, it should be mentioned that our implementation
of extended PROMELA does not enforce the scopes implied by clusters.
Thus, it is up to the designer to make sure that all variables and other
objects like communication channels are declared in the appropriate
clusters such that statements only touch variables that are within
scope as defined by the cluster hierarchy. However, this requires little
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effort, and in conclusion we can say that the prototype allows for easy
experimentation with our novel techniques.

5. Some State-Space Reduction Experiments

As explained in the introduction, our main focus is on reducing the
state spaces generated for exhaustive verification techniques; therefore,
in this section, we focus on state-space generation, and we do not verify
any properties. We performed three small experiments to validate the
feasibility of our techniques. In the next section, we turn to a larger,
more realistic verification case study.

The goal of the experiments in this section is to compare reductions
in states and transitions obtained via our algorithm with reductions
obtained via SPIN’s standard partial-order reduction. As may be ex-
pected, similar to standard partial-order reduction, our algorithm per-
forms best for systems with a large amount of concurrency. In all three
experiments, we observe significantly larger reductions than the ones
obtained with standard partial-order reduction. Moreover, our algo-
rithm reduces verification times. The (small) overhead of the upgraded
standard partial-order-reduction engine is marginalized by the gain in
time because of the smaller number of generated states and transitions.

In the remainder, we show the results of our three state-space-
generation experiments. The results for the same experiments reported
in the earlier version of this paper, (Basten and Bosnacki, 2001), deviate
in some cases slightly from the results reported in this paper. For
the experiments of (Basten and Bosnacki, 2001), safety information
for statements in the PROMELA models was determined manually,
whereas for the current paper safety information was determined fully
automatically from the cluster hierarchy. The order of magnitude of
the obtained reductions is in all cases the same. The experiments for
this paper were performed on a Linux PC with two 1 GHz Pentium-II11
processors and 4 GByte of SDRAM. All the shown verification times
are in seconds.

5.1. BEST-CASE EXAMPLE

Our first experiment consists of a few variants of system example2 of
Figures 3 and 5. The systems we verified consist of N pairs of processes
and N variables, each pair of processes sharing one of these variables.
The system with N=2 corresponds to system example2 of Figure 5. Ta-
ble I shows the results, including the reductions in states and transitions
in percentages compared to SPIN with standard partial-order reduc-
tion. The numbers deviate from the theoretical results given in Section 4
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due to implementation details of SPIN. SPIN adds to each process a
special end transition that is independent of all other transitions. The
standard SPIN partial-order reduction captures the independence of
these special end transitions. Our prototype implementation takes, in
addition, advantage of the independence of some transitions involving
shared variables, as explained in Section 4. For each of the experiments,
we used a hierarchy of three levels, with the nontrivial middle level
consisting of clusters that coincide with process pairs. All verification
times are less than (0.1 seconds.

Table I. Results for the best-case example.

without POR standard POR cluster-based POR
N states trans states trans states %  trans %
2 65 108 60 76 30 50 30 61
3 329 784 304 480 66 78 66 86
4 1657 5216 1532 2908 138 91 138 95
5 8313 32680 7688 17064 282 96 282 98

5.2. PARITY COMPUTER

The second example, taken from (Alur and Wang, 1999), models a
parity computer with a tree structure. The system consists of a root
module, N client modules as leafs, and join modules as intermediate
nodes. The system with N=4 is shown in Figure 6. The figure also shows
a cluster hierarchy (using self-explanatory abbreviations), that is im-
mediately derived from the modular structure of the parity computer,
and the structuring of this hierarchy into levels.

A client process starts with nondeterministically generating a bit
value that it puts into the request variable that it shares with its parent
join module. Subsequently, it continuously waits for an acknowledgment
from its parent. Each time it receives an acknowledgment, it again sends
an arbitrary bit value to its parent. A join process computes the parity
(XOR) of its two inputs and transmits it upwards to its parent, while
sending an acknowledgment to its children. Eventually, parity bits are
delivered to the root process. The appendix contains some fragments
of the (extended-)PROMELA code for the parity computer for N=4.

Consider again the example in Figure 6. Our cluster-based partial-
order-reduction algorithm takes advantage of the fact that a join pro-
cess communicates with its parent and its children in alternating order.
Because the cluster with root Join0 is independent of the cluster with
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Figure 6. The parity computer with an associated cluster hierarchy.

root Joinl, we can reduce the state space by basically serializing the
transitions internal to one of these clusters with those internal to the
other one. SPIN’s standard reduction algorithm does not give any re-
duction because all transitions involve global variables. As Table II

Table II. Results for the parity computer.

no/standard POR cluster-based POR
N states trans  time states %  trans %  time
4 1749 4798 <0.1 1214 31 2148 55 <0.1
5 7933 27012 0.1 3910 51 6830 75 <0.1
6 69615 288678 1.1 21620 69 38372 87 0.2
7 320095 1.53x10° 6.7 25228 92 44730 97 0.3
8 2.78x10° 15.4x107 127.5 46806 98 85060 >99 0.6
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shows, the reduction with cluster-based partial-order reduction is quite
impressive.

It may appear that more fine-grained clusterings than the one shown
in Figure 6 might improve the results even further. One could for ex-
ample combine join processes with one of their children, e.g., one could
insert clusters CO0UJO, C10UJ1, and COOUCO01UJOUJ in the hierarchy.
However, this does not improve results because join nodes communicate
with both their children simultaneously in one synchronized communi-
cation. Our model follows in this respect the original model of (Alur
and Wang, 1999). If communication is made asynchronous, such more
fine-grained clusterings do improve the reduction (but the state space
of the model also increases).

The reduction with cluster-based partial-order reduction is worse
than the reduction reported in (Alur and Wang, 1999) for the same
examples obtained with the Next heuristic: The Next heuristic provides
reductions in the number of states of the original model from 71% for
N=4 up to over 99% for N=8. The Next heuristic is a state-space
reduction heuristic for invariant verification for concurrent systems
(meaning that it targets a smaller class of properties than (cluster-
based) partial-order reduction). The state space of a system is traversed
through some kind of meta-steps; each such a step consists of a sequence
of safe transitions of a single system component followed by a single
unsafe transition of that component. In this way, it avoids some of the
interleavings of safe transitions of different parallel components. Thus,
the Next heuristic captures some of the same redundancies as (both
standard and cluster-based) partial-order reduction.

It is difficult to draw any final conclusions about the comparative
efficiency of the Next heuristic and cluster-based partial-order reduc-
tion based only on the parity-computer example. First, the modeling
languages and the tools used for the experiments of (Alur and Wang,
1999) and for our experiments are different; this inevitably leads to
(small) differences in the models, as well as differences in the precise
notion of, for example, safety (which is derived using syntactic criteria).
Second, the parity-computer example is one of the best cases for the
Next heuristic; the authors provide themselves in (Alur and Wang,
1999) an example for which standard SPIN partial-order reduction gives
better results than the Next heuristic, and they state that there are
many more. Since our cluster-based partial-order reduction generalizes
standard partial-order reduction, also our technique outperforms the
Next heuristic in those cases. Thus, it is hard to compare the efficiency
of the Next heuristic with cluster-based partial-order reduction. It is in-
teresting to study their comparative performance in more detail, and to
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see whether the two techniques can be combined, which would possibly
lead to even larger reductions.

Figure 7. Concurrent Alternating-Bit Protocol.

5.3. CONCURRENT ALTERNATING-BIT PROTOCOL

As a final state-space generation experiment, we consider the Con-
current Alternating-Bit Protocol (CABP) of (Koymans and Mulder,
1990). The CABP has six components, as depicted in Figure 7. Each
component is modeled as a separate process.

The CABP uses the standard alternating-bit scheme to avoid com-
munication errors. Component A fetches data from its environment
and transmits this data repeatedly through channel K until an ac-
knowledgment is received from D. Component A does not wait for a
negative response before retransmitting. Channel K is unreliable in the
sense that it can corrupt or lose data. The role of B is to forward
successfully received data to the environment; each correct reception
is acknowledged to C. C transmits acknowledgments repeatedly via
unreliable channel L. D receives acknowledgments from L and passes
them to A.

Table III. Results for the CABP.

no/standard POR cluster-based POR
states  trans time states % trans % time
16385 67074 0.3 12898 21 44461 34 0.2

As for the parity computer, also for the CABP the standard reduc-
tion algorithm does not produce any reduction; all transitions involve
communications through global synchronous (rendez-vous) channels.
The cluster-based reduction algorithm, however, capitalizes on part of
the concurrency between the system modules, as the results in Table
IIT show. The hierarchy consists of three levels, with clusters KUB and
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LUD being the only nontrivial clusters (see Figure 7). This clustering
exploits the independence between some of the actions in cluster KUB
and those outside this cluster, as well as the independence between some
actions in cluster LUD and those outside LUD. The implementation is
such that no other process clustering improves the results.

6. A More Realistic Verification Case Study

6.1. SYSTEMS ON A CHIP

To test our cluster-based technique in a more realistic context, we turn
to modern system-on-chip design. Today’s systems-on-chip (SoC) tend
to become more and more often multiprocessor systems. Single-chip
multiprocessors are a natural evolution of single-processor solutions, to
cope with the challenges in hardware design caused by the ever further
miniaturization. To obtain scalable communication between process-
ing elements, the replacement of bus-based communication techniques
with network-based techniques is being investigated (Benini and De
Micheli, 2002). These novel communication techniques build on tech-
niques known from wide-area networks such as router-based, packet- or
circuit-based communication. Figure 8 shows an example architecture
where (on-chip) processing elements (PEs) are connected via a network-
on-silicon (NoS). Processing elements typically consist of a processor
core with their own local memory which may or may not be shared
with other processing elements. Some PEs may be only memories.

Mem NoS PE

PE Mem

Figure 8. A SoC with NoS-based communication.

Although NoS-based communication scales more easily to larger
numbers of PEs than bus-based communication, it has the disadvantage
that communication is slow compared to bus-based communication
with a limited number of PEs. In typical examples of the NoSs under
study, connections need to be opened for communication between PEs,
and data packets must travel through multiple routers to reach their
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destination. Thus, caching of data is of crucial importance to prevent
unacceptable delays. As a case study, we investigate a directory-based
cache-coherency protocol (Culler et al., 1999, Chapter 8) for NoS-based
SoCs. Note that we do not aim at a complete verification of the cache
coherency protocol. Our aim is simply to test our technique in a more-
or-less realistic setting. We focus on the generation of state spaces and
the verification of a few simple properties.

The experiment consists of three parts. In the first part, we con-
sider a simple SoC with caches for the local memories of PEs. The
architecture is such that a cache-coherency protocol is not required. In
the second part, we consider a SoC architecture with cache coherency.
The idea behind this split is that the PEs in the first architecture
are completely independent, which should give good reductions with
our technique, whereas in the second architecture the cache-coherency
protocol introduces a lot of global synchronization, which is expected to
have a negative impact on the results. The possibility to study systems
with and without much global synchronization in one setting makes this
case study attractive. In the third part of the case study, we investigate
the influence of cluster hierarchies on our verification results in some
detail. For the interested reader, the appendix contains some fragments
of the (extended-)PROMELA source code used in the first part of this
case study. These code fragments provide some insight in the details of
the models used in this case study. The model used in the second part
of the case study is too large to include in the paper; it is available
through a web site, as explained at the end of the paper.

| | | [
[ | | I
b Comm. b L
i I'| Processor Assig — Cache Memory || !
i L i
) I
NoS

}":::::::::::::::::::j:::::{’":::::::::::::::::::::::::ﬂ
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|
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Figure 9. A 2-PE SoC without cache coherency, including an associated clustering.

cpor_ase.tex; 25/05/2004; 9:18; p.26



Cluster-based Partial-order Reduction 27

6.2. A SoC WITHOUT CACHE COHERENCY

We first consider a 2-PE SoC as illustrated in Figure 9. Each of the PEs
consists of a processor core, a memory, a cache and a communication
assist. The memories are shared between the two PEs. However, in
this simple setup, the cache only caches data from the local memory,
so no cache coherency is required. The communication assist directs
reads and writes of its corresponding processor core either to the local
cache or to the NoS when a read or write accesses the other memory.
In the latter case, the NoS forwards the read or write to the cache at
the receiving side, which in turn may or may not contact the memory
at that side. In case of a read, the read data travels from the cache
or memory where it was stored via the communication assist to the
processor requesting the data.

The clustering shown in Figure 9 intends to cluster the local commu-
nication between processors and their communication assists, the local
communication between caches and memories, and on a higher level the
communication within one PE. It intends to capitalize on the relative
independence of the clustered components from their environments.

The (extended-)PROMELA model that we built from this system
models each of the depicted components as a process. The processors
continuously perform random reads and writes. To keep the state space
within reasonable limits that still allow verification of results, we had
to assume that each memory only has two addresses and each cache
has one entry. Although this is a very simple, in practice unrealistic
situation, it is still of interest because the memories are shared implying
that each processor can access four different memory locations. More-
over, using SPIN with standard partial-order reduction (our reference),
larger cache and/or memory sizes could simply not be verified on our
machine (with 4 GByte of memory).

Table IV shows the results of our experiments with the system of
Figure 9. The first entry of both parts of the table shows the re-
sults of state-space generation using both standard partial-order re-
duction and our cluster-based technique. The analysis showed that our
model does not have deadlock, which is of course a desirable prop-
erty of the modeled system. The very large reduction that is obtained
(compared to standard partial-order reduction!) is not really surprising
because the various (clustered) components in the system are rela-
tively independently performing concurrent actions. As said before,
our technique performs well for such systems. The second entry in
both parts of the table shows the results of verifying the LTL property
—(—request U addrcached), which states that no addresses are cached if
there is no pending request for this address. This case also shows a good
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Table IV. Results for a 2-processing-element SoC / no cache coherency.

standard POR

states trans time
state space / deadlocks  35.0x10° 73.5x10° 966.4
—(—request U addrcached)  30.6x10° 73.4x10° 2396.6

cluster-based POR

states % trans % time
state space / deadlocks 3.7x105 90 7.7x10° 90 92.7
—(-request U addrcached)  16.6x10° 46 41.2x10° 44 1278.7

reduction, although not as good as the reduction obtained for state-
space generation. The reason is that the property refers to variables
within clusters at the bottom of the hierarchy meaning that actions
touching these variables can no longer be considered safe with respect
to any cluster because of the invisibility requirement in Definition 4.2
(Cluster safety). Note that the verified property is a safety property
(nothing bad will happen). We did not verify any liveness properties
(something good will happen, e.g., any read will eventually result in
the receipt of data) because those would require a fairness assumption.
However, the combination of enforcing fairness in a context with SPIN
rendez-vous communication and partial-order reduction is not possible
in SPIN (Bosnacki, 1999). Thus, we could not verify any liveness prop-
erties because none of these will be true when fairness is not guaranteed.
However, as said before, our goal is not to exhaustively verify the system
under study. We simply want to test our techniques in realistic settings.

6.3. A SoC WITH CACHE COHERENCY

The second part of our case study concerns a SoC architecture that
includes a cache-coherency protocol. Figure 10 shows the architecture
of the system verified in this part of the experiment. The reason to turn
to cache coherency is that we want to investigate how our technique per-
forms if a system exhibits more global communication. Directory-based
cache coherency (Culler et al., 1999, Chapter 8) is an excellent test-
case for this purpose because it requires quite a lot of communication
between PEs to guarantee that the caches are kept consistent.

In a SoC as depicted in Figure 8, where multiple processing elements
employ caches that cache data from shared memory, the need arises for
coordination between these caches to guarantee that all data is kept

cpor_ase.tex; 25/05/2004; 9:18; p.28



Cluster-based Partial-order Reduction 29

Figure 10. A 2-PE SoC with cache coherency, including an associated clustering.

consistent. Particularly, when one of the PEs wants to write data to a
cache for a certain memory location, other caches may have a copy of
that memory location. At that point, the contents of these other caches
for that address become invalid. In traditional bus-based systems, com-
munication between processors and caches is carried out via a shared
bus. Caches can snoop this bus to check if other caches are written
for an address they contain. This system does not work in a network-
based system, because snooping of network-based communication is
not possible (efficiently). Instead, a directory-based cache-coherency
protocol is used. A directory is located with every memory to maintain
information about which caches have copies of a particular memory
location at any given time. When some cache intends to change the
contents of a memory location, it has to acquire the exclusive right to
do so from the directory.

The structure of our (extended-)PROMELA model of an architec-
ture with a directory-based cache-coherency protocol is visualized in
Figure 10 and consists of two large and identical PE clusters. To limit
the size of the state space of our model, the NoS has been modeled as
a collection of asynchronous, buffered channels instead of as a process;
the model corresponds to the fact that communication over NoSs goes
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typically via connections with implicit buffers. (All other communica-
tion in the model is by means of synchronous rendez-vous.) A single PE
is modeled with a processor, issuing random read and write operations
to a cache, that now caches data from both the local and the remote
memory, a communication assist, to direct communication to the cor-
rect PE, and a directory which maintains the information about caching
of blocks of the memory with which the directory is associated. In this
model, we have abstracted from the actual memory process to save on
the size of the state space to be verified. For the same reason, caches
have only one entry, and each memory is assumed to have only one
address. Note that each processor can still access two memory locations
because of the sharing. The cache, the communication assist, and the
directory have been modeled with two PROMELA processes. A read
or write operation from a processor may lead to a chain of events from
cache via communication assist to a directory. The directory may decide
to invalidate the content of certain caches, leading to another chain of
events back to some cache(s). To allow this to happen, the components
have been split in a high-priority part that deals with the invalidation
and a low-priority part that deals with the other communications. Note
that the Cache L and Cache H parts have access to shared variables
in which the status of the cache is stored; this is indicated by the
dotted line in Figure 10 between the processes because it indicates a
dependency which may interfere with the clustering technique. The
cluster structure shown by the dashed lines in Figure 10 is inspired by
the fact that the communication in the form of chains of events goes
from processor to directory through the low-priority parts and from
directory to cache through the high-priority parts.

Table V. Results for a 2-processing-element SoC / cache coherency.

standard POR

states trans time
state space / deadlocks — 2.52x10° 4.30%x10° 97.4
mutual exclusion 3.21x10° 6.61x10° 103.7

cluster-based POR

states % trans %  time
state space / deadlocks 1.14x10° 55 1.57x10° 64 35.9
mutual exclusion 2.16x10° 33 4.29x10° 35  66.8

Table V shows the results for the cache-coherency model. For the
state-space-generation and deadlock-detection experiment, the results
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are still quite good, despite the fact that the inter-cluster dependen-
cies and the amount of global communication have increased a lot
compared to the model without cache coherency. We also verified a
mutual-exclusion property stating that the two caches cannot simulta-
neously gain exclusive access to the same memory block. The results
for this property show smaller gains than obtained so far (although still
acceptable). The reason is, as explained earlier, caused by the invisi-
bility requirement. Many actions that are in the state-space-generation
experiment safe for clusters low in the hierarchy, are no longer safe
in the property-verification experiment because they touch the vari-
ables involved in the property. In our experiment, the mutual-exclusion
property refers to variables that are local to the Cache L and H pro-
cesses. Thus, cache actions that touch these variables are no longer safe,
reducing the gain that can be obtained with our clustering technique.

The two experiments with the verification of LTL properties of
this subsection and the previous one suggest to have a closer look at
the interaction between our clustering technique and property scopes,
where the scope of some property can be defined as the set of processes
possibly affecting the objects referred to in the property. We briefly do
so in the next subsection.

As a final remark, during the verification of the mutual-exclusion
property, we discovered a subtle modeling error that allowed for a
race condition between an invalidation message and the acquisition
of exclusive access to a particular memory location, thus leading to the
opportunity for two caches to have exclusive access to a single location
in memory at the same time. Of course, this error is not inherent in the
original protocol described in (Culler et al., 1999). It does point out,
however, the intricacies involved in implementing such protocols, which
is the underlying motivation for our work. The current experimental
results are based on a corrected version of the model.

6.4. THE INFLUENCE OF CLUSTER HIERARCHIES

It is clear that the effectiveness of our reduction technique heavily
depends on the quality of a cluster hierarchy. So far, our cluster hi-
erarchies have been inspired entirely by the relative independence of
clusters. However, as already mentioned, when verifying LTL proper-
ties, the invisibility requirement in the definition of safety for an LTL
property may interfere with the independence requirement in determin-
ing good clusters. Ideally, a cluster hierarchy takes into account both
independence and invisibility aspects. Note that this implies property-
specific clusterings, which may not always be feasible. However, in an
implementation where automatic clustering heuristics are available,
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tics should then of course take into account both independence and

property-specific clusterings may be feasible. The clustering heuris-
invisibility aspects.
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Figure 11. (a) The 2-PE SoC without cache coherency, alternative clustering one;

(b) The 2-PE SoC with cache coherency, alternative clustering one.
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Figure 12. (a) The 2-PE SoC without cache coherency, alternative clustering two;
(b) The 2-PE SoC with cache coherency, alternative clustering two.

In this subsection, we briefly consider property-specific clusterings
for the two SoCs of the previous two subsections. As a first attempt,
one may consider to put all processes in the scope of a property into
one cluster, where, as mentioned, the scope of a property consists of
all processes that touch variables or other objects in the property.
This cluster may be subdivided further into clusters to capitalize on
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Table VI. Results for alternative clusterings.

original independence-driven clusterings

states trans time
no cache coherency  16.6x10° 41.2x10° 1278.7
cache coherency 2.16x10° 4.29%10° 66.8

alternative clusterings

states % trans % time

no cache coh., alt. 1 18.8x10° -13 46.0x10° -12 1436.6
no cache coh., alt. 2 18.6x10° -12 45.8x10° -11 1430.7
cache coh., alt. 1 3.00x10° -39 5.96x10° -39 95.5
cache coh., alt. 2 2.79x10° -29 5.45x10° -27 85.8

potential independence of actions within this cluster from their context
(insofar such actions satisfy the invisibility requirement of course). The
idea behind clustering all processes in the scope of a property into
one cluster is that it should maximize the potential for reduction in
the remaining processes, that can be clustered focusing entirely on
independence. Figure 11 shows such clusterings for the two SoCs of
the previous subsections, based on the two properties verified in the
reported experiments. The clustering shown in Figure 11(a) combines
the Processor and Cache processes of one of the two PEs of the SoC
of Figure 9 into a single cluster. This immediately raises the question
whether it would not be better to include also the communication assist
in that cluster. The clustering of Figure 11(a) does not appear to be
very appropriate from the independence perspective. The clustering
of Figure 11(b) puts all cache processes into a single cluster. However,
this clustering can also be improved from the independence perspective,
namely by integrating the Processor processes inside the cache cluster.
Figure 12 gives adapted clusterings.

The results of the verification experiments for the alternative clus-
terings of Figures 11 and 12 are shown in Table VI. The top part
of the table repeats the results of the original experiments. The bot-
tom part of the table shows the results for the alternative clusterings,
including the obtained ‘reductions’ in comparison with the original
independence-driven clusterings. The results show that none of the
alternative clusterings improve the verification results. They confirm
however the earlier observation that the purely property-driven cluster-
ings of Figure 11 can be improved from the independence perspective,
as shown in Figure 12.
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The experiment with the alternative clusterings shows that it is not
in general a good idea to focus a cluster hierarchy entirely around
property scopes. Although in both our experiments an independence-
driven clustering gives the best results, we believe it is too early to draw
the conclusion that this is generally the case. It is an interesting topic
for future work to investigate (automatic) clustering heuristics that
take into account both independence and invisibility, and to experiment
more extensively with clusterings.

7. Conclusion

The main contribution of this paper is an enhancement of the partial-
order-reduction scheme of (Holzmann and Peled, 1995; Peled, 1994).
Using the inherent structure of concurrent systems, we improve the way
the safety of actions is determined syntactically during the compilation
of the system specification. The structure of a system is captured in a
cluster hierarchy, where a cluster corresponds to a set of processes. The
ample sets resulting from our technique contain the enabled actions of
a cluster, i.e., they may contain the enabled actions from more than
one process. Although ample sets with actions from several processes
have been considered earlier (e.g.,(Alur et al., 1997)), to the best of
our knowledge, the idea of exploiting hierarchical system structure for
determining ample sets was first published in an earlier version of this
paper, namely (Basten and Bosnacki, 2001).

We implemented our algorithm in the SPIN tool (Holzmann, 1991;
Holzmann, 1997; SPIN, 2004), by upgrading SPIN’s standard partial-
order-reduction engine. SPIN’s input language PROMELA has been
extended with a cluster keyword to allow users to specify cluster
hierarchies. The implementation has been tested on several small ex-
amples and one more realistic verification case study, all known from the
literature. The obtained results are encouraging: Compared to SPIN’s
standard partial-order-reduction algorithm, significantly larger reduc-
tions of state spaces are obtained and verification times are decreased.
Only for the verification of LTL properties that involve variables from
several largely independent processes, the gains obtained may not al-
ways be very large. The reason is the fact that safety of actions with
respect to some LTL property requires that the actions do not touch
objects referred to by the property (invisibility). It is possible to take
into account the scope of an LTL property (i.e., the processes possibly
affecting the property) in the cluster hierarchy. Our initial experiments
with property-driven clusterings are however not encouraging, but it is
too early to draw definite conclusions.
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This brings us immediately to the most interesting topic for fu-
ture research, namely clustering heuristics (see, e.g., (Kunz and Black,
1995; Moller and Alur, 2001)). We obtained the best results with cluster
hierarchies that try to capture dependencies within clusters, thus max-
imizing independence between clusters. For modeling languages that
contain modularity constructs, cluster hierarchies can be derived from
the hierarchical structure of a system as it is specified by a system
designer, because this structure typically emphasizes (in)dependencies.
However, good clustering heuristics possibly yield better results. Such
heuristics are also useful when a modeling language does not have
modularity constructs (such as SPIN’s PROMELA) and they could
furthermore take into account the scopes of LTL properties in case of
LTL verification. Since the clusterings resulting from heuristics tak-
ing into account the property being verified are by definition property
specific, automating the derivation of clusterings is important.

Another interesting direction for further work is to generalize our
techniques. On the one hand, we have the general theory of partial-
order reduction that allows arbitrary ample sets satisfying certain pro-
visos. On the other hand, we have techniques that restrict ample sets
to the enabled actions of only a single process (or all processes). In
between these extremes, we can position the class of techniques that
consider ample sets consisting always of all the enabled actions of an
arbitrary set of processes, or cluster in our terminology'. Our technique
building on cluster hierarchies is a prime example of this class. How-
ever, in principle, there is no real reason to limit the sets of processes
considered as ample sets to a cluster hierarchy in the form of a tree of
clusters as is done in Definition 4.1. The only reason not to consider
all possible subsets of processes as potential ample sets during a state-
space traversal is that in general the number of possible subsets is
prohibitively large. However, any means of specifying a meaningful set
of interesting clusters will do. Consider for example the two alternative
clusterings of the same system depicted in Figures 10 and 12(b), the
first one independence driven and the second one property driven. The
union of the two sets of clusters specified by these two clusterings is a
perfectly valid set of clusters to consider for determining ample sets.
In fact, it would combine the advantages of both the independence-
and the property-driven clusterings. It is clear though that this set of
clusters does no longer fit our definition of a cluster hierarchy: It is not
a tree.

! In fact, assuming sequentiality of processes (see Section 3.2), ample sets con-
taining actions of a certain process will always contain all actions of that process,
i.e., ample sets not corresponding to a set of processes do not exist.
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The consequences of generalizing a cluster hierarchy to an arbi-
trary set of clusters are not trivial but appear to be manageable. It
is still possible to order clusters according to size in terms of the
number of constituent processes; as explained, this is important for
obtaining small ample sets. Unfortunately, it is not possible to specify
arbitrary sets of clusters with the cluster keyword that we added to
SPIN’s PROMELA language for specifying cluster hierarchies. Cluster-
ings specified via the cluster keyword or other standard modularity
constructs always result in trees. However, automatic clustering heuris-
tics as discussed before could easily be used to derive arbitrary sets
of clusters, increasing the potential interest of automatic clustering
heuristics even further. As a final consequence of the proposed gen-
eralization, it is important to notice that the coding scheme for cluster
hierarchies and for determining safe clusters that we use in our SPIN
implementation, as discussed in Section 4.2, does no longer work for
arbitrary sets of clusters. However, this is not really a fundamental
issue; other efficient coding schemes exist.

Apart from a further generalization of our work, it will also be
interesting to see how our approach works in combination with other
state-space-reduction heuristics. Following (Emerson et al., 1997), it is
easy to show that our technique is fully compatible with symmetry
reduction. The two techniques are orthogonal because they exploit
different features of concurrent systems. We agree with the conjecture
in (Alur and Wang, 1999) that partial-order reduction (and also our
enhancement) is compatible with the Next heuristic. It seems though
that cluster-based partial-order reduction and the Next heuristic are
not fully orthogonal, because they capture to some extent the same
redundancies in state spaces. It is interesting to study the relation
between the Next heuristic and cluster-based partial-order reduction
in more detail.

We implemented our clustering technique in SPIN 3.2.4, which was
the latest release of SPIN at the time we started our implementation. It
remains to implement the technique in the latest release of SPIN to take
advantage of the improved partial-order reduction (Holzmann, 1999) in
that release. Furthermore, the combination of our techniques with v-
Promela (Leue and Holzmann, 1999; Kamel and Leue, 2000) is also
promising; v-Promela is a visual formalism that extends PROMELA
with hierarchical modeling and other concepts from object-oriented
design. The v-Promela formalism supports the structuring of a model
into a hierarchy of capsules, which directly corresponds to our notion of
a cluster hierarchy. Finally, our cluster-based algorithm is compatible
with the upgrade of SPIN’s engine for timed systems from (Bosnacki
and Dams, 1998). It is very likely that it can be combined with tech-
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niques for partial-order reduction for timed automata (Bengtsson et al.,
1998; Dams et al., 1998; Minea, 1999).

Remark The SPIN implementation of our clustering technique and
the models used for the experimental results presented in this paper
are available through http://www.win.tue.nl/~dragan/CPOR-Spin.

Appendix
For the interested reader, this appendix provides fragments of the
(extended-)PROMELA sources of two of our experiments.
Parity computer

mtype = { none, zero, one, ready, idle, wait, null, pos };

mtype req = none, ack = idle;
proctype Root() {
start:
do :: atomic { req == zero -> ack = wait; goto req-zero }
:: atomic { req == one -> ack = wait; goto req.one }
od;
Teq.zero:

atomic { req == ready -> ack = null; goto wait_req }

reqg-one:

atomic { req == ready -> ack = pos; goto wait_req }

wait_req:

atomic { req == none -> ack = idle; goto start }

}

cluster C {
mtype req0 = none, ackO = idle, reql = none, ackl = idle;

proctype Join() {
start:
do :: atomic { (req0 == zero) && (reql == zero) ->
ack0 = wait; ackl = wait; goto parity zero }
:: atomic { (req0 == zero) && (reql == one) ->
ack0 = wait; ackl = wait; goto parity_one }
:: atomic { (req0 == one) && (reql == one) ->
ack0 = wait; ackl = wait; goto parity zero }
:: atomic { (req0 == one) &% (reql == zero) ->
ack0 = wait; ackl = wait; goto parity_omne }
od;
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parity_zero:
atomic { (req0 == ready) &% (reql == ready) ->
req = zero; goto wait_ack }
parity_one:
atomic {(req0 == ready) && (reql == ready) ->
req = one; goto wait._ack }

wait_ack:
atomic { ack == wait -> req = ready }
do :: atomic { ack == null -> req = none; goto null_ack }
atomic { ack == pos -> req = none; goto pos_ack }
od;
null_ack:
atomic { ack == idle ->

ackO0 = null; ackl = null; goto wait_regs }

pos_ack:
atomic { ack == idle ->
ack0 = pos; ackl = pos; goto wait reqs }

wait_reqgs:
atomic { (req0 == none) && (reql == none) ->
ack0 = idle; ackl = idle; goto start }

}

cluster CO {

mtype req00 = none, ack00 = idle, reqOl1 = none, ackOl = idle;
proctype Join0() { /* snip */ }

proctype Client00() {

start:
do :: atomic { true -> req00 = zero; break }
atomic { true -> req00 = one; break }

od;

atomic { ack00 == wait -> req00 = ready}
atomic { (ack00 == pos) || (ack00 == null) -> req00 = none}
ack00 == idle -> goto start;

}

proctype Client01() { /* snip */ }
} /* end CO */

cluster C1 { /* snip */ }

} /* end C */

init { atomic {
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run Root();
/* cluster C */
run Join();
/* cluster CO */
run JoinO(); run Client00(); run Client01();
/* cluster C1 x*/
run Joinl(); run Client10(); run Clientl11();

H}

SoC without cache coherency

/* 2-processing-element SoC without cache coherency */
/* parameter definitions omitted

bl(a): memory block of address a

1n(b): cache line for memory block b

cc(b): memory block b currently in the cache /*
mtype = {rd,wr,data}
chan ca_ton0, ntocO, catonl, ntocl = [0] of {mtype,byte};
chan n_to_ca0, c_ton0, ntocal, c.tonl = [0] of {mtype};
cluster node0 { /* Processor+CommAssist+Cache+Memory */
chan ca_to_cO = [0] of {mtype,byte};
[0] of {mtype};

cluster pca0 { /* Processor+CommAssist */

chan c_to_ca0l

chan p_to_ca0 = [0] of {mtype,byte};
chan ca_top0 = [0] of {mtype};

proctype Process0(){

byte a;
do :: atomic{
a = 0;
do :: break;
11 a<2%MEMSIZE-1 -> a++;
od;}
if :: p_to_caOlwr(a);
11 p-to_cal!rd(a); ca_-to_pO?data;
fi
od

}

proctype CommAssist0(){
byte addr;
do :: p_to_ca0?rd(addr) ->
if :: addr<MEMSIZE -> ca_to_cO!rd(addr); c_to_caO7?data;
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:: else -> ca_tonO!rd(addr-MEMSIZE); n_to_caO7data;
fi;
ca_to_pOl!data;
:: p_to_caO?wr(addr) ->
if :: addr<MEMSIZE -> ca_to_cO'!wr(addr);
:: else -> ca_to_nO'wr(addr-MEMSIZE);
fi
od

}

} /* end of pca0 (Processor+CommAssist)*/
cluster cm { /* Cache-Memory 0 */
chan c_tom0, mto_.cO = [0] of {mtype};

proctype Cache0() {
byte cached[NRLINES], status[NRLINES];
byte addr,block,line;

do :: ca_to_cO0?7rd(addr) ->
block = bl(addr);

if :: 'cc(block) ->
line = 1ln(block);
if :: status[linel==modified -> c_tomO!wr;
else ->
fi;

c_.tomO!rd; m_to_cO7data;
cached[line]l=block; status[line]=clean;
i else->
fi;
c_to_calO!data;
ca_to_cO?wr(addr) ->
block = bl(addr); line = 1n(block);

if :: 'cc(block) —>
if :: status[line]l==modified -> c_tomO!wr;
else ->
fi;

c_tom0O!rd; m_to_cO7?data;
cached[line]=block;
:: else ->
fi;
status[line] = modified;
:: n_to_cO0?rd(addr) ->
block = bl(addr);
if :: tcc(block) ->
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line = 1n(block);
if :: status[line]==modified -> c_tomO'wr;
else ->
fi;
c_tomO!'rd; m_to_cO?data;
cached[line]l=block; status[line]l=clean;
:: else->
fi;
c_tonO!data;
: n_to_cO?wr(addr) ->
block = bl(addr); line = 1n(block);
if :: 'cc(block) ->
if :: status[linel==modified ->
c_tomO!wr;
else ->
fi;
c_tomO!rd; m_to_cO7data;
cached[line]=block;
11 else —>
fi;
status[line] = modified;
od

}

proctype Memory0(){
do :: c_tomO?wr;

c_tom0?rd -> m_to_cO!data;
od

}

} /* end of cm cluster (Cache-Memory 0) */
} /* end of node0 (Processor+CommAssist+Cache+Memory)*/

proctype Network(){
byte addr;
do :: ca_ton0?rd(addr) -> n_to_cl!rd(addr);
c_tonl?data; n_to_caOl!data;
ca_ton0?wr(addr) -> n_to_cl!'wr(addr);
ca_tonli?rd(addr) -> n_to_cO!rd(addr);
c_ton0O7data; n_to_cal!data;
ca_tonl?wr(addr) -> n_to_cO!'wr(addr);
od

}

cluster nodel{ /* snip */ }
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init{ atomic{
/* cluster node0 */
/* pca0 */
run ProcessO0(); run CommAssist0();
/* cm0 */
run CacheO(); run Memory0(Q);
run Network();
/* cluster nodel x*/
/* cluster pcal */
run Process1(); run CommAssist1();
/* cml */
run Cachel(); run Memoryl(Q);

H}
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