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ABSTRACT The increasing dynamism and interconnectivity of Cyber-Physical Systems of Systems
(CPSoS) emphasize the need for advanced performance modeling approaches. Performance models serve
the purpose of exploring and evaluating design solutions, providing insights into system behavior during
the early design phases, and managing performance risks during development. Despite the advancements in
hybrid modeling within the field of performance modeling, the challenge of constructing models effectively
and efficiently while ensuring their trustworthiness has not received much attention. This paper proposes
a method, that is, step-by-step guidelines on using formalisms, techniques, and tools, to construct trust-
worthy hybrid models for analyzing and predicting stochastic timing performance of CPSoS. The method
integrates design patterns for improved model design and development, alongside Bayesian calibration and
statistical validation techniques to further enhance trustworthiness of the models. Although many individual
techniques, formalisms and tools are available, our contribution lies in proposing a systematic method for
achieving trustworthiness within the context of hybrid performance modeling and simulation. We concretize
the method for cloud-based cyber-physical systems. Through two case studies, we show the efficacy of the
proposed method for accurately predicting end-to-end latency of offloading imaging tasks to the cloud. The
first case study showcases the application of design patterns in a practical scenario involving a cloud-based
healthcare system—a collaboration with an industry partner in healthcare systems. The second case study has
been implemented as a prototype to show the use of calibration and validation techniques with operational
data in a laboratory context using an image-reconstruction application.

INDEX TERMS Bayesian calibration, cloud-based cyber-physical systems, design patterns, hybrid model-
ing, model validation, trustworthy performance models.

I. INTRODUCTION

A. MOTIVATION

Performance models can provide valuable insights into the
dynamic nature of Cyber-Physical Systems of Systems (CP-
SoS). A System of Systems (SoS) refers to a network of
independent and autonomous systems working together to
provide relevant services. Cyber-Physical Systems (CPS) in-
teract directly with their physical environment through sen-
sors and actuators. Their integration into a Cyber-Physical

System of Systems (CPSoS) introduces novel services sur-
passing individual CPS capabilities, but introduces dynamism
and complexity for performance analysis [1]. CPSoS can
be found in various domains, like transportation, healthcare,
manufacturing, defense, and smart cities. A system such as
an X-ray medical scanner, as shown in Fig. 1, provides a
concrete example of a cyber-physical system. The current
generation of such systems integrates data acquisition at the
device tier. But plans are in place to deploy image processing
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capabilities in the cloud, turning such systems into cloud-
based CPSoS. Companies are incorporating cloud resources
into their systems to save costs and increase flexibility.
Varying network latency and data processing time, workload
variation, and dynamic resource allocation contribute to the
dynamism and variability of such cloud-based systems. These
aspects significantly impact system performance metrics, in-
cluding fluctuations and variability in response time, end-
to-end latency, throughput, and resource utilization. Another
intricacy of such systems is the interdependent nature of
parallel tasks utilizing shared cloud resources. As multiple
tasks run concurrently, their latency is inherently impacted
by resource contention and allocation within the cloud envi-
ronment. Therefore, conducting a comprehensive analysis of
system performance before initiating development becomes
imperative. Performance models provide insight into how an
entire system responds to different inputs and stimuli. This,
in turn, enables practitioners to predict performance, identify
potential bottlenecks, optimize efficiency, and manage per-
formance risks.

The state of the art in modeling and simulation has ad-
vanced significantly in recent years, with hybrid models
emerging as a forefront approach [2], [3]. Hybrid models
combine the strengths of different modeling techniques like
agent-based, discrete-event, and system-dynamics models,
allowing for a more comprehensive and accurate representa-
tion of systems compared to monolithic models [4]. Progress
in hybrid modeling has particularly focused on formalisms,
techniques, and tools. These three aspects provide key ele-
ments of what constitutes a modeling methodology to [5], [6].
‘‘Formalisms’’ are means to embody models of a system, and
their desired properties and to associate them with precise
semantics. When we use formalisms to construct models,
we call them modeling languages. If a formalism is specif-
ically designed to describe what a system should do, we
call it a (property) specification language. ‘‘Techniques’’ are
mathematically founded ways to transform or analyse mod-
els (e.g., for model refinement, simulation, verification, and
performance evaluation ofmodels). ‘‘Tools’’ are user-friendly
computer support to enable effective and efficient application
of formalisms and techniques. A key research gap in the
domain of hybrid models centers around the fourth key el-
ement of such a methodology, namely a method. ‘‘Methods’’
are step-by-step processes for the effective and efficient con-
struction of trustworthy models. Methods assist the designer
with developing feasible designs by providing a number of
design steps that have to be completed in a certain order.
Each design step is supported by guidelines, which capture
experience with applying certain formalisms and techniques.
Determining which formalisms and techniques are suitable
for a design process, therefore, forms an essential starting
point for developing a design method [5], [6]. To address this
gap, we propose a systematic method that combines design
patterns, calibration and validation techniques to construct
trustworthy performance models efficiently and effectively.
Design patterns offer well-established, structured solutions

FIGURE 1. A medical scanner [7]. The image processing for such a
scanner may be deferred to the cloud.

to common modeling challenges, providing re-usability, con-
sistency, clarity, and flexibility. This significantly improves
modeling efficiency by saving time and reducing the effort
required for design and implementation. Furthermore, the in-
clusion of calibration and validation techniques enhances the
trustworthiness of the model ensuring that both the modeling
process and the resulting models are effective in producing
reliable and accurate results.

B. CONTRIBUTION
Our contribution is a proposed step-by-step method to use
formalisms, techniques and tools to construct trustworthy
hybrid performance models for CPSoS. This method com-
bines existing academic work with our practical experience
in building performance models through various applied-
research projects with high-tech industry.
Our method comprises the following key steps supported

by highlighted techniques:
1) Semi-formal problem description.
2) Model-architecture creation.
3) Selection of modeling style (per model component).

Techniques:
• Hybrid modeling (Agent-based, Discrete-event,

System dynamics, Stochastic).
• Design patterns (Y-chart, Model observability,

Progress abstraction, Load abstraction).
4) Model refinement.
5) Model verification.

Techniques:
• Discrete-event simulation
• Model checking

6) Model calibration.
Techniques:

• Approximate Bayesian computation
• Discrete-event simulation

7) Model validation.
Techniques:

• Statistical tests
• Discrete-event simulation
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A detailed explanation of the steps, along with the corre-
sponding techniques used, can be found in Sec. III. The
method is not strictly linear. There is flexibility between
steps, allowing certain steps (e.g., 3 and 4) to be performed
concurrently as needed. If the desired result is not achieved
in Steps 5 and 7, modelers have the option to return to earlier
steps for design and model modification.

As far as we know, literature on the methodical details of
building trustworthy hybrid performance models does not ex-
ist [4]. Model trustworthiness heavily depends on the model’s
purpose and context, which may be hard to generalize. That
said, we believe that in a restricted application area and
problem scope, certain guidelines can be defined for con-
structing a trustworthy model using the building blocks and
techniques identified in the state of the art. The objective
of this study’s use-case models is to predict the stochastic
timing performance of a cloud-based CPSoS in the form of
themedian of the end-to-end latency distribution.We use end-
to-end latency analysis for cloud-based CPSoS as a case study
to concretize our method.

C. RELATED WORK
In this section, we review previous research in three distinct
areas: hybrid modeling and validation, design patterns, and
model calibration.

Hybrid modeling and simulation involve the integration
of various modeling formalisms and techniques, including
agent-based, discrete-event, and system-dynamics modeling
and analysis. These formalisms and techniques are often em-
ployed to model different aspects of a system across different
levels of abstraction. Brailsford et al. [3] and Mustafee et
al. [4] conducted comprehensive reviews on the definition,
purpose, research gaps, and future opportunities in the field of
hybrid modeling and simulation. However, as noted by Eldabi
et al. [8], many hybrid modeling attempts can be character-
ized as ad hoc and pragmatic without a clear and standardized
method. Furthermore, Brailsford et al. [3] reveal that the val-
idation process is not commonly reported for hybrid models.
In an analysis conducted by Kar et al. [9], it becomes evident
that a significant proportion of the papers falls short in terms
of model validation. Whereas some publications do make
efforts to validate their models, employing statistical tests,
face validity [3], or a combination of both, there is a notice-
able limitation in these studies due to the lack of comprehen-
sive explanations regarding their chosen validation processes.
Overall, as noted by [10], there is no universal algorithm that
can be used to determine which validation technique should
be used to validate simulation models. The choice depends
on the aim of the models, specifically, the type of analysis
that is intended. Another factor is that validation is situation-
dependent, meaning that the choice of technique depends on
the specific context in which the simulation model is being
used. Our proposed method addresses these methodological
gaps.

The concept of design patterns was expressed early in
the work of Alexander on the engineering of buildings and

planning of towns [11], and is extensively applied in, for
instance, object-oriented design and programming [12] and
agent-based simulation [13]. Few studies, however, focus on
patterns for performance analysis of complex systems by
discrete-event simulation (DES). The ones that we are aware
of are the following. The work in [14], [15] shows how exist-
ing design patterns from [12] can be applied to solve common
problems in DES. Also, in [16], [17], [18], existing object-
oriented design patterns are applied to build models in the
discrete-event specification (DEVS) formalism [19]. The Y-
chart pattern for decomposition of a system in an application
that is mapped to a platform is introduced in [20], [21] in
the context of hardware/software co-design and quantitative
analysis of embedded systems, respectively. In [22], a de-
tailed design pattern, a refinement of the Y-chart, is presented
for modeling interaction on shared resources of software-
intensive embedded systems. In [23], two design patterns are
presented for track-based flow-management systems. Finally,
some design patterns for the SimEvents tool are presented
in [24]. Our method incorporates several of the mentioned
design patterns, including the Y-chart pattern.
Model calibration is the process of fine-tuning model pa-

rameters to ensure that predictions of the model align with
observed data. Pimentel et al., in [25], proposed a framework
that allows for the calibration of abstract performance models
using concrete measurements. Additionally, Parappurath et
al. [26] provided formal definitions of the errors involved in
the calibration and prediction process, along with their quan-
titative relationships. However, their focus does not extend to
stochastic performancemodels.When dealing with stochastic
models, calibrationmay entail comparing the statistical distri-
bution of the system’s response to (samples of) the simulation
model’s stochastic output distribution using statistical tests
or statistical disparity measures [27]. This paper includes
the calibration of stochastic hybrid models, with a particular
emphasis on predicting timing performance. To address the
challenge of estimating the values of model parameters in
stochastic models, we employ a Bayesian approach in which
parameters are represented by probability distributions. The
complexity arises from the fact that the likelihood evaluation
of hybrid models is analytically intractable. Several methods,
including Approximate Bayesian Computation (ABC), as ini-
tially introduced by Beaumont et al. [28], and likelihood-free
Markov chain Monte Carlo (MCMC) techniques [29], can
provide viable solutions. Approximate Bayesian Computa-
tion (ABC), in particular, has gained prominence as a pop-
ular and effective approach for approximating the model pa-
rameters’ distributions, especially when dealing with models
exhibiting intractable likelihoods. Substantial developments
and discussions on the ABC algorithm and techniques are
available in the handbook of Sisson et al. [30].We adopt ABC
in our method.

D. OUTLINE
In Sec. II, we present two use-cases, one industrial case from
the medical domain to motivate the proposed method and an
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accessible laboratory setup to demonstrate the effectiveness
of the method using operational data. Sec. III recalls criteria
for model trustworthiness, introduces the overall method, and
proposes concrete supporting techniques and tools suitable
in the context of performance modeling of CPSoS. Three
(classes of) techniques, design patterns, model calibration,
and validation, are discussed in detail in Sec. IV, V, and VI,
respectively. The scope of the method and challenges during
the different method steps are described in Sec. VII. Finally,
Sec. VIII concludes.

II. TWO EXAMPLES OF CLOUD-BASED CPSOS
A. INDUSTRIAL HEALTHCARE CASE
An X-ray scanner (see Fig. 1) uses a moving C-shaped arm
with an X-ray sensor to take images under various angles of a
patient lying on a table. Such a set of images can then be used
to reconstruct a 3D image, which is used during the medical
procedure. This software-based reconstruction is compute-
intensive, and currently is deployed on local, dedicated hard-
ware. These systems have timing constraints on the end-to-
end latency for the image processing: for instance, the time
between the end of image acquisition and the output of the 3D
reconstruction should exceed a certain bound at most 0.1%
of the time. This reconstruction function is mission critical:
its failure (including untimeliness) does not directly harm the
patient, but severely hampers the procedure.

Deploying software-based 3D reconstruction to the cloud
has several advantages such as opportunities for new business
models and easier management of software versions. An
important challenge to be overcome, however, is the fact that
the cloud is a separate system not under the control of the
manufacturer of the X-ray system or the hospital operating
the X-ray system. The timing of cloud workloads is inher-
ently difficult to predict and the cloud may not always be
available (due to connectivity problems or SLA restrictions).
Therefore, it is important to have a good understanding of the
performance aspects of migrating mission-critical services
from the scanner to the cloud. Our study focuses on end-to-
end latency of tasks offloaded to the cloud.

Fig. 2 illustrates the components of the platform layer of
a cloud-based X-ray system. In this layer, the 3D reconstruc-
tion functionality is deployed on cloud computing resources.
‘Cloud cast’ is a component that is responsible for collecting
images from scanners and transmitting them to the cloud,
where the 3D reconstruction process takes place. Once the
reconstruction is complete, the results are sent back from the
cloud to be displayed through the reporting user interface.

B. LABORATORY CASE
In our research lab, we employ a system similar to the industry
case from the healthcare domain, serving as a prototype for
the acquisition of empirical data to facilitate experimenting
with calibration and validation techniques. Our setup uses the
open-source software package ‘opensfm’ [31], deployed as a
container on our local cloud infrastructure, for the purpose
of generating a 3D image from a set of 2D images. We

FIGURE 2. High-level system components in the industrial healthcare
system

use ‘Locust’, a load testing tool [32], to simulate concur-
rent users generating reconstruction tasks. These simulated
users transmit 2D images as input via the network to the
‘opensfm’ application, which subsequently processes the data
and returns 3D images. We employ ‘Zipkin’ [33] for timing-
performance data collection and ‘Prometheus’ [34] for usage
data collection of resources (CPU and memory). See Fig. 3
for an overview of the setup.

FIGURE 3. High-level system components in the laboratory setup

III. METHOD
This section first presents criteria for a trustworthymodel.We
then proceed with the proposed method to build such a model,
providing formalisms, techniques and tools that support the
method and that are applicable for performance analysis of
CPSoS.

A. WHAT IS A TRUSTWORTHY MODEL?
We use the qualities that have been described in [35], [36]:
A. There is a clear object of modeling.
B. The model has a clear purpose.
C. The model is traceable.
D. The model is as truthful as needed.
E. The model is as simple as possible.
F. The model is extensible and reusable.
G. The model is inter-operable.
Given these criteria, we propose the following method.

B. A METHOD FOR BUILDING TRUSTWORTHY
PERFORMANCE MODELS
The proposed method consists of seven steps, following the
outline given in the introduction to this paper. For each step,
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FIGURE 4. A high-level sequence diagram illustrating the message exchanges between components in the industrial healthcare case, created with
PlantUML [37]

we not only explain the techniques, tools, and formalism, as
applicable, but also offer detailed examples of their applica-
tion to specific use-cases. Steps 1 through 5 are explained in
detail in this section. Steps 6 and 7 are detailed in Sec. V
and Sec. VI, respectively. These explanations should provide
a clear understanding of how themethod is practically applied
within real-world scenarios.

Step 1: Semi-formal problem description
Description:
The first step in addressing a performance challenge is typ-
ically to create a semi-formal problem description in col-
laboration with domain experts. This description focuses on
the performance-related issue at hand, offering a specific
perspective on the system. This clarifies the object (A) and
the purpose (B) of the model. Furthermore, this is the bridge
between existing knowledge (in documents, other models,
people’s heads) and the formal performance model to be
developed. As such, it is the starting point for traceability
(C), the formal model and its output should be traceable to
this semi-formal description, and from there to the existing
knowledge. The A3AO (A3 Architecture Overview) [38] can
be used, e.g., to create an architectural overview of the system
performance aspect. It results in a concise overview (it fits on
an A3-size sheet of paper) and has proven to be a good means
to communicate with the different stakeholders. Languages

such as UML [39] and SysML [40] can be employed during
this stage to capture various system aspects such as structure
and dynamics. [41] and [42] list the popular UML and SysML
tools, respectively.

Example:
In this paper, the object of modeling is a cloud-based CPSoS.
This includes the cloud infrastructure, and the applications
that are running on it. It also includes the (many) clients
of the system. We distinguish two high-level purposes for
models that predict system performance. First, these mod-
els are used for risk reduction during system development,
i.e., offline use. Second, these models are used online for
performance management. Refinement of the purpose comes
through specification of what exactly is to be predicted by the
model. Fig. 4 shows a sequence diagram of the healthcare use-
case that encapsulates a holistic flow of interactions among
core components, encompassing the decision-making process
required at the edge tier for executing the 3D reconstruction
task on the cloud. Our industrial partner is primarily interested
in the end-to-end latency of 3D reconstruction requests being
offloaded to the cloud. The focus of the model being created
therefore is on the highlighted segment of the system depicted
in Fig. 4. This segment begins with the capturing of images
by the scanner, involves their transmission to the cloud, and
includes the reception of the resultant output. The model’s
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objective is to predict the end-to-end latency of executing the
3D reconstruction task on the cloud. For the industry use-case,
we do not have operational data. So we cannot meaningfully
concretize the purpose and required accuracy further at this
stage. In the context of the laboratory case, where a similar
high-level system architecture is employed, we choose the
same modeling purpose, namely to predict the end-to-end la-
tency of executing the 3D reconstruction. We require that the
model’s prediction accuracy is such that the median latency
of at least 90% of the 3D reconstruction tasks align closely
with the observed data. Additionally, the target is to achieve
an accuracy of less than 1.0 second Mean Absolute Error
(MAE) for the predicted median in task latency predictions.
The median latency value in a system represents the typical
time taken for data to travel from one end of the system to
the other, indicating the central tendency of delay experienced
within the system. Deviations from this median can highlight
potential anomalies or issues, aiding in the identification of
problems such as network congestion or hardware/software
faults that may affect system stability. Understanding this
metric facilitates the optimization of system components,
software algorithms, and informed decision-making for re-
source allocation, system design improvements, and the se-
lection of appropriate cloud services based on specific latency
requirements. Typical aspects that need to be included for
system timing performance are control and data flow, data
sizes, computational loads, hardware speeds, buffer sizes,
load scenarios, etcetera.

Step 2: Model-architecture creation
Description:
The model components and their relationships are defined
using the knowledge gained in Step 1. These components
can be abstracted at different levels. In addition, model input
parameters and model output need to be concisely specified.
It’s important to note that each model can have two categories
of input parameters, variable input parameters (having known
values) and calibration input parameters (having unknown
values) [27]. The latter are used to calibrate the model against
empirical data. The choices made in this step impact the
simplicity (E), and the extensibility and reusability (F) of the
model.

Example:
We have classified the model components into application
and platform components, as depicted in Fig. 5 and 6, re-
spectively. Within the application, we have identified the user
component that models the creation of 3D reconstruction
tasks. On the healthcare case’s platform side (Fig. 5), the
network component captures communication between the
application and the cloud resources component. The cloud
resources component models computational tasks. Model in-
puts are the reconstruction task arrival distribution, queue
length, 3D reconstruction execution time, and the capacity
of resources (CPU and memory). These are variable input
parameters. Parameter ‘Latencyfactor’ is a calibration in-

FIGURE 5. Model architecture and modeling style selection for the
healthcare case.

FIGURE 6. Model architecture and modeling style selection for the
laboratory case.

put parameter used for calculating delays. These choices
for the model components and parameters are motivated by
the specific requirements of the healthcare use-case. In the
laboratory case, as depicted in Fig. 6, where the network
delay in comparison to the 3D reconstruction processing
time is negligible, we simplified the platform component by
abstracting from details of the network and combining cloud
resources and network into a single component, named the
cloud resources. This component captures both communica-
tion and computation, including resource contention because
of concurrent tasks. We incorporate a nominal processing
time component to emulate variations in nominal 3D recon-
struction execution time per task. This provides additional
calibration parameters compared to the healthcare case.

Step 3: Selection of modeling style (per model component)
Description:
Hybrid modeling encompasses various abstraction levels and
different facets of systems at the same level, enhancing the
model’s effectiveness and accuracy in fulfilling its purpose.
The concept of hybrid modeling has evolved considerably
from its initial focus on combining discrete and continuous
methods. Its modern definition encompasses the utilization
of two or more techniques from different modeling and simu-
lation categories to create something novel. This novel entity
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amalgamates the defining attributes of these techniques, en-
hancing the utility of the underlying modeling and simulation
effort [4], [43].

In the following, we explain four of these techniques and
their applications. Agent-based modeling is a technique used
for modeling systems that consist of autonomous agents in-
teracting with each other. These agents exhibit behaviors gov-
erned by simple rules and engage in interactions with other
agents, influencing their behaviors in return [44]. Agent-
based modeling is especially suitable for modeling infrastruc-
tures, because it is capable of representing the technical com-
ponents as they are organized in a network, as well as the so-
cial components that can also be organized in a network. The
interplay between the social and technical components leads
to dynamic behavior and a dynamic system structure. Agent-
based modeling finds applications in various domains and
disciplines such as smart manufacturing [45], autonomous
driving [46], surveillance [47], and critical infrastructure [48].
In surveillance, for instance, drones, targets and environments
can be identified as agents, while the way drones navigate
these environments and monitor them using sensors and in-
formation sharing can be identified as behaviors. Similarly,
in smart manufacturing, products, machines, and workers can
be considered agents, with inspection, scheduled operation on
products, and manual tasks identified as behaviors.

In discrete-event modeling, the operation of a system is
represented as a chronological sequence of events. Events
change the state of the system, which often has a fixed
structure, and its entities. These state changes trigger new
events. Discrete-event modeling is mainly used to analyze
the operation of systems, such as the flow of products in a
manufacturing setup, the handling of data in an IT system, the
handling of containers at ports, or the operation of trains in a
railway network [49]. Key to discrete-event modeling is the
representation of entities and their processing flow through
the system, where they stay in queues, are delayed, processed,
claim and release resources, split, combine, etc.

System dynamics refers to a collection of mathematical
modeling techniques to capture the non-linear evolution of
system behavior over time. It borrows concepts such as flows,
feedback loops and multi-loop structures from control theory.
System dynamics modeling has applications across various
domains. It is used to model the dynamics of stock levels
and order rates in supply chain management [50] , analyze
the impact of changes in production processes in manufactur-
ing [51], understand the dynamics of traffic flow in [52], and
predict and mitigate flood risks by analyzing water levels and
flow rates in critical infrastructure [53].

Stochastic processes are means to quantify the dynamic
relationships between sequences of random events. The mod-
eling essentially needs to capture the random variables and
uncertainty parameters playing a role in the system at hand.
It brings the probability factor in the calculation, which deter-
mines every possible outcome. In a stochastic model, a range
of potential outcomes is predicted, each weighted by its prob-
ability of occurrence. However, the phenomena themselves

are not inherently stochastic or deterministic; the choice to
model them as such depends on the observer’s intentions and
objectives [54]. Analyzing the stochastic behavior of data
traffic to optimize network performance and reliability in
telecommunications [55], and understanding the impact of
random climatic variations on ecosystems in environmental
engineering [56], are some examples of the applications of
this modeling technique.
The choice and combination among agent-based, discrete-

event, system-dynamics, stochastic, and other modeling tech-
niques can be determined by considering factors like the
level of decision-making, available data, and the model ar-
chitecture defined in Step 2. Design patterns, such as the Y-
chart, model observability, progress abstraction, and load ab-
straction, enable implementation of architecture components
with a hybrid modeling style. Design patterns are typical
solutions to common problems [12]. They are discussed in
detail in Sec. IV. These patterns can already be factored in
during the semi-formal description of the system and may
support the choice of modeling styles in this step. During the
model refining step, they are used to create the formal system
model. Step 3 impacts the truthfulness (D), extensibility and
reusability (F) and interoperability (G) of the model.

Example:
Fig. 5 illustrates hybridization for the healthcare use-case by
integrating an agent-based system-level model with system-
dynamics and stochastic sub-models. Stochastic models are
the preferred choice for capturing the variable 3D recon-
struction request rates in the application agent. We employ
system-dynamics models to capture the behavior of both the
network latency and the execution time of the cloud-based
computation. The models use the progress-abstraction design
pattern discussed later. The models provide a high-level, ab-
stract representation of the network and cloud platform that
is particularly useful for large-scale design-space exploration
during early design phases. Since the laboratory use-case is
intended to experiment with and illustrate calibration and
validation techniques, we assume that each 3D reconstruction
task has a variable nominal execution time when processed in
the cloud. That is, we decide to include a stochastic sub-model
within the platform agent, see Fig. 6. A system-dynamics sub-
model following the progress-abstraction design pattern (see
Sec. IV) ensures a proper load-based scaling of the nominal
execution time.

Step 4: Model refinement
Description:
In this step, we formalize the behavior of the model com-
ponents established in Step 2 following the modeling style
chosen in Step 3. Unclarities in the informal description are
resolved in this step. Moreover, abstractions are typically
applied to balance detail, effort and truthfulness. This step
impacts truthfulness (D) and simplicity (E) of the model, and
also extensibility and reusability (F).
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During the model refinement step, we are tasked with
selecting suitable formalisms and tools for each sub-model.
There is a choice between using multiple formalisms and
tools or opting for a single formalism and tool that sup-
ports various modeling styles. One possible approach is co-
simulation. Co-simulation involves using multiple simulators
or tools, each specialized in modeling specific aspects of
the system, working together. This approach allows for a
comprehensive representation of the CPSoS by leveraging the
strengths of different tools or simulators. While employing
multiple formalisms and tools can enhance the flexibility of
representing diverse system components, it might complicate
the subsequent analysis due to integration challenges. Con-
versely, choosing a single comprehensive tool could stream-
line the analysis process. For instance, a tool like Any-
Logic [57], known for its versatility, supports many modeling
styles within an integrated simulation framework. A potential
risk of choosing a single tool is that it might limit flexibility in
capturing specific system aspects. Ultimately, the decision on
whether to employ multiple or a single comprehensive set of
formalisms and tools depends on the trade-offs between mod-
eling complexity, analysis needs, system comprehensiveness,
and the specific requirements of the CPSoS being modeled.

Example:
Given the importance of stochastic aspects in our CPSoS use-
cases, a formalism like POOSL (The Parallel Object Oriented
Specification Language) [58] is a suitable choice for the
modeling formalism for the use-cases. The complexity, scale,
and inherent uncertainty of components in these systems
necessitate an expressive formalism capable of supporting
stochastic modeling and efficient analysis. POOSL models
specify discrete-time Markov chains, which are suitable for
capturing various stochastic effects. POOSL supports various
modeling styles, through a language for specifying concur-
rent processes communicating through synchronous message
passing, the process layer, and object-oriented data structures,
the data layer. A probabilistic structural operational semantics
based onMarkov decision processes is defined for the process
layer and a probabilistic denotational semantics for the data
layer [59]. The availability of formal performance analysis
techniques [5], grounded in its precise semantics, makes
POOSL well-suited for modeling stochastic performance as-
pects, including estimating the expected end-to-end latency of
requests in cloud-based CPSoS. Moreover, POOSL embeds a
high-performance Discrete Event Simulation (DES) engine
capable of handling industrial-sized problems, reinforcing its
suitability for complex stochastic modeling scenarios in these
systems. Fig. 5 and 6 illustrate our choice for POOSL/DES
as a comprehensive modeling and analysis tool through the
surrounding discrete-event simulation boxes.

Step 5: Model verification
Description:
We use the definition of model verification that is given in
[60], [61]: ‘‘Verification is the process of determining that a

model implementation accurately represents the developer’s
conceptual description of the model and its solution’’. A
commonly used technique to verify whether a model adheres
to the developer’s needs is simulation. Techniques such as
code review and documentation ensure consistency between
a system’s implementation and the conceptual model, pro-
viding further insight to the developer. Unit testing and in-
tegration testing are employed to verify the functionality of
individual modules and their interactions within the hybrid
model, ensuring their seamless cooperation.Moreover, model
simulation and re-producibility tests verify the consistency
and reliability of a model’s outputs under various scenarios.
Model checking [62] can be used to systematically examine
whether a model satisfies formal specifications or properties.
These verification techniques collectively contribute to as-
sessing the reliability and adherence of models to specified
requirements, including those outlined in Steps 1 to 3, aiding
in agreements and decisions related to the conceptual model.
This step can be based on combination of manual and auto-
matic inspection of the model and its output, and contributes
to traceability (C) and truthfulness (D) of the model.

Example:
As mentioned, the POOSL tool provides a simulation en-
gine that can be used for model verification. POOSL can
be complemented with the TRACE tool from the Eclipse
TRACE4CPS project [63]. TRACE can be used to visualize
simulation traces as Gantt charts (including events and con-
tinuous real-valued signals). Visualization plays a key role
in the Model Observability pattern explained in Sec. IV; it
supports traceability and the model verification step. Using
Gantt charts and leveraging TRACE features, we may assess
critical properties within the model. We can examine the
duration of 3D reconstruction tasks, monitor queue status, and
analyze the timeline of events. These analyses aim to ensure
alignment with the expected functionality of the model.

Step 6: Model calibration
Description:
Calibration is defined as the ‘‘process of adjusting numerical
or physical modeling parameters in the computational model
for the purpose of improving agreement with experimental
data.’’ [61]. This process depends on data captured from a
prototype, and contributes to truthfulness (D). The model
calibration step benefits from the use of Bayesian inference
techniques. The ‘PyMC’ probabilistic programming library
for Python [64] is a robust tool to facilitate this process. This
step is further explained in Sec. V.

Step 7: Model validation
Description:
We use the definition of model validation that is given in [60],
[61]: ‘‘Validation is the process of determining the degree to
which a model is an accurate representation of the real-world
from the perspective of the intended uses of the model. The
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goal of validation is to quantify confidence in the predictive
capability of the model by comparison with experimental
data’’. Discrete-event simulation serves as a valuable tech-
nique for predicting timing performance metrics. Statistical
testing techniques can be employed to compare operational
data obtained from a prototype and simulation model output.
The ‘scipy.stats’ Python library serves as an illustrative exam-
ple tool for conducting statistical tests. This step contributes
to truthfulness (D) of the model. It is further elaborated and
explained for our laboratory use-case in Sec. VI.

Note that Steps 6 and 7 of the method require operational
data, which is exclusively obtainable from a prototype. Steps
1-5 can already be used to create models in early phases of
development. Although these might not be fully trustworthy
models, they can still be useful in predicting general trends in
the dynamic behavior and as such provide valuable input for
the architecture and design of CPSoS.

IV. PATTERNS FOR PERFORMANCE MODELS
A design pattern is a typical solution to a common problem
and has four ingredients [12]. First, the pattern name provides
us with a common vocabulary. Second, the problem describes
the context and the problem at hand. Third, the solution
explains an abstract, template-like approach to solving the
problem. Fourth, the consequences list the results, advantages
and drawbacks of using the pattern. We use this template
to describe four patterns for hybrid performance models. In
the solution part, we provide examples from literature to
demonstrate the applicability of the pattern. Moreover, we
conclude each pattern description with examples, both from
the two use cases described in Sec. II and for other potential
uses in the CPSoS domain.

A. PATTERN NAME: Y-CHART
Problem
Aperformancemodel should capture functional aspects of the
system such as data dependencies between processing steps,
but also the timing of those processing steps. Often, resources
that determine the timing behavior are shared and can be used
concurrently. Modeling the impact of resource sharing in a
dynamic context is far from trivial.

Solution
The Y-chart pattern decomposes a system into an application,
a platform, and a mapping of the application to the platform
[21]. This separates the modeling of functional aspects (in
the application) from the modeling of the timing behavior
(in the platform). In Fig. 7, the application model describes
the structure and characteristics of the application, includ-
ing its tasks, resource requirements, and dependencies. The
platform model defines the resources (e.g., CPU, memory,
communication network), their properties, and algorithms
for managing them (e.g., scheduling and allocation). The
mapping model provides a global view of the load that tasks
impose on the resources, which is needed to perform for
instance scheduling. The mapping allows to translate task

FIGURE 7. The Y-chart pattern: The designer analyzes performance
numbers to propose improvements (light bulbs) of the platform,
application, and/or mapping.

requirements and resource status into effective task execution
performance. The Y-chart pattern for performance modeling
and design space exploration is widely used across industries
and areas [65], [66], [67]. In the embedded systems domain,
the Y-chart design approach fits well with programmable
architectures where the same resources can be reused for
different applications through reprogramming [68].

Consequences
The Y-chart pattern makes a model flexible and modular,
which makes it easier to maintain and extend over time (Req.
(F) in Sec. III-A). This pattern is a precondition for the
Progress Abstraction pattern explained below.

Examples

FIGURE 8. Y-chart pattern in the POOSL model.

Fig. 8 shows a structural representation of part of the POOSL
model of the healthcare case. There are three scanners in
a hospital that all use the same network to upload images
to the cloud. The Scanner and Transport components
are application components, and the Network is a platform
component. The Transport components aremapped to the
Network. Each Transport component has a certain load,
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e.g., 2 MB of data, and the Network component takes care
of processing this load by modeling the time that this takes.

Other potential use cases are, for instance, in smart manu-
facturing processes like assembly and quality control, where
throughput and defect rates are of interest. The production
processes (applications) are mapped to resources, including
hardware, software, and network components, such as robotic
arms, inspection cameras, IoT devices, and sensors. Sim-
ilarly, in autonomous driving, applications like object and
lane detection, path planning, and traffic rule compliance are
mapped to resources such as cameras, control software, and
networks. Y-chart-based performance analysis may then be
used to analyze and optimize, for instance, response times.

B. PATTERN NAME: MODEL OBSERVABILITY

Problem

Modeling often requires many iterations to get to a model
that behaves as intended (‘‘model hacking precedes model
checking’’ [69]). Model verification typically is done based
on a manual inspection of the model in combination with
inspection of its dynamic behavior. For both modeling and
model verification, proper visualization and tracking of the
state of domain entities over time is necessary. Traceability of
the visualization to the concepts in the informal description
is important for the domain experts who play a key role in
the verification step. Out-of-the-box visualizations that are
provided by tooling typically work on the concepts in the
model, however. These do not necessarily have a one-to-
one correspondence to concepts from the domain, e.g., the
application and platform used in the Y-chart pattern.

Solution

Observability is the ability to understand the internal state or
condition of a model by observing its external outputs. The
better observable a model, the easier it is to identify root
causes of performance issues without additional testing or
coding. The dynamic behavior of the model can be monitored
according to the three pillars of observability: (i) logs, (ii)
traces, and (iii) metrics [70]. This often requires an external
tool for the visualization aspects. The model is annotated
such that it generates required input for the visualization tool
when a simulation run is executed. Ref. [71] demonstrates the
application of observability for monitoring distributed infras-
tructure, and [72] illustrates the use of this design pattern in
software engineering.

Consequences

Proper observability leads to better traceability and easier
modeling andmodel verification. Observability provides visi-
bility for faster, automated problem identification and resolu-
tion. This pattern helps effective monitoring, troubleshooting
and debugging by annotating models. A drawback is that the
essence of themodel is mixedwith tracing information, which
may reduce the readability of the model.

FIGURE 9. A detail of a POOSL simulation trace visualized by TRACE.

Examples

As explained in Sec. III, the POOSL tool can be extended
with the TRACE tool for richer visualization (and analysis)
of a simulation trace. The TRACE integration gives an API
that can be used in the POOSL model to create customized
visualizations. Fig. 9, for instance, shows a part of a POOSL
simulation trace of the healthcare case as visualized by the
TRACE tool. The Gantt chart shows a single metric: the size
of the reconstruction queue over time in the swim lane at the
top. Furthermore, it shows claims on resources (the colored
rectangles) that represent the Scanner, Transport and
Reconstruction tasks from example Sec. IV-A. It also
shows two types of events (the colored arrows), which indi-
cate the moments in time when the imaging is done and the
reconstruction result is available, respectively. TRACE allows
us to inspect the detailed dynamics, which helpsmodeling and
model verification. Note that consistent naming over the vari-
ous steps in the method highly contributes to traceability (C).

In other areas, such as surveillance applications using
drones or driver assistance applications in the automotive
domain, models capturing application functionality, compu-
tation and communication, and available resources can be
annotated for monitoring and troubleshooting long response
times.

C. PATTERN NAME: PROGRESS ABSTRACTION

Problem

Computation and communication in CPSoS can work on
a fine level of granularity: processes that share a CPU or
bandwidth of a communication link are finely interleaved. An
example from the healthcare case is that an image stream of
hundreds of images is needed for a single 3D reconstruction.
Explicit modeling on this fine-grained level, however, often
results in a model that does not scale.
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FIGURE 10. A linear progress abstraction for three tasks running partly
simultaneously on the same resource.

Solution
This pattern assumes that the Y-chart pattern is used. The
main concept behind the progress abstraction pattern is that
a task receives a certain fraction of a resource, which deter-
mines its rate of progress. The fraction and the resulting task
speed are determined by the platform model, which captures
all resource scheduling rules, and which has access to the re-
source properties, including the resource performance. First,
fine-grained application tasks (or fine-grained repetitions of
a task) are condensed into a single, abstract application task.
Second, a (piecewise-)linear progress abstraction (Fig. 10) is
applied in the platform part of the model that abstracts the
timing of the interleaving [22], [73], e.g., halving the speed
of execution when two tasks share a processor.

Consequences
Application of this pattern results in a more scalable model.
A potential drawback is the loss of accuracy because of the
abstraction.

Examples
A single 3D reconstruction requires hundreds of images to be
uploaded to the cloud via the Transport tasks in example
Sec. IV-A. Modeling this explicitly does not scale, as the full
model has thousands of scanners. Uploading a stream of, say,
300 images of 2 MB each, can be condensed into uploading
a single blob of data of 600 MB. The Network resource
model uses the piecewise-linear progress abstraction for the
concurrent uploads. In case of three concurrent uploads, for
instance, each one gets one third of the available bandwidth.
Fig. 9 shows three overlapping Scanner tasks and also three
overlapping Transport tasks from example Sec. IV-A.
The timing of the Transport tasks is determined by the
Network model.

In the automotive domain, a charging station for multi-
ple electric vehicles may be effectively modeled using the
progress abstraction pattern. Each vehicle receives a certain
fraction of the total available power from the charging station,
determining the rate at which each vehicle charges. Such a
model may, for instance, be used for analyzing completion
times of charging vehicles or, with a proper load model (as

discussed next), for utilization ratios and waiting times of
vehicles.

D. PATTERN NAME: LOAD ABSTRACTION
Problem
Cloud-based CPSoS architectures are star shaped, with the
cloud in the middle, and with many clients around it. The
internal behavior of the clients can be complicated and this
may cause scalability issues for the analysis of the model.

Solution
Load abstraction refers to the simplified modeling of requests
(including groups of clients or service requests) in the form
of manageable and understandable representations. This ab-
straction allows modelers to analyze and predict the behavior
of systems under various load conditions without dealingwith
every minute detail of the actual loads. The internal behavior
of a group of clients is abstracted into a set of requests to
the cloud, rather than including every detail of the clients’
behavior. For example, the behavior of a subset of hospitals
in our healthcare case can be abstracted into a sequence of
timestamped 3D reconstruction requests to the cloud. Other
types of abstractions, e.g., fitting a distribution of requests to
the cloud based on sampling the behaviors of a hospital, are
also possible. By using a load abstraction, we do not need
to observe every single action; instead, we can use statistical
techniques to approximate their collective behavior. Load
abstraction finds its application for instance in order picking
within manufacturing, where numerous individual requests
and interactions generated by the picking process can be
abstracted and simplified using the load abstraction pattern
[74].

Consequences
For the creation of the abstraction we still need to analyse all
internal behavior of the clients, which may take significant
time. Once the abstraction has been created, however, it can
be reused often in the same model and variants of the model.

Examples

FIGURE 11. Abstraction of load of a subset of hospitals into a Beta
distribution.
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Fig. 11 shows part of the POOSL model for the health-
care case. The cloud component serves thousands of
hospitals. A subset of hospitals is abstracted into the
AbstractHospital component. A probability distribu-
tion specifies how the requests of the abstracted subset are
distributed over time. The Hospitals component still con-
tains detailed internal behavior of a single hospital to estimate
the end-to-end performance of 3D reconstruction requests for
that hospital.

Other examples of potential uses of the load abstraction
pattern occur, for instance, in surveillance, where the occur-
rences of incidents may be abstracted in the form of distri-
butions, or in the already mentioned example of a charging
station, where the arrivals of vehicles over time may be ab-
stracted through distributions.

V. MODEL CALIBRATION
Model calibration is a pivotal step in trustworthiness of com-
putational modeling and simulation. Its primary objective
is to minimize discrepancies between simulated outcomes
and real-world observations or measured data obtained from
prototypes. This process involves adjusting calibration model
parameters to align the model’s outputs with the actual be-
havior of the system. The calibration step directly impacts the
truthfulness (D) of the model, one of the criteria outlined in
Sec. III-A.

According to definitions in [27], [75], model input pa-
rameters generally fall into two categories: variable input
parameters and calibration input parameters. Variable input
parameters are assumed to have known values and can be
varied during the calibration process. They describe different
configurations or designs used by the simulation model to
predict system performance. Calibration input parameters, on
the other hand, have unknown values but remain constant
across the various configurations or designs for which the
model is calibrated. These parameters often represent physi-
cal aspects of the system beingmodeled, such as growth rates,
probabilities, constants, coefficients, or thresholds. Some-
times, they serve as abstract representations of underlying
processes within the system rather than having direct physical
interpretations. Additionally, there might be tuning calibra-
tion parameters unique to the simulation model that regulate
the model’s behavior. The output of the simulation model de-
pends on both variable and calibration input parameters. For
example, the hydrological and water quality models of [76],
have diffusion and pollutant degradation coefficients as cal-
ibration parameters. In the intelligent driver model of [77],
two important calibration parameters are the minimum gap
distance from the leading vehicle and the minimum time in-
terval between the following vehicle and the leading vehicle.
In [78], hyper-parameters such as the shape and magnitude of
model inadequacies were used as calibration parameters.

The values attributed to calibration parameters can be un-
known, or lack a clearly defined optimal value that minimizes
differences between the model’s output and the observed
data. Combining prior knowledge of these parameters with

available real data from a prototype can help to estimate their
optimal values. This process involves using prior knowledge,
which may come from expert judgment, historical data, or
theoretical considerations, to inform initial estimates of the
parameters. By integrating this prior information with em-
pirical data collected from a prototype or real-world system,
we can refine these estimates. The Bayesian approach, for in-
stance, uses prior distributions to represent our initial beliefs
about the parameters. As new data is collected, the Bayesian
framework updates these beliefs to produce posterior distribu-
tions. These posterior distributions reflect our updated under-
standing of the parameter values, balancing prior knowledge
with the evidence provided by the real data. This technique
provides a systematic way to incorporate both theoretical
insights and empirical observations, leading to more accurate
and reliable parameter estimates [75]. Bayesian inference
involves using a search algorithm that continuously, for each
set of calibration parameter values, generates simulation data
from themodel. These outputs are then compared tomeasured
data acquired from a prototype. The objective is to collect a
set of calibration parameters values that produces simulation
outputs that maximally agree with the measured data from a
prototype. Additionally, it seeks to quantify the uncertainty
associated with these parameter values through credible in-
tervals or probability distributions. In this context, the cali-
bration parameters are considered as random variables with
prior probability distributions, representing initial knowledge
or beliefs regarding their values. These prior distributions
are then combined with observed data from the real system
or prototype using Bayes’ theorem. This integration yields
posterior distributions, providing an updated and more in-
formed probability distribution of these uncertain calibration
parameters after considering the observed data. By obtaining
the posterior distribution for a calibration parameter, we not
only get a point estimate of the parameter we are interested
in, but also a measure of uncertainty of that estimate, which
helps in making informed decisions and understanding the
reliability of our estimates.
The estimation of a vectorΘ of calibration parameters (the

collective representation of multiple calibration parameters in
a vector) for simulation model M , achieved by comparing
simulation output with measured prototype data O, can be
expressed in the following equation [79]:

p (Θ|O,M) ∝ p (O|M (Θ)) · p (Θ|M) (1)

where,
• p (Θ|M) is the prior distribution of vector calibration

parameter Θ.
• p (O|M (Θ)) is the likelihood function providing the

probability of observing data O given the vector calibra-
tion parameter Θ in the model.

• p (Θ|O,M) is the posterior distribution of the vector cal-
ibration parameter Θ given observed data O and model
M .

We have broken down the calibration process following (1)
into four steps as follows:
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1) Specifying prior distributions of calibration model pa-
rameters.

2) Determining likelihood function p (O|M (Θ)).
3) Approximating posterior distributions Θ.
4) Estimating values for calibration parameters.

Specifying prior probability distributions involves defining
our initial beliefs or uncertainties about parameter values be-
fore observing data. These distributions represent the range of
plausible values and uncertainty. They are based on expert or
modeler knowledge, historical data, constraints or theoretical
considerations. For instance, a uniform prior distribution as-
signs equal probability to all values within a specified range,
implying that each value within that range is equally likely be-
fore considering any data. This least informative distribution
is often usedwhen there is no strong prior knowledge favoring
specific parameter values, treating all values within the range
as equally plausible. Uniform priors are particularly useful
when there’s a lack of information or when it is desirable to
avoid biasing the analysis toward any particular value.

The likelihood function quantifies the probability of ob-
serving the given data under specific model parameters, ef-
fectively measuring how well the model explains the data.
Determining the likelihood function is important step because
it combines with the prior distribution to form the posterior
distribution, updating our beliefs about the parameters in
light of new evidence. When dealing with hybrid models,
determining and evaluating the likelihood function can be
computationally intractable or analytically prohibitive [80].
However, this does not have to be the case if we can generate
synthetic data instead. The Approximate Bayesian Computa-
tion (ABC) technique becomes valuable in situations where
we lack a precise likelihood expression [28], [29], [30]. The
term ‘approximate’ in ABC refers to the lack of an explicit
likelihood, but not to the use of numerical methods to ap-
proximate the posterior, such as Markov chain Monte Carlo
or Variational Inference. Another commonly used term for
the ABC technique is ‘likelihood-free’ technique. From the
perspective of the ABC technique, the generator of synthetic
data, or in our case the simulation model, is a black-box.
We feed parameter values at one side and get simulated data
from the other [81]. The basic notion of ABC technique
is to replace the likelihood evaluation by a function δ that
computes a distance metric or, more generally, some form of
discrepancy between the observed data O and the synthetic
data generated by a parameterized model simulation M [81]:

p (Θ|O,M)
∝∼ δ (O,M (Θ) |ϵ) · p (Θ|M) (2)

ϵ is a tolerance parameter because the chance of generating
synthetic data being equal to the observed data is virtually null
for most problems. Selecting the appropriate ϵ often involves
a balance between the desired precision of the estimation and
the computational resources available. It is common to start
with a relatively large ϵ and progressively reduce it while
monitoring the convergence and stability of the results before
settling on a final value.

ABC employs various distance metrics, such as Eu-
clidean distance, Manhattan distance, Mahalanobis distance,
Minkowski distance, and others. The selection of a distance
metric is contingent upon the specific application, align-
ing with the modeling objectives and the distinctive traits
of the data being compared—such as dimensionality and
sparsity [82], [83]. The decision regarding a distance metric
revolves around choosing measures adept at addressing the
challenges posed by high dimensionality, data sparsity, com-
putational complexity, and the interrelationships among cali-
bration parameters more effectively than alternative distance
metrics.
In the third step of the Bayesian technique, where we aim

to approximate posterior distributions ofΘ, several inference
techniques are available. Obtaining posterior distribution an-
alytically is often challenging or infeasible, especially for
hybrid models or high-dimensional parameter spaces. This is
where sampling techniques come into play. These techniques
range from grid-based approaches to sophisticated techniques
likeMetropolis-Hastings [84], HamiltonianMonte Carlo, and
Variational Inference. Sequential Monte Carlo (SMC) also
known as particle filters [85], is a versatile and commonly em-
ployed choice for dynamic models within the context of the
ABC technique [86], [87]. The SMC technique stands out for
its adaptability to dynamic systems and efficient handling of
complex, high-dimensional posterior distributions that might
be multi-modal, irregularly shaped, or have discontinuities.
Therefore, we also opt for the use of this technique to ap-
proximate posterior distributions in our use-case.
Once the posterior distribution of parameters has been

approximated, concrete values for the parameters need to be
selected for the simulation model in the fourth step of the
calibration technique. Maximum A Posteriori (MAP) values
represent the most probable values of the parameters given
the observed data and the prior distributions. MAP is the pa-
rameter value for which the posterior distribution is maximal
(arg maxθ). These values are suitable for use as the calibrated
values in the simulation model because they provide a point
estimate of the parameters that are most likely to produce the
observed data.

Example:
Identifying calibration parameters falls within the responsi-
bility of the modeler. In the laboratory use-case, which serves
as a prototype for the healthcare case study, we have identified
four calibration parameters characterized by uncertain values
in the vector model parameter Θ = [θ0, θ1, θ2, θ3] (see Table
1). The first parameter is the ‘Latencyfactor’, which we use
in the calculation of the delays. The other three parameters
collectively use to define the distribution of the nominal 3D
reconstruction execution time. Our only prior knowledge is on
the boundaries of the distribution. So we start with uniform
distributions, as shown in Table 1. The data involved in the
comparison of simulation output and observed data is high-
dimensional due to the fact that every simulation produces
over 70 distinct end-to-end latency values, each correspond-
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TABLE 1. Four calibration parameters, priors and most probable value of
posteriors

Parameter Name Prior MAP
θ0 Latencyfactor U(4, 5) 4.479
θ1 Min U(91, 95) 94.086 (s)
θ2 DeltaMode U(1, 3) 1.207 (s)
θ3 DeltaMax U(1, 3) 1.298 (s)

ing to a unique 3D reconstruction task. Recognizing this
characteristic of the data, as highlighted in research [83], we
made the decision to employ the Manhattan distance metric.
This metric, given in (3), effectively gauges the disparity
between simulation output and observed prototype data in the
second step of the calibration process.

δ (O,M (Θ)) =
∑
i

|Oi −M (Θ)i | (3)

where i uniquely identifies each 3D reconstruction task.
M (Θ)i represents the end-to-end latency values collected
during simulation runs, providing a basis for comparison with
observed prototype data Oi. Initially setting ϵ to 1, we itera-
tively reduced it to 0.1 during the ABC process, adjusting the
acceptance threshold for simulated data to better match the
observed non-normally distributed end-to-end latency pat-
terns. Upon approximating the posterior distribution of cal-
ibration parameters, Fig. 13 showcases both the 2D joint pos-
terior distributions and the 1D marginalized posterior distri-
bution of these parameters. This visualization is particularly
valuable for models with multiple calibration parameters,
allowing exploration of correlations and joint distributions
between these variables. In Bayesian statistics, HDI stands
for the Highest Density Interval, which is a credible interval
that contains a specified portion of the posterior probability
distribution and has the property of having the highest density
of probability within that interval. Fig. 13 represents the
interval that contains 95% of the posterior probability density.
This interval is chosen to encompass the highest density
region of the posterior distribution based on the observed
data and the prior information. From these distributions, we
derive estimates for calibration parameters that exhibit the
highest probability and offer the closest match to the observed
data. The MAP (most probable) values for the calibration
parameters are detailed in Table 1. These values are derived
from joint posterior distributions that are considered most
probable given the observed data. We use these values in the
simulation model to generate data for the subsequent step of
model validation.

VI. MODEL VALIDATION
Calibration minimizes the disparity between the output of the
simulationmodel and the observed data from the prototype by
fine-tuning calibration parameters. It is important to evaluate
how accurately the model, with these adjusted and calibrated
parameter values, predicts the system’s performance and how
reliable these predictions are. This step contributes to truth-
fulness (D) criteria outlined in Sec. III-A. Upon obtaining ad-

justed values for the model parameters through the calibration
process, they are applied to the model to generate new output.
This newly generated data, along with the measured data
from the prototype, undergoes a validation process. During
the validation process, the goal is to assess the degree of
similarity and accuracy between the predictions generated by
the calibrated model and the observed data obtained from
the real-world prototype or system. If the validation results
do not meet the desired criteria, which means that prediction
of model is not close enough to real-world data, the process
needs iteration for further refinement. This iterative procedure
is illustrated in Fig. 12.

FIGURE 12. Calibration and validation procedure.

Due to inherent variability of complex systems like CPSoS,
modeled with stochastic hybrid models, one cannot directly
compare individual values between observed and simulated
data, because one cannot expect an exact match between ob-
servations andmodel outputs. Instead, statistical tests serve as
a valuable technique for validation in these scenarios. These
tests focus on comparing not the specific values themselves
but rather the statistical properties and distributions of the
simulated data with those observed empirically. The goal
is not to achieve an exact equivalence between individual
observations but to evaluate if the statistical characteristics
of the simulated data are sufficiently similar to the empirical
data. These tests allow us to determine if the patterns, trends,
and statistical properties—such as mean, variance, median,
skewness, exhibited in the simulated data, adequately capture
those observed in real-world empirical data [3].
Statistical tests broadly fall into two categories: non-

parametric and parametric. Parametric tests assume the data
to follow an approximate normal distribution, whereas non-
parametric tests, also known as distribution-free tests, do not
make assumptions about the data distribution. The choice
of which test to employ depends on the analysis question
concerning the model’s intended application and the inherent
characteristics of the data being analyzed. The parametric t-
test is commonly used when specific assumptions like inde-

14 VOLUME 11, 2023



M. Modaber et al.: A Method for Building Trustworthy Hybrid Performance Models for Cyber-Physical Systems of Systems

FIGURE 13. This figure presents the joint posterior distribution and marginal distribution of calibration parameters, showcasing optimal values for each
parameter indicated by lighter colors and highlighting their interdependence. Specifically, the joint distribution of θ0 and θ1 illustrates the relationship
between these two parameters.

pendence, homogeneity, and normality are met in two groups
of samples. It’s particularly suitable for analyzing questions
related to the mean of simulated output distributions, as-
sessing significant differences between the model output and
observed data. In cases the data violate the assumption of
normality, non-parametric tests like the Mann-Whitney U
test (Wilcoxon rank-sum test) are often applied. This test
doesn’t assume a specific distribution within samples, relying
on independence between compared groups [88].When inter-
preting Mann-Whitney U test results concerning the medians
of two data samples, assuming a similar shape of distribution
is crucial. In the absence of assuming identical distributions
between the groups, the test focuses on comparing the ranks
of observations between the two groups, determining whether
observations in one group significantly tend to have higher
or lower ranks than the other group [89]. In the model
validation process, distinguishing corresponding data sample
groups from simulation model output and real data collected
from a prototype is essential. This allows for a comparison of
statistical properties such as mean, median, rank, and other

relevant metrics. The goal is to identify differences in these
properties that align with the model’s research question. By
focusing on identifying disparities between these statistical
properties and assessing their relevance to the research ques-
tion addressed by themodel, it helps in evaluating how closely
the model predictions agree to observed data. The accuracy of
these statistical properties can be measured by metrics such
as the Mean Absolute Error (MAE), aligning with research
question and model purpose. This evaluation is pivotal in
determining the reliability and trustworthiness of the model
and outputs.

Example:
Data collection: The output generated by the simulation rep-
resents a series of end-to-end latencies linked to 3D recon-
struction tasks, much like the data obtained through measure-
ments in the prototype. Each 3D reconstruction task is treated
as a random variable within this context. To capture the in-
herent variability within these reconstructions, the simulation
model runs multiple times, producing a collection of samples
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for each latency associated with the 3D reconstruction task.
By aggregating these samples obtained from repeated sim-
ulation runs, we can describe and establish the distribution
connected to each latency for the 3D reconstruction task. The
same approach should be applied to the prototype. It neces-
sitates repeating the experiment multiple times and gathering
samples of the end-to-end latency corresponding to each 3D
reconstruction task to derive the relevant distribution.

Data characteristics: The observations gathered from the
prototype system and simulationmodel reveal that the end-to-
end latency distribution for each 3D reconstruction task does
not follow a normal distribution, as illustrated in Fig. 14.

FIGURE 14. End-to-End latency histogram with distribution of task i=5,
20, 40, and 75 collected for n=30 experiments

Due to deviation from the normality assumption in both
the measured data from the prototype and the output of
the simulation model, we opted for non-parametric tests to
compare the end-to-end latency distributions of individual
3D reconstruction tasks between the simulation model and
measured prototype data. The Mann-Whitney U test is used
to compare two independent distributions, particularly when
the data do not adhere to normal distribution assumptions.
When applying the Mann-Whitney U test to compare the
distributions of end-to-end latencies associated with the ran-
dom variables of 3D reconstruction tasks, we observed that
in 93% of 3D reconstruction tasks (70 tasks out of 75), the
median of the end-to-end latency distributions generated from
the simulation model output was not significantly different
from the corresponding measured output obtained from the
prototype. Following our analysis, the model has achieved an
MAE of 0.62 seconds for predicting the median end-to-end
latency of these tasks. According to our model’s objective
for the laboratory case, which was specified in Step 1 in
Sec. III-B, and based on the results of the validation tests, we

confirm that the model predictions demonstrate no significant
difference compared to the observed data from the prototype
in more than 90% of the median latency distributions, and
achieve an accuracy level of median latencies represented by
anMAE (Mean Absolute Error) value of less than 1.0 second.
Therefore, criterion (D) of model trustworthiness (The model
is as truthful as needed), as defined in Sec. III-A, is quantified
and considered fulfilled. Fig. 15 illustrates the median end-
to-end latency distributions of some corresponding 3D recon-
struction tasks, predicted by themodel andmeasured from the
prototype. The model predictions are tailored to their specific
objectives, which is the median end-to-end latency in the task
distributions. In conclusion, the model trustworthiness crite-
ria are established following the steps in our method, and are
confirmed through examples, showcasing the effectiveness
and efficiency of the proposed method.

FIGURE 15. End-to-end latency histograms for 3D reconstruction tasks
with indices 5, 20, 40, and 75 were collected from 30 experiments, for
comparing model predictions and actual measurements from the
prototype. The median end-to-end latency distributions between the
model predictions and prototype measurements exhibit an accuracy level
with a mean absolute error of less than 1.0 second.

VII. SCOPE AND CHALLENGES
In this section, we clarify the scope of our method, and
potential challenges faced when applying it.
Our method is specifically designed to construct stochastic

performance models to effectively handle uncertainty phe-
nomena within the context of CPSoS, where dynamicity and
variability are common. Its value may be less for systems
without uncertainty, although its ingredients, for instance,
the design patterns, may be meaningful to a wider class of
systems.
Despite having a systematicmethod for support, themodel-

ing process may still be challenging for designers with limited
modeling experience. Challenges may arise in decomposing
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system components, deciding about the appropriate level of
abstraction for each component (which involves a trade-off
between abstraction and model accuracy), and selecting suit-
able modeling styles and patterns for each. When applying
the Y-chart design pattern, challenges include deciding how
to map application components to resource components, for
instance, ensuring scalability as the system grows. It is more-
over important to define model variables that are in line with
calibration and validation tests. For instance, in our lab use
case, we require that the end-to-end latency random variables
for the reconstruction tasks be independent from each other.
It is essential to accurately define the distributions of these
random variables because this affects decisions regarding
valid statistical validation tests.

In the Bayesian calibration step, it is often challenging to
determine the required complex likelihood functions, espe-
cially for hybrid models of CPSoS. Approximate Bayesian
Computation (ABC) offers a flexible solution to this chal-
lenge, by avoiding the need for explicit likelihood functions.
However, it may require many simulations and careful selec-
tion of tolerance. Despite scalability challenges, as the com-
putational burden increases exponentially with the dimen-
sionality of the problem, ABC remains valuable for Bayesian
inference when traditional techniques are impractical. Addi-
tionally, efficient sampling techniques like Sequential Monte
Carlo (SMC) help sample from posterior distributions, espe-
cially in high-dimensional spaces. However, the SMC tech-
nique can still be computationally intensive, particularly for
large-scale problems. Scalability challenges arise from the
varying number of calibration parameters across applications,
requiring more time and resources for sampling. Careful
parameter selection can mitigate this issue and improve ef-
ficiency in model behavior determination.

In the validation step, assumptions about the distribution
of output data (performance metrics) determine the type of
validation test that can be used among applicable statistical
tests. It may be a challenge to find a suitable statistical test
that fits with both the model assumptions and the model pur-
pose. Parametric and non-parametric statistical tests differ in
accuracy, leading to a trade-off between, possibly restricting,
assumptions and the accuracy of the validation results. This
trade-off impacts how closely the model predictions align
with the output of the systems and needs careful consideration
in the use of the method.

VIII. CONCLUSIONS
Our study introduces a systematic method tailored to con-
struct trustworthy hybrid performance models for Cyber-
Physical Systems of Systems (CPSoS) effectively and effi-
ciently. A trustworthy model is defined by seven criteria.
The proposed method is designed to fulfill these criteria.
Constructing a trustworthy model for systems characterized
by variability and uncertainty is a considerable challenge. The
complexity arising from task parallelism and its subsequent
impact on resource utilization and timing performance is ad-
dressed using proposed design techniques within our method.

The incorporation of design patterns, such as the Y-chart, load
and progress abstraction, andmodel observability, contributes
to an efficient approach. Design patterns generally result in
time and cost savings [12], [22]. Our method integrates hy-
bridization, calibration, and validation techniques, effectively
enhancing the modeling process and predictive capabilities.
Determining the purpose of modeling before initiating the
process is pivotal, as emphasized in the initial step of our
method. This determination influences subsequent choices,
particularly the selection of validation techniques. Moreover,
defining the purpose establishes a basis for evaluating the
model’s trustworthiness.
We applied and evaluated our method in two case studies.

In one case, the model underwent calibration and validation
processes using operational data to ensure its reliability and
accuracy in real-world scenarios. The primary objective in
this use-case was to predict the median end-to-end latency
distribution within these systems with a specific level of
accuracy. By employing our method, we successfully pre-
dicted this timing performance metric close to empirical data,
meeting our expectations.
The following are relevant future research directions:
• Alternative calibration techniques: Investigating and im-

plementing alternative calibration techniques to improve
the accuracy of the model’s data generation. The com-
parison of these techniques will not only benchmark
their efficiency but also assess their direct impact on
enhancing the effectiveness of the model’s output.

• Advanced validation techniques: Exploring additional
validation techniques or integrating multiple validation
techniques to quantitatively measure the trustworthiness
of the model’s predictions and outcomes. The develop-
ment of a comprehensive assessment framework will
provide a multi-perspective evaluation of the model’s
trustworthiness.

• Real-world application studies: Applying the method to
diverse real-world case studies across various industries
and scenarios. Such practical applications will support
an assessment of the method’s adaptability, validity,
and performance in real-life contexts, offering valu-
able insights into its practical utility. We explained our
method providing examples of potential uses in areas
such as smart manufacturing, autonomous driving and
transportation, and surveillance. It would be interest-
ing to demonstrate the method’s efficacy in addressing
complex challenges related to dynamic behavior and
uncertainty in these domains.

• AI techniques: Recent developments have shown the
power of AI techniques. For our method, AI can poten-
tially enhance sensitivity analysis by systematically and
efficiently exploring the effects of varying input param-
eters on model outputs. This helps in identifying critical
factors and their impact on the system being analysed.
Additionally, AI can generate synthetic data to aug-
ment limited real-world data, improving the robustness
of simulations. Finally, machine-learning-based models

VOLUME 11, 2023 17



M. Modaber et al.: A Method for Building Trustworthy Hybrid Performance Models for Cyber-Physical Systems of Systems

may be a good addition to a hybrid model to capture
aspects of components that are insufficiently understood
or too complex for knowledge-driven modeling.
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