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ABSTRACT

The quality of the communication links in a Wireless Sen-
sor Network often shows significant asymmetry and vari-
ation over time, due to, for example, heterogeneous set-
tings of the transmission power, moving nodes or chang-
ing external interference. This makes it difficult for nodes
to accurately maintain system-level properties, such as the
minimum-energy path from the node to a given reference
node, as required by many protocols. In this paper, we intro-
duce a distributed service that allows nodes to maintain ac-
curate information related to the minimum-cost path, such
as its cost or parent on that path. Using controlled n-hop
forwarding, to deal with asymmetric links, every node dis-
seminates minimum-cost path and connectivity information
allowing every connected node in the network to iteratively
derive minimum-cost path information. This controlled n-
hop forwarding is repeated to avoid stale information due
to dynamic changes in link qualities. The parameters of
the service allow a trade-off between the accuracy and over-
head. We study the characteristics of a deployment that
impact this trade-off and how the service should be parame-
terized accordingly. Extensive simulations and experiments
for an actual deployment show a significant increase in the
accuracy of the maintained minimum-cost path information,
compared to the typically used local broadcasting approach.

Categories and Subject Descriptors: C.2.1 [Network
Architecture and Designs|: Wireless communication; C.2.4
[Computer-Communication Networks]: Distributed Systems;
C.4 [Performance of Systems]: Performance attributes.
General Terms: Algorithms, Performance.

1. INTRODUCTION

A Wireless Sensor Network (WSN) is a distributed net-
work of small autonomous devices that are capable of sens-
ing, processing and wireless communication. These devices,
commonly called nodes, contain one or more sensors and are
constrained by stringent resource limitations. They have to
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collaborate to perform a task specified by the end-user of the
WSN. Typical examples can be found in the area of health
care and environmental monitoring.

A WASN is a distributed system, but protocols often rely
on knowledge of information pertaining to the entire net-
work. A typical example of such a system-level property is
a node’s minimum-cost path, such as the minimum-energy
path, towards a reference node. The cost can take any form
such as the hop-count or expected energy or latency of send-
ing a packet over the path. The cost of the minimum-cost
path is directly used by routing and localization protocols
[12, 15] to determine a node’s location relative to others.
Furthermore, the neighbouring node on the minimum-cost
path closer to the destination is often used as a ‘parent’ to
forward information to by data-collection and routing pro-
tocols [4, 6, 8, 17, 22].

For the correct and efficient operation of protocols, it is
important that the minimum-cost path information main-
tained by the nodes is accurate, i.e., close to the ‘real’ value
in the practical situation. For example Gradient Based Rout-
ing [15] depends on local knowledge about the minimum
number of hops required to send packets to the sink. Pack-
ets are only forwarded if received from nodes with a higher
hop-count. If nodes assume a hop-count that is higher than
it is in reality, routing becomes suboptimal and the network
load may increase. Deriving a lower hop-count can even
potentially result in packets not reaching the sink at all.

In current work, distributed maintenance of minimum-
cost path information is typically done in an ad-hoc manner
as part of the protocol requiring the information. This is
mostly done using a local broadcasting approach [4, 6, 8, 12,
15, 17, 21, 22]. The cost of the minimum-cost path and any
additional information is broadcast by nodes which have this
information. Starting from the node to which the minimum-
cost path needs to be determined, information thereby floods
through the network, allowing all (connected) nodes to in-
fer minimum-cost path information in an iterative fashion.
With this approach, nodes implicitly assume that they can
send packets to every node from which they receive infor-
mation without checking the existence and quality of the
reverse link. Thus, this local broadcasting assumes sym-
metric links, i.e., bidirectional communication at the same
cost. Furthermore, the broadcasting is often performed un-
til the information converges to a single optimum, assuming
that there is a fixed minimum-cost path with static cost over
time. In practice, we see that link quality, for example ex-
pressed as a Packet Reception Ratio (PRR) [20], is often not
symmetric and does vary [9, 23, 24]. Link quality changes,



for example, due to changing external interference, dynamic or gradient field [6, 8, 22], in a distributed fashion all the

adaptation of parameters, such as the transmission power above approaches require the nodes to use a local broad-
[10], or node mobility. Asymmetry exists, for example, due cast of their minimum-cost path information, also referred
to the use of a (heterogeneous) set of nodes with different to as ‘interests’ [8] or ‘advertisements’ [22], as soon as it is
transmission capabilities. locally known. This broadcasting is done multiple times un-

In this paper, we introduce a distributed service that al- til the minimum-cost path is found, thereby assuming the
lows nodes to maintain accurate information about minimum- minimum-cost path cannot become worse over time. For
cost paths in the presence of links with a quality that can example, with GBR nodes broadcast their hop-count such
be asymmetric and vary over time. The maintained in- that nodes in an iterative fashion determine their hop-count
formation can then be used for the accurate and efficient based on the lowest hop-count received from neighbouring
execution of any protocol in the protocol stack that de- nodes.
pends on this information. The service disseminates both Several solutions have been proposed to deal with specific
a node’s minimum-cost path and connectivity information problems related to asymmetric links in particular proto-
to allow other connected nodes in the network to derive cols outside the context of minimum-cost path derivation.
their minimum-cost path information in an iterative fash- The majority of protocols ignores them altogether [20]. It is
ion. In the presence of asymmetric links, controlled n-hop desirable to exploit asymmetric links both for performance
forwarding is used. The dissemination of information is and for basic connectivity of wireless networks [14]. To be
then repeated to avoid stale information caused by dynamic able to communicate in the presence of asymmetric links, a
changes in the link qualities. The design and parameters of technique to relay [5] information around these asymmetric
the service allow an easy integration into existing and new links, by using limited forwarding over multiple hops, can be
WSN deployments and allow a trade-off between the accu- used. As part of our service, we use a controlled version of
racy of the information and the overhead of maintaining it. this n-hop forwarding where already forwarded packets are
Using simulations and experiments, we provide insights in not forwarded again to avoid extensive packet forwarding.
this trade-off and on how to set the parameters of the ser- To the best of our knowledge, the impact of varying link
vice for the required accuracy. We furthermore show that qualities is not explicitly considered in current work on the
using the service results in a significant increase in the accu- distributed derivation of global information, such as the
racy of path information and efficiency of a protocol using it, minimum-cost path. The typical assumption is that a node
compared to the typically used local broadcasting approach. has a fixed minimum-cost path, i.e., the network is static,

The remainder of this paper is organized as follows. In and the local information should converge to this. In many
Section 2, we discuss related work. Section 3 takes a closer practical WSNs we cannot make this assumption and the
look at the derivation of minimum-cost path information and minimum-cost information can become both better or worse
introduces our service proposed to maintain this information over time. With our distributed service we explicitly con-
on the nodes in a distributed manner. Section 4 discusses sider the minimum-cost path not being stable by using a
the performance of the service in more detail and shows repeated update of information and we explore the related
simulation and experimental results. Section 5 concludes. trade-off between accuracy and overhead.

We position our approach as a service, a commonly used

2. RELATED WORK abstraction for providing functionalities to other protocols,

which can work independent of other protocols in the net-

work stack. This relieves the protocol that requires minimum-
cost path information from the non-trivial task of maintain-

ing its own information. It also allows an easy integration in

existing and new protocol stacks. Information can further-

more easily be shared in case multiple protocols in the stack

require it, thereby avoiding the additional overhead caused

by multiple protocols deriving the same information.

The minimum-cost path is an important concept used by
many protocols. The most obvious use of the minimum-
cost path is for routing and data collection protocols, where
packets are forwarded to the ‘best’ neighbouring node(s)
through which a sink can be reached. With Directed Diffu-
sion [8] nodes determine their parent, or ‘gradient’, based on
the rate of received interest packets. Gradient-Based Rout-
ing (GBR) [15] is a modified version of Directed Diffusion,
where nodes record the number of hops to reach the sink

and packets are only forwarded when received from a node 3. MAINTENANCE SERVICE

with a higher hop-count. As energy-efficiency is important In this section, we introduce our service which lets nodes
for WSNs, many routing protocols focus on energy-efficient provide sufficient information to neighbouring nodes allow-
routing [4, 17, 22] and use energy related factors, such as ing all nodes to locally maintain global information related
communication energy consumption rates and residual en- to the minimum-cost path in a distributed manner. In Sec-
ergy levels, to determine the cost of a path. Furthermore, tion 3.1, we describe this goal in more detail with the use
the state-of-the-art data collection protocol Collection Tree of an introductory example. In Section 3.2 we discuss how
Protocol [6] as used in TinyOS 2.x [19], depends on local to communicate the required information between nodes in
knowledge of the minimum number of transmissions to reach the presence of asymmetric links. Section 3.3 discusses how
a sink. Besides for many routing protocols, a minimum-cost nodes can furthermore maintain minimum-cost path infor-
path is also used in localization protocols, for example based mation in the presence of temporal variation in link quality.
on the popular ‘DV-Hop’ [12] protocol. This localization For the introduction of our service, we focus on main-
protocol derives the physical location of a node from the taining specific information about the minimum-cost path,
number of hops that the node is away from anchor nodes namely, the cost of the path from the node to a single sink,
with a known location. and the neighbouring node on the path closer to the sink, i.e.,

To determine the minimum-cost path for every node in a preferred parent. Generalizations illustrating the broader

the network, also referred to as setting up a cost field [21] applicability of our service are discussed in Section 3.4.



Figure 1: Information about the minimum-cost path
to sink S

3.1 Introductory Example

Figure 1 gives an example of a six-node WSN deployment
with designated sink node S. The connectivity of a WSN
can be described by a weighted directed graph. The vertices
of the graph represent the sensor nodes. The directed edges
of the graph specify the directed communication links be-
tween nodes and are labelled with the cost associated with
using them. The cost is typically related to the quality of
the link. Many different metrics exist to measure the quality
of individual links, typically referred to as Link Quality Es-
timators (LQESs) [1], based on sent or received packets. Well
known examples are the Received Signal Strength Indicator
(RSSI), Signal-to-Noise Ratio (SNR) and Packet Reception
Ratio (PRR). Our service is independent of the used LQE
and therefore, the choice of LQE for a particular deployment
is outside the scope of this paper.

We call the neighbouring nodes to which a node has a
directed edge in the connectivity graph, and thus can po-
tentially send packets to, the outbound neighbours. These
outbound neighbours are independent of the used routing
algorithm. In the example of Figure 1, the outbound neigh-
bours of node A are nodes S and C. The nodes from which
a node can receive messages are called the inbound neigh-
bours. In Figure 1, the only inbound neighbour of node A is
node C.

A path between two nodes is a sequence of k nodes ng
to nk—_1, such that n;y1 is an outbound neighbour of n; for
all 0 < i < k—1. The cost of a path is a function of the
cost associated with the communication links on that path.
The minimum-cost path of a node is selected from all possi-
ble paths from that node to the sink. Given any monotone
recursive function f, expressing path costs, the minimum
path-cost of a node can be computed using the following re-
cursive procedure, where the sink has a minimum-cost equal
to the identity element of the function, i.e., 0 for summation,
1 for multiplication, etc. lge(n,z) equals the cost of the link
from node n to its outbound neighbour z.

identity(f) if

n = Sink
cost(n) = ntlbm , f(ge(n,z),cost(x)) if
xe€outbounds

n # Sink

We can conclude that, given this recursive procedure,
nodes can determine the minimum-cost and the parent on
that path in a distributed manner using only knowledge of
(i) the minimum-cost for all of its outbound neighbours and
(ii) the cost of communicating to those neighbours based on
LQE information.

For the example of Figure 1, we assume the cost of a
link to represent the expected number of retransmissions.
Given that we are interested in minimizing the number of

retransmissions, the recursive function f is summation (with
identity element 0). The non-sink nodes have been labelled
with the resulting cost of the minimum-cost path to S and
with the parent on that path. For example, node E has
two outbound neighbours. The minimum cost of the path
using node C' as a parent is 1.8 4 0.9 = 2.7 while using node
D results in a cost of 1.5 + 1.7 = 3.2. The minimum cost
can be easily determined to be 2.7 and the parent on the
minimum-cost path to be C.

3.2 Communicating Across Asymmetric Links

With symmetric links we can assume that the inbound
neighbours of a node are always at one hop distance. Be-
cause of this and the fact that the link quality of both the
inbound and outbound link are considered to be equal, we
can furthermore assume that the cost of communicating to
an outbound neighbour can be derived by every node locally.
These assumptions make the currently used distributed ap-
proach using only a local broadcast of the known minimum
cost sufficient to provide nodes with the required informa-
tion on the minimum cost for and cost of communicating to
all outbound neighbours in an iterative fashion.

Asymmetric links violate both assumptions. First of all,
communicating information to inbound neighbours may re-
quire more than one hop, in case of unidirectional links, and
communicating over multiple hops can also have a lower cost
(for instance higher probability of successful transmission),
in the presence of shorter paths with a bad quality. Sec-
ondly, although LQE’s based on transmitted packets may
still allow nodes to determine the cost of communicating to
outbound neighbours locally, the LQE’s based on received
packets (most of the well-known LQE’s) do not. To al-
low nodes to derive their minimum-cost path, nodes with
a known minimum-cost path should therefore communicate
both its minimum-path cost and the observed link cost of
the inbound neighbours to all inbound neighbours.

In general, the route to take to communicate with an in-
bound neighbour over multiple hops may be unknown to
the sender. Therefore, our service depends on a generic con-
trolled n-hop forwarding approach. Nodes broadcast their
information and nodes receiving it directly rebroadcast the
received information for a limited number of hops. Redun-
dant forwarding of packets is prevented by not forwarding
the same information more than once. By using more than
one hop, information can be relayed around unidirectional
links (as long as an alternative path exists).

Additional administrative information needs to be added
to the packets to allow nodes to determine whether received
packets are from one of their outbound neighbours and should
be forwarded to inform more nodes. For the former, we add
the sender’s unique identifier and the list of intended re-
cipients, the inbound neighbours’ unique identifiers, to the
packet. To determine whether a packet should be forwarded,
we add ‘hops-to-live’ information and a sequence number to
the packet. The hops-to-live value indicates the remaining
number of hops the information should be forwarded. With
the sequence number we can identify the forwarded infor-
mation. Figure 2 shows the resulting format of the packet
sent by nodes with a known minimum-cost path.

Figure 3 shows the benefit of using n-hop forwarding for
the distributed derivation of minimum-cost path information
compared to the approach of local broadcasting in the pres-
ence of asymmetric links. Figure 3(a) shows the result of the
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Figure 2: Format minimum-cost information packet

Figure 3: Information about minimum-cost path (a)
using local broadcasting (assuming link symmetry)
(b) using asymmetric-aware 2-hop forwarding

minimum cost and parent calculation using local broadcast-
ing. Every node with a known minimum cost broadcasts
it and nodes receiving this information (inaccurately) as-
sume they can communicate with the node from which they
have received the information at the cost determined from
the incoming link. Figure 3(b) shows the result of using a
2-hop forwarding approach for every node in the network.
While for the local broadcasting approach the cost and par-
ent are inaccurate for almost all nodes (compare Figure 1),
the accuracy has been significantly increased. This is due
to two properties of the n-hop forwarding approach. Firstly,
the cost of outgoing and incoming links is explicitly distin-
guished (resulting in an increased accuracy for, for exam-
ple, node B) and, secondly, nodes are informed over more
than one hop (resulting in an increased accuracy for node
A). Note that for this example a 3-hop forwarding approach
would result in an even more accurate solution, which is the
optimal solution, as shown in Figure 1.

The example also shows that controlled n-hop forwarding
allows for a trade-off between the accuracy of the derived
minimum-cost path information and the overhead required
to derive it. We want to reach as many inbound neighbours
as possible to derive accurate information, while avoiding to
increase the traffic load in the network potentially impact-
ing the overall network performance. By adjusting the value
of n, the n-hop forwarding approach trades off the number
of inbound neighbours reached (and thereby the accuracy
of the information) for the overhead incurred. Note that
when using 1-hop forwarding, the number of packets com-
municated is the same as with the local broadcast, while the
accuracy is improved due to the explicit separation of out-
going and incoming links in the communicated information.
This trade-off is discussed in more detail in Section 4.1.

3.3 Maintaining Information

While the controlled n-hop forwarding allows us to provide
inbound neighbours with the required information at a given
moment in time, the minimum-cost path may change over
time due to dynamic changes in the network. It is therefore
important for the accuracy of the maintained minimum-cost
path information that nodes are informed about both the
changes in minimum cost and the cost of the links towards
any of the outbound neighbours.

Algorithm 1: Receive minimum-cost path information:
(SenderID, Cost, Inbounds(ID, Linkcost), SeqNr, htl)

Data:
myOUT = set of (ID, path_cost, last_update)
lastSeqNr[]: sequence number of last forwarded info for every
neighbour
mylD: unique identifier of the node
TIME: current (local) time of the node
1 for in € Inbounds do
if myID = in.ID then

N

3 ‘ Add or update (SenderID, Cost + in.Linkcost, TIME)
in myoOUuT

4 end

5 end

6 if

htl > O AN MyID # SenderID AlastSeqNr[SenderID] < SeqNr
then
Broadcast (SenderID, Cost, Inbounds, SeqNr, htl — 1)
lastSeqNr[SenderID] := SeqNr

® N

9 end

A straightforward approach is to send the minimum cost
and the inbound link costs using the n-hop forwarding ap-
proach every time a change in any of them is observed. This
approach can lead to an uncontrollable amount of packets
in the network, as there is typically no upper bound on the
number of changes. Furthermore, a problem arises with in-
bound neighbours that are lost over time, for example be-
cause they moved out of range. Nodes should become aware
of the fact that they lost an outbound neighbour to pre-
vent them from using the stale information. This is hard as
the node itself may not be able to observe this change and
the outbound neighbour that does observe this can be out of
range. To control the overhead of maintenance and to reduce
the likelihood that nodes derive their information based on
outdated information, we use a flexible approach in which
we do not assume information to be valid forever, without
reconfirmation, but where received information from an out-
bound neighbour has a limited validity interval.

To provide inbound neighbours with up-to-date informa-
tion, nodes at a given interval, referred to as the update in-
terval, use the controlled n-hop forwarding approach to com-
municate the packet of Figure 2 if a minimum-cost path to
the sink is known. This way nodes receiving the information
can maintain up-to-date knowledge about the minimum cost
for all of their outbound neighbours and the cost of commu-
nicating to those neighbours. Note that it is not necessary to
synchronize the update intervals between the nodes. Setting
the update intervals allows us to trade off the responsiveness
to changes in the network, i.e., the temporal accuracy of the
information, with the maintenance overhead. Appropriate
setting of the update interval is done in conjunction with the
validity interval and depends on the characteristics of the
deployment. This is discussed in more detail in Section 4.1.

After receiving minimum-cost path information packets,
nodes should process them, check whether it contains new
information from its outbound neighbours and forward the
information if needed. The pseudo-code of the required ac-
tions after receiving the information from a neighbouring
node is shown in Algorithm 1.

Now nodes are able to locally maintain the path cost of
using any of its outbound neighbours and should regularly
check this information for necessary updates. Assuming that
the processor time is not a bottleneck and is not a signifi-
cant part in the overhead, nodes can adapt their minimum-
cost information immediately based on the latest updates



Algorithm 2: Update minimum-cost path information

Data:
myOUT = set of (ID, path_cost, last_update)
pathKnown: true if minimum-cost path known by node
myCost: maintained cost of minimum-cost path
myParent: maintained parent on minimum-cost path
vi: validity interval
TIME: current (local) time of the node

1 pathKnown := false; myCost := oo;

for out € myOUT do

N

3 if
out.path_cost < myCost A out.last_update > (TIME — vi)
then

4 myCost := out.path_cost

5 myParent := out.ID

6 pathKnown := true

7 end

8 end

received. By checking at a regular interval, which we refer
to as the check interval, we can make an additional trade
off between accuracy and used processor time. The pseudo-
code for updating the minimum-cost information is shown
in Algorithm 2.

3.4 Generalization

The service introduced in this paper is primarily intended
to compute minimum cost values and paths. The service can
however be generalized on several levels, using different link
quality metrics or using different definitions of path cost.

In the previous subsections, we have focused our discus-
sion on LQE’s which determine quality by received pack-
ets. For LQE’s which are only based on transmitted pack-
ets, such as the Required Number of Packet transmissions
(RNP) [3], nodes can locally determine the cost to commu-
nicate to their outbound neighbours. The controlled n-hop
forwarding approach is still required to overcome asymmet-
ric links and communicate the node’s cost value, but nodes
do not need to communicate their inbound neighbour’s ID
and link cost, but can use locally determined information
instead.

The service can furthermore easily be extended to work
with path costs to multiple reference nodes, by adding the
minimum cost to each of the reference nodes to the packet.
Note that other information, such as the link cost of the in-
bound neighbours, remains the same, which makes this ser-
vice scale efficiently to multiple reference nodes. Additional
information about the minimal path can be added, such as
the complete set of nodes (node IDs) on the minimum-cost
path, which may be of interest to routing protocols. In that
case, every node should include the unique identifiers of all
the nodes on its own minimum-cost path to the communi-
cation to its inbound neighbours.

Besides its generality for the problem of maintaining mini-
mum-cost path information, we can further extend the ap-
plicability of our service to distributed maintenance of other
global properties that fit the pattern of recursive distributed
calculation. One could think of the local reachability of ser-
vices provided by other nodes in the network or deriving
information on connectivity to other nodes or clusters in
the network.

4. PERFORMANCE EVALUATION

We start this section by discussing the influence of the de-
ployment on setting the service parameters influencing the

trade-off between the accuracy and overhead, based on ex-
perience with extensive simulations and actual deployments.
In Section 4.2, the performance of the service is evaluated
for a typical WSN deployment and compared to the local
broadcasting approach with the use of extensive simulations.
With the design of our service we kept in mind an easy in-
tegration into existing and new WSN deployments and, in
Section 4.3, we discuss the integration of our service in an
actual deployment. While this actual deployment makes
it harder to compare two approaches, as interference and
mobility patterns are not equal for experiments at different
moments in time, it gives us insight in the practical appli-
cability of our service.

4.1 Setting the Service Parameters

As discussed in the previous section, our service has four
parameters making it flexible in integrating it into a given
WSN deployment. Namely, the number n, of hops to for-
ward, the validity interval of received minimum-cost path in-
formation, the update interval at which inbound neighbours
are informed and the check interval at which the minimum-
cost path info is updated locally.

For the number n of hops to forward, both the connectiv-
ity structure and amount of asymmetry play an important
role in how much hops it takes to communicate to inbound
neighbours. At design-time we can get a good idea about
the connectivity structure and the amount of hops needed
to communicate to inbound neighbours by looking at the
(worst-case) difference between transmission range and the
potential locations of nodes. In [5] it is observed that for-
warding the information over two or three hops is enough
to overcome the asymmetry in typical deployments. Also
for the performed simulations and experiments as discussed
later we observe that a number of hops larger than two does
not significantly increase the accuracy of the maintained
minimum-cost path information.

The validity interval should be set in conjunction with the
update interval and should be selected to be at most the va-
lidity interval to avoid that nodes frequently assume to have
no valid information. To take packet loss into consideration
within the service, we can furthermore set the update inter-
val such that the nodes are updated multiple times within
the validity interval. The update interval parameter is found
to be the main driver for the trade-off between accuracy and
overhead of the service. Setting the value of the parameter
is guided by the amount of dynamic changes of the link qual-
ity. While external interference impacts the link quality over
time, we see from experience, that the speed of mobile nodes
is the most important source of dynamic changes to the link
quality. Currently, our service is found to be very well appli-
cable for the speed of mobility that is typically found in the
monitoring of persons or animals (see also the next section),
which make up most of the current WSN deployments. Re-
sponding to very high dynamics requires a very short update
interval to provide accurate minimum-cost path information,
resulting in a large overhead of our service or any other ap-
proach to maintain global knowledge locally. The practical
use of global information, such as the minimum-cost path, in
such highly dynamic networks is questionable, and currently
not the focus of our service.

In the previous section, we reasoned that the check in-
terval can usually be chosen sufficiently low or we can even
check the maintained minimum-cost path information of out-



16 100

“— Local broadcasting 60
+—a Service n=1

8 Service n=2
+— Service n=3

6 *—=_Service n=4

20
2

40

Average error (%)
Average delivery ratio (%)

80 <+ Service n=3
12 = +— Service n=4 85

e 75

+—+ Local broadcasting +—+ Update interval=1
+— Service n=1 A—A Update interval=10
Service n=2 Update interval=20

Average delivery ratio (%)

5 10 15 20 25 30 35 40 45 50 55 60
Interval (s)

(a)

5 10 15 20 25 30 35 40 45 50 55 60 7 2 3
Interval (s) Number of hops

70

IS

()

Figure 4: Impact on average (a) error (b) delivery ratio. (c) Average delivery ratio vs. number of hops

bound neighbours every time it changes. This is also ob-
served in practice as the amount of changes to the informa-
tion is controlled and the check itself requires only a small
amount of processor time.

The accuracy of the LQE is found to be an important and
non-trivial aspect in the complete solution of maintaining
minimum-cost path information. Future work will also focus
on a more detailed exploration of the relation between the
chosen LQE and the performance of our service.

Finally, it is important to note that the amount of over-
head as introduced by our service compared to the local
broadcasting approach is inevitable when a local broadcast-
ing approach does simply not suffice to provide sufficiently
accurate information.

4.2 Simulation Results

We implemented both our service and the local broad-
casting approach as a separate module in OMNeT++ [13],
a discrete-event simulation environment, with the use of
MiXiM [11], a modeling framework created for wireless net-
works. For the simulations with the service, we fixed the
validity interval to be two times the update interval and
the check interval to be one second. For the model of the
local broadcasting approach we furthermore made a simple
extension which allows to repeat the broadcasting at a cer-
tain interval as a single broadcast is clearly unable to handle
minimum-cost path changes over time.

The nodes used in the simulated WSN are modeled to have
the characteristics of the popular TelosB nodes [18]. The
MAC protocol used by the nodes is the non-beacon IEEE
802.15.4 protocol without acknowledgements, as provided in
the MiXiM framework. We furthermore implemented a sim-
ple minimum-cost routing protocol, which uses the parent on
the minimum-cost path for forwarding application packets.
Assuming link transmissions are independent, the probabil-
ity of successful delivery, i.e cost of the path, can easily be
calculated by the product of the probabilities of successful
transmission of all links on the path. For the simulations we
require an accurate estimator for the cost of an individual
link. The average observed Bit-Error-Rate (BER) received
in the last number of seconds equal to the validity interval
is found to result in a good estimation of the cost for the
used scenario model. The BER is a function of the receiver
Signal-to-Noise Ratio (SNR), which is a hardware LQE in-
tegrated in the TelosB CC2420 chip-set.

For our experiments we look at a typical WSN scenario in
which several mobile nodes move through an area covered

with static nodes. We look at an average sized network,
with a hundred static nodes positioned in a grid-like fash-
ion with ten meters between them. There are ten mobile
nodes that repeatedly move at walking speed (2 m/s) to a
random location in the 100 by 100 meter area and stay at
this location for a random amount of time, complying to
the Random Waypoint Mobility model [7]. At an interval
of one second the mobile nodes send a single packet to the
sink, which is located at the left upper side of the static grid
of nodes. The transmission power of the static nodes is se-
lected to be -5 dBm, which represents a transmission range
of around 12 meter for the used model, allowing the nodes
in the grid to be connected to their direct neighbours. The
mobile nodes have a lower transmission power of -15 dBm
with a range of around 7 meter, which is enough to reach at
least one node in the static grid. The fact that static and
mobile nodes have different transmission powers results in
communication links with asymmetric or even unidirectional
quality. Due to the mobility of the nodes, the link qualities
and connectivity change over time, resulting in time-varying
minimum-cost paths.

For a single experiment, every mobile node sends 10,000
messages to the sink. The nodes start sending packets af-
ter an initialization phase, in which nodes initialize their
minimum-cost path information. The measured experimen-
tal data is collected after the initialization until the nodes
have sent all their messages to the sink. To have statisti-
cally more reliable results, every experiment was repeated
10 times and shown results are the average over all runs.

By simulating the above scenario, we can observe the cost
of the minimum-cost path derived with both the local broad-
casting approach and the service and compare it with a sim-
ulated oracle that computes the actual minimum cost. With
this knowledge we can derive an error for every node by av-
eraging the absolute error between the derived and actual
minimum cost over time. Figure 4(a) shows the average of
this error for the ten mobile nodes for different intervals at
which the broadcasting is repeated and the nodes inform
neighbouring nodes, i.e., the update interval. We further-
more vary the number of hops used for n-hop forwarding.

We can make several observations based on these sim-
ulation results. First, the error of the local broadcasting
approach is significantly larger than for the service, inde-
pendent of the chosen interval and number of hops. This
shows that for the accuracy of the cost derivation the im-
portance of accounting for asymmetric links is large. We
also see that reducing the interval at which information is



Table 1: Packets per broadcasting/update interval

Local broadcasting Servicen=1 n=2 n=3 n=4

1 1 4.5 11.8 18.2

distributed has a positive effect on the error as the maxi-
mum time during which wrong information might be used
is reduced. For the chosen scenario, increasing the number
of hops for n-hop forwarding increases the accuracy, but the
effect is found to be much less than the increased accuracy
of only taking asymmetry into account.

When the accuracy of the cost derivation is increased,
it is expected that the delivery ratio will increase as the
routing parent is more accurately chosen. In Figure 4(b),
we can see the results of the average delivery ratio of the ten
mobile nodes while varying the parameters of the derivation
approaches. As expected, we see that the service results
in a much larger delivery ratio, independent of the chosen
parameters. Several interesting observations can be made.
While the accuracy is invariably increased by reducing the
update interval and increasing the number of hops, we see
that the delivery ratio shows an optimum parameter value,
below which the delivery ratio decreases again. For this
deployment, reducing the update interval to lower than 10
seconds reduces the delivery ratio even though the error is
reduced. The same holds for increasing the number of hops.
The delivery ratio has a maximum when the number of hops
is 2, above which the delivery ratio is reduced. These effects
can be observed better in Figure 4(c), where we plot the
average delivery ratio versus the number of hops for the
ranges of interest. Both effects can be explained by the fact
that the interference caused by the increased overhead of the
service outweighs the benefit of the (here small) increase in
accuracy for the simulated scenario.

In Table 1, we show the average number of packets per
broadcasting/update interval for the given scenario. From
these numbers, we see that the number of packets is increas-
ing with the number of hops, due to an increased number of
neighbours for which information needs to be forwarded.

What we have observed from these simulations is that the
service can significantly increase the accuracy of the main-
tained minimum-cost path and the efficiency of the protocol
relying on this information at the expense of an amount of
overhead. Using the local broadcasting approach without
repeated broadcasting is clearly no realistic approach in a
dynamic network and even by repeating the broadcasting,
accuracy is low and the routing protocol is not able to deliver
more than 30% of the packets. We furthermore observed
that at some point of the parameter settings, the accuracy
of the service may still increase, but the induced overhead
reduces the efficiency of the protocol. Depending on the de-
livery ratio required by the application, the overhead can
easily be reduced by lowering the update interval or number
of hops to forward at the cost of only a slight reduction in
delivery ratio.

4.3 Experiments With an Actual Deployment

We implemented our service and the repetitive local broad-
casting approach in TinyOS 2.x [19]. We experimented with
these two approaches for a heterogeneous WSN deployment
in our office building. We use a similar scenario as used for
the simulations. Four employees are equipped with a BSN
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Figure 5: Experimental deployment of the 15 static
TelosB nodes, monitoring 4 mobile BSN nodes

node [2], which has a similar design as a TelosB node but has
a smaller form-factor and integrated accelerometer, making
them ideal as mobile node. These mobile nodes communi-
cate packets to a sink PC at a rate of 1 every 5 seconds using
a static network consisting of 15 TelosB nodes covering the
areas of interest for the four monitored employees.

We implemented and used the same protocol stack as used
in the simulations, i.e., an IEEE 802.15.4 MAC and a sim-
ple minimum-cost routing protocol. We fixed the validity
interval of outbound neighbours to be two times the update
interval and nodes adapt their minimum-cost information
immediately based on the latest updates received. After
several small-scale experiments we found the average RSSI
value of the packets received in the last interval of time equal
to the validity interval to be a good indication of the link
quality [16].

We selected the transmission power of the nodes to be -15
dBm, which allows a reasonable distance between the nodes
while it is still low in order to preserve energy spent by the
radio. As the antenna characteristics, e.g., size, sensitivity,
differ between the BSN and TelosB nodes, the maximum
transmission range of a node depends on the type of node
involved in the communication. The observed maximum
transmission range from a TelosB to TelosB node is around
13 meter while being 7 meter from TelosB to BSN. The
maximum range of a BSN node communicating to a TelosB
node is observed to be around just 3 meter.

The TelosB nodes are deployed such that the distance
between a mobile and static node is at most 2.5 meter in
the areas where we monitor the employees, allowing every
mobile node to be able to directly communicate to the static
network. The resulting deployment is shown in Figure 5.

For a single experiment we let the mobile nodes send pack-
ets to the sink for half an hour after an initialization phase
allowing all nodes to initially derive their parent. During
the experiment the mobile nodes move through the building
based on typical daily activities of the employees, i.e., work
in an office, gather at the meeting areas and walk between
these areas. After every experiment every node sends pack-
ets with statistics information for performance analysis on
the sink PC.

Figure 6 shows the resulting average, as well as the min-
imum and maximum, delivery ratio observed in our ex-
periments with the two minimum-cost path derivation ap-
proaches while varying the broadcasting/update interval.
The number of hops used by the service for the shown re-
sults is 1. For experiments done with a higher number of
hops we have seen no significant improvement and even ob-
served slight reduction of delivery ratio. This is because, for
the asymmetry as observed in this deployment, we see that
one hop is typically sufficient to receive a packet from the
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Figure 6: Impact of two approaches on delivery ratio

parent on the minimum-cost path, allowing multiple hop for-
warding only to give a very limited improvement (similarly
as observed in the simulations).

First of all, for both approaches the delivery ratio is fairly
low. This mainly has to do with the chosen protocol stack.
We have chosen to focus on a simple protocol stack, but
this approach lacks robustness to packet loss as only a sin-
gle path to the sink is considered and no acknowledgment
approach is used (as this should also be adapted to deal with
asymmetric links). Even though the delivery ratios are low,
for the current experiments we clearly see an improvement
in the average delivery ratio, up to 22%, when using our
service compared to the local broadcast approach.

Between experiments it was hard to replicate exact mo-
bility patterns and the external interference can not be con-
trolled at all. Currently, the impact on the delivery ratio of
these variations between experiments can not be quantified.
We therefore can not give conclusive statements on the opti-
mal parameter values with the current experiments. Future
work will focus on more extensive experiments with larger
networks exploring various protocol stacks.

The experiments with the actual deployment gave us feed-
back on the practical applicability of the service and allowed
us to get more insight in the issues and trade-offs involved as
also described at the beginning of this section. The service
is found to allow an easy integration into protocol stacks for
a practical WSN deployment. From the current experiments
we did observe a significant positive impact on the delivery
ratio when using the service compared to the typically used
local broadcasting approach.

S. CONCLUSIONS

In this paper, we have introduced a distributed service
that allows nodes to maintain accurate information about
the minimum-cost path for deployments with links with an
asymmetric and varying link quality. The service requires
nodes to use controlled n-hop forwarding to communicate
the required minimum-cost path and connectivity informa-
tion across asymmetric links. To maintain accuracy after
dynamic changes in the link quality, the controlled n-hop
forwarding is repeated at a given interval to update nodes
depending on this information.

The design and flexibility of our service allow it to be eas-
ily integrated into existing and new WSN deployments. We
provided insights on the characteristics of a deployment that

impact the accuracy of derived minimum-cost path informa-
tion and the overhead to maintain it. We furthermore dis-
cussed how to set the parameters of the service accordingly.
With the use of extensive simulations and experiments with
an actual deployment, we explored the impact of the param-
eters on the accuracy and overhead of the service for a given
deployment. Simulations and experiments furthermore show
a significant increase in accuracy of the maintained infor-
mation and efficiency of the protocol using this information
compared to the typically used local broadcasting approach.
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