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Behaviors and activities are natural concepts (found, e.g., in
UML and SysML) for model-driven design of Cyber-Physical
Systems (CPS). These concepts are formalized in the ac-
tivity framework, a model-based framework incorporating
a model of activities with determinate timing and behav-
ior, and a strong mathematical foundation based on max-
plus algebra that allows efficient timing analysis and opti-
mization. It provides a layered view of the system’s actions
and events, activities built from them, and sequences of
activities that capture the overall behavior of the system.
Implementations of supervisory control for CPS to govern
the system behavior are often made by hand. Preserving
the specified behavior and the model-predicted timing in
an implementation is challenging, due to the need to si-
multaneously handle action timing, synchronization, concur-
rency, pipelining, and plant feedback. We introduce an execu-
tion architecture and engine to automatically synthesize an
implementation of a supervisory controller directly from a
model specification. The execution engine is guaranteed to
execute a specification in a time- and behavior-preserving
fashion, even in the presence of action timing variations
and including event feedback in a physical execution. We
prove that the architecture and engine preserve the speci-

fied ordering of actions and events of the model as well as
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the timing thereof, up to a known bound. We validate our

approach on a prototype production system.

KEYWORDS
cyber-physical systems, model-driven design, time- and
behavior-preserving execution, discrete event systems,

supervisory control, synthesis

1 | INTRODUCTION

Modeling formalisms such as SysML [1] and UML [2] are widely used to develop systems and model their behaviors [3],
including specification and analysis of Cyber-Physical Systems (CPS) [4, 5]. The behaviors of CPS are typically specified
using the activity views provided by SysML and UML. Flexible Manufacturing Systems (FMS) are a prime example of
CPS, in which integrated, computer-controlled, complex of automated material handling devices process products
with reduced overhead time, effort, and cost to change production line configurations [6].

To properly implement the desired behaviors of such CPS, engineers face challenges, mainly due to the inte-
gral control of timing, synchronization, concurrency, and pipelining of actions and activities, while properly and timely
responding to event feedback from the plant. Handling all these aspects simultaneously, while adhering to the specifica-
tion models, is difficult using current engineering methods. The combination of these aspects in a physical execution
may easily result in non-deterministic behavior that is inconsistent with the intended specification. This makes it
extremely difficult to qualify the system.

The activity framework [7] is an activity-based formalism that focuses on determinate activity models that in-
clude activity timing and behavior. It has a strong mathematical foundation, based on max-plus algebra, that allows
for efficient and scalable timing analysis and optimization. It supports a modular and scalable model-based design
methodology for FMS that focuses on the supervisory control layer that controls the system by orchestrating the ac-
tions and events that the plant layer executes. The framework is being used by various industrial domains (such as
lithography, chip packaging, production printing and warehousing) for specification, mechanical layout studies, and
performance analysis of FMS [8, 9]. It provides an intuitive specification language that abstracts system actions, plant
events and their dependencies into activities. Each such activity represents a determinate piece of system behavior. As
an example, consider the activity of turning a part during production with a gripper, consisting of gripping, movement,
and rotation actions; initial movement precedes gripping, which in turn precedes further movement with rotation
occurring concurrently. Determinacy in the context of the activity framework means that variations in timing or feed-
back within an activity do not influence the behavior of the system for that activity. The activity abstraction provides
timing analysis techniques rooted in max-plus linear systems theory. The framework uses a modular approach to logis-
tics controller specification based on automata theory. It also provides scalable best-case and worst-case makespan
and throughput analysis through analysis of max-plus linear systems.

The activity framework provides model-based design [10] support for FMS. The behavior of the system is mod-
eled and analyzed to obtain a design that satisfies the system requirements. It helps the design process by providing
models that are understandable by engineer and amenable to mathematical analysis and to synthesis. The frame-
work currently requires manual implementation of the supervisory control layer after its design is finalized, which is
cumbersome and error-prone, particularly considering aspects of timing and concurrency. It is difficult to make sure

that the realization conforms to the specification. This article provides a solution to replace this manual process with
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a model-driven synthesis [11] approach, where models are used to drive the implementation process. This has the
potential to reduce the cost and time required to deploy these systems. It also significantly reduces the errors in the
implementation process, and yields a system that preserves the prescribed model behavior and satisfies timing and
performance requirements, by construction.

In this article, we introduce an execution architecture and an execution engine, called the Activity Execution Engine,
to implement supervisory control of FMS automatically from specifications of activity models that include event feed-
back and responses to such feedback. This provides a mechanism to respond to feedback from the plant layer of an
FMS in the specification of the supervisory controller. The handling and timing of behaviors with event feedback can
be captured as a switched max-plus linear system [12]. We define the operational characterization of the execution
in this article. We consider Events as planned notifications of outcomes of actions from the plant to the supervisory
controller that enable the controller to react to occurrences of interest within the plant. Events have a finite set of
possible outcomes that are non-deterministically resolved at runtime. Any physical execution will have timing devia-
tions, which may affect the timing and ordering of other actions and events, admitting undesired non-deterministic
behavior. This makes it difficult to ensure that the system behavior is consistent with the specified behavior in the
model and that its desirable (timing) properties are preserved. Our execution architecture and engine guarantee that
any behavior that is executed respects the occurrence, the order, and the timing of actions and activities as prescribed
by the model. By preserving timing and behavior, our execution engine also guarantees any performance predictions
obtained from the model.

The execution architecture that we present in this article is illustrated in Figure 1. It consists of the physical plant
and our proposed execution engine, which is the implementation of the supervisory controller. The execution engine
is configured with an activity model (with event feedback) of an FMS as input. It executes the model on the plant. It
is organized in three sublayers, responsible for logistics, activity execution, and action execution, respectively, with
well-defined interfaces.

We formulate the correctness relation between the behavior specified by the model and the physical execution
that captures the preservation of the ordering of actions and events of a behavior and their timing, up to a specified
bound, respecting the outcomes of events received during the execution. We then proceed to prove that our execution
engine is time- and behavior-preserving by showing that the relation holds for our implementation. The actions and
events that are executed only depend on the specification and the outcomes of events that materialize at run-time
and not on any timing deviation of actions or events due to the specifics of hardware and/or software implementation

in the execution. Thus, the behavior of the system is determinate up to the resolution of the outcomes of events. We
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Abbreviation

CPS Cyber-Physical Systems

FMS Flexible Manufacturing Systems
DAG Directed Acyclic Graph

LC Logistics Controller

AC Activity Controller

aC Action Controller

xCPS eXplore Cyber-Physical Systems
SC Supervisory Control

FSM-SADF Finite State Machine-based Scenario-Aware Data-Flow
TABLE 1 Table of abbreviations

validate our solution on a prototype production system. Although we use the activity framework and FMS as a driver
for our work, we believe that our approach can be adapted to controller synthesis in other modeling approaches
focusing on determinate behavior and to other types of CPS.

Contributions

The main contributions of this article are as follows:

e a layered, model-driven supervisory-control execution architecture (Figure 1) with well-defined interfaces be-
tween the layers;

e an activity execution engine that takes a supervisory controller model, i.e., an activity model with event feedback,
as input and executes this model in a determinate fashion, up to a specified bound on the timing of actions and
the run-time resolution of events;

e a precise characterization of time- and behavior preservation and a proof that our execution architecture and
engine preserve timing and behavior;

e avalidation of the framework on a prototype production system.

The remainder of this article is organized as follows. In Section 2, we examine related literature and compare the
state of the art to our approach. In Section 3, we describe the modeling framework and present a model of a simple
running example. In Section 4, we discuss the timing and behavior relation that our execution architecture preserves
between the model and the execution. Section 5 precisely defines the problem that we address in this article. Section
6 describes the plant model that is assumed in the architecture, as well as the execution engine, and proves that the
execution engine preserves timing and behavior of the specification. We validate our proposed execution architecture
and execution engine in Section 7. Finally, Section 8 concludes our work. Tables 1 and 2 provide overviews of all

abbreviations and notations used throughout the article.
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sets of actions, resources, peripherals, events, event outcomes (in an activity model)

the resource that contains peripheral p

sets of nodes (Nod) and dependencies (—) in an activity

mapping (M : Nod - A x PUS x {r/, c/} UE) of nodes to types and timing (7 : Nod — Rq)
of nodes in an activity

the set of predecessor nodes of n

sets of states, initial states, labels, final states, and the transition relation of an I/O automaton
a finite set of activities

relation between events and their possible outcomes

an 1/0 automaton with (event, outcome) pairs as input labels and activities as output labels
the empty input label denoting a transition that has no (event, outcome) pair as input

the empty activity without actions or events

the number of times event e is processed in word w

empty sequence of activities

the behavior activity function (that converts a behavior into a single activity)

the activity of behavior P

the processed events function (that provides the sequence of events processed in a behavior)
sequence of (event, outcome) pairs corresponding to behavior P

resource availability function (that provides the availability time for each resource)

the specified model start time of node n € Nod (given resource availability x)

the specified model completion time of node n € Nod (given resource availability x)
specified model start and completion times of nodes in behavior P

the start and completion time of node n € Nod in a physical execution

event delay of event node n with M(n) € E

the start time of a physical execution

execution delay of node n, the delay between triggering an action and its actual execution
upper bound on the execution delays & (n) of all nodes n

the maximum time required to process events

wall clock time of the action controller (aC)

the specified model start time of decision path p (given resource availability x)

model start and completion times of action nodes in p

maximum event outcome sending time from action controller (aC) to logistics controller (LC)
the maximum time that the LC, AC, and aC take to process an event outcome, respectively
the specified start time of activity A (given resource availability x)

the specified start time of decision path p (given resource availability x)

TABLE 2 Table of notations
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2 | RELATED WORK

In this section, we discuss the literature relevant to our work. We present a way to synthesize a model-driven im-
plementation given a set of assumptions on the plant and the model. There exist two main types of approaches to
implementation synthesis. One set of approaches aims to configure an engine that is designed specifically for a given
model of computation [13, 14, 15, 16] and other approaches rely on code generation [17, 18]. Our work fits within
the former category. Implementation synthesis approaches may preserve a variety of properties, such as behavior
and timing. Our work preserves timing as well as behavior, where behavior is preserved through timing guarantees
and respecting event outcomes.

Similar to our approach, where the specification is used to configure an execution engine, an actor-based model
is used to configure an execution run-time component for distributed real-time embedded systems in the PTIDES
framework [13, 14]. Every actor has a set of input ports and output ports and a function that captures the timing re-
lation between them. The framework provides a mechanism to decide whether it is safe to process an input event at
any input port or not, in a distributed execution setting. An event is considered safe to process if it can be guaranteed
that no other event will be arriving in the future that invalidates the current event in light of the model specification.
This is achieved by enriching real-time indeterminate implementation events with deterministic logical timestamps,
decoupled from such physical timing variations. Combined with analysis of the real-time properties of the imple-
mentation, relations can be determined and guaranteed between the implementation and the model. This method
ensures that the execution is in accordance with the model, independent from non-deterministic physical (distributed)
timing variations. Specifically, if the model is determinate, then so is the implementation. Activities can be mapped
to the actor-based model of [13, 14]. However, such a mapping would be at the expense of the scalability and anal-
ysis advantages of our model that come from the multiple levels of abstraction for specification (actions, activities,
automata).

The Sparse Synchronous Model [19] is an imperative programming language, supporting dynamic process creation,
recursion, and run-time scheduling. It is targeting real-time embedded software, allowing programmers to precisely
specify timing aspects as part of the program. SSM decouples specified timing from platform-specific physical timing,
via a platform-specific runtime environment. SSM is inspired by PTIDES and synchronous languages [20], combining
concepts from event-driven execution as in PTIDES with the determinism that is inherent in the semantic and execu-
tion model underlying the family of synchronous languages. It provides flexibility while ensuring that the execution
adheres to the specified timing. It trades expressiveness and flexibility for analyzability. In contrast, our approach is
targeting model-driven supervisory control of CPS, instead of embedded software, where the model supports efficient
and scalable analysis.

Another example of configuring an execution engine with a specification can be found in [15], where Finite State
Machine-based Scenario-Aware Data-Flow (FSM-SADF) [21] is used to specify a multi-processor system. The execu-
tion architecture is configured by allocating resources to actors. Since the approach uses time-division multiplexing,
these resources include processor cores and memory, as well as time slots of those cores to guarantee timing. The
number of scenarios to be executed affects resource budgets and switching time. Pipelining of multiple scenarios is
possible and scenarios are executed according to a sequence. The execution of scenarios is deterministic and data-
driven which allows a predictable timing and worst-case guarantees for them. Our approach also provides worst-case
behavior timing guarantees assuming worst-case timing for actions, but our execution engine follows a time-driven
execution following model-prescribed system timing instead of considering the model timing as a worst-case upper
bound only.

Petri nets [22] are a well-known formalism that could be used to automatically configure an execution engine. An
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example can be found in [16], where they are directly executed on an FMS. A Petri net is systematically specified such
that properties such as liveness and boundedness are guaranteed. A supervisory controller is then given from this
Petri net that preserves these properties. Similar to our architecture, this is executed on the controller of an FMS that
executes the individual actions of the system. The controller runs a Petri net execution engine that is configured with
the specification of the supervisory controller. The order of actions is preserved by the execution engine while timing
of actions is not considered. We assume timed actions and guarantee timing and behavior preservation between the
model and the execution. Furthermore, we enable the supervisory controller to make decisions at runtime based on
different outcomes of events, which is not possible in [16].

Next, we consider code generation methods such as [18], where timed automata [23] are used for code generation
for real-time systems. The model is extended with task graphs to describe dependencies between tasks. Resources of
a task are mapped to semaphores that are used to ensure resource use according to the specification. The automaton
has guards that have clock (i.e., time) and variable constraints. Similar to our work, a deterministic automaton is
used. Determinism is ensured by enforcing priorities to action transitions that are simultaneously enabled and could
cause non-deterministic behavior in the automaton. Timing assumptions are made for the plant that are similar to
ours, namely Assumptions 1 and 2 introduced in Section 6.1. The three levels of abstraction in our framework for
specification (actions, activities, automata) provide more scalability in specification and analysis (using max-plus linear
matrix-vector multiplications) as shown in [7].

Another code-generation method, which is considered a follow-up of the PTIDES approach [13, 14], is underlying
the Lingua Franca line of work [17, 24, 25]. Lingua Franca focuses on providing a deterministic execution for concur-
rent actors (called reactors in the method) that react to incoming events carrying logical time stamps. Communication
between reactors creates dependencies that are similar to our DAG based specifications. The framework supports the
automatic generation of the coordination code that ensures correct execution for a number of different programming
languages. Every reactor is then mapped to a block of generated code with guarantees that concurrent reactors are
executed in a deterministic manner, meaning that a set of inputs always gives a predictable set of outputs. Similar
to behavior preservation in our approach, perturbations in the timing of reactors do not change the behavior of the
system. Recent work details the adding and removing of reactors at runtime [24] and layered scheduling, which de-
couples actors in layers that may be specified with their own deadlines [25]. As for the PTIDES approach of [13, 14],
activities can be mapped to the Lingua Franca model, with the advantage of giving a deterministic execution as op-
posed to the PTIDES execution model. The same scalability advantages (concerning specification and analysis) of our
framework over PTIDES hold for Lingua Franca.

Our action controller realizes time-triggered execution similar to the time-triggered architecture introduced in
[26], where real time is modeled with instances of time with fixed intervals in between them, called durations. A
duration can be of activity (when the modeled system is active, not to be confused with the term activity in this
article) or of silence (when it is not). In our approach, time is not divided into fixed intervals. The time instances
of our model are derived from the specification timings. Our execution engine follows these timings and does not
incorporate a predefined set of fixed durations where it is active or silent. Our action controller is triggered by the
start and completion times of the nodes that it executes and event information that it receives.

The logistics controller of our execution engine is configured with a deterministic 1/O automaton. We do not
make any assumptions on how the logistics automaton is obtained. The 1/O automaton could be synthesized using
the Supervisory Control theory of [27]. In such an approach, the activities would be considered controllable actions
that may emit events, and the possible outcomes of those events would be considered uncontrollable actions which
we respond to by a sequence of activities. Such an approach would guarantee desirable properties such as non-

blockingness.
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3 | SYSTEM SPECIFICATION, BEHAVIOR AND TIMING

In this section, we explain the activity framework [7], including its extension with event-feedback, as introduced
in [12]. We further explain how it captures system behavior and timing, which are preserved by our execution engine.
This section is organized into three subsections, corresponding to specification, behavior, and timing, respectively.

3.1 | System Specification

A system model consists of the following elements, explained in more detail below: a set of activities, an 1/0O automa-
ton that specifies the logistics controller as part of the supervisory controller that captures the possible sequences of
activities that can be executed, and a set of events and their possible outcomes. Activities are composed of actions
and events and the dependencies (precedence relations) between them. The |I/O automaton captures the response
of the logistics controller to the outcomes of events in terms of the activity sequences that it executes.

The basis of an activity model is a set of resources, for instance a turner robot within an FMS that orients pieces
correctly. Such a resource can have peripherals that perform actions. For example, it can have a motor to perform the
action to pick up a workpiece, another motor that can rotate a workpiece, and a gripper that can grab or release a
workpiece. The supervisory control of a machine also requires feedback from the machine. For example, if a turner
fails to pick up a workpiece, the controller needs to respond accordingly. For this purpose, the activity framework
incorporates event feedback [12]. We define the corresponding operational characterization of activity models in-
cluding event feedback in this article. Events are anticipated notifications of outcomes of activities from the plant to
the supervisory controller, which reacts to them. They are non-deterministic (from the model perspective) resolved
at runtime. The turner, for instance, may have an event reporting success or failure, every time it attempts to pick
up a workpiece. To turn a workpiece, the turn activity is performed where the turner moves and grabs a workpiece,
moves to a position where it can safely turn, turns the workpiece, moves back to the position where it grabbed the
workpiece, and finally releases the workpiece in a determinate sequence of actions. Such a turn station may have a
sensor that indicates whether the turner was able to pick up the workpiece or not and report the outcome of the
event that the activity turn emits with one of two possible outcomes, success or failure.

The key concept in the activity framework are activities. We first informally introduce activities using the example
of Figure 2, and then we formally define them in Definition 1. The activity framework models activities as Directed
Acyclic Graphs (DAGs) [28], which are a common way of modeling the behavior of CPS [29, 17]. In an activity DAG,
nodes are either actions performed on peripherals, claims or releases of a resource, or events being emitted by the
activity. The edges represent precedence constraints between them. The concept of resource allows the model
to impose ordering constraints on actions across concurrent, pipelined activities to ensure correctness of behavior
and validity of execution. Resources have to be claimed and released to perform actions on the peripherals of those
resources.

To illustrate the concepts of an activity model, we introduce a running example and use it throughout this section.
Figure 2 depicts activities Actq, Act,, Acts, and Acty of the running example. Action nodes are colored in the figure and
labeled (for example n; in Act;) and their timing durations are shown between parentheses (for instance, duration 1
for node n). We omit node identifiers for resource claim or release nodes for brevity. For example, the three leftmost
nodes in Acty correspond to resource claims, indicated with small colorless circles without identifier. We use labels
on top or at the bottom of each node to depict whether they are actions on peripherals, events, or claims or releases
of resources. For example, node n; represents action a being performed on peripheral p; and the top left node in

Act; corresponds to a claim on resource r;. To avoid clutter in Acty, resources appear out of order in that activity.
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FIGURE 2 Activities Acty, Acty, Acts, and Act4 of the running example. Colors are used to distinguish between
the action nodes of different activities and also between action and event nodes.

Arrows denote dependencies, i.e., the edges of the DAG. For example, in Actq, n, has to complete before nq can start.
Event nodes, such as ns in Act, with event e, represent notifications from the plant layer to the supervisory control
layer. Each event has one or more known possible outcomes and depending on the outcome that is received, the
logistics controller responds by executing a different sequence of activities. It is convenient to have all activities claim
and release all resources, as illustrated in the four activities of Figure 2, even if a resource is not actually used (as e.g.
resource ryp in Actq). Resource claims always precede actions on peripherals of a claimed resource. Claimed resources
are always released again. These conditions, and some others formalized in Definition 1 below, ensure the soundness
of activity definitions.

The activity framework provides a layered model with different levels of abstraction, from individual actions, to
activities, and sequences of activities, captured by a finite state automaton. The automaton uses activities on its
transition labels, making it significantly smaller than a logistics controller that would be specified in terms of individual
actions, which enhances scalability.

The activity framework formalizes these concepts as follows. Let A denote the set of actions, let S denote the
set of resources, and let P denote the set of peripherals. We assume a function R : P — S, such that R(p) is the
resource that contains peripheral p. To model event feedback, we further let E be the set of events and O be the set

of possible event outcomes (of all events). We define an activity as follows.

Definition 1 (Activity). An activity is a quadruple (Nod, —, M, T) where

e (Nod,—) is a DAG, with Nod a set of nodes and — C Nod x Nod a set of dependencies;

e M :Nod —> AxPUSX{rl,cl}UE s a function that maps every node to an action label (a, p) denoting action a on
peripheral p, a release or claim label where (r,rl) denotes a release of resource r and (r, cl) denotes a claim of resource
r, or an event;

e 7 :Nod — Ry is a function that assigns a non-negative time value to every node such that 7(n) = 0 if M(n) €

S x {rl, cl}; T denotes specified duration of an action if M(n) € A x P, and it denotes specified delay of an event
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if M(n) € E.

We write ny — n, to denote that (ny, ny) € —. We denote the transitive closure of — by —*. We define the predecessor
nodes of n as:

Pred(n) = {nj, € Nod | n;, — n}

An activity satisfies the following constraints:

I. All nodes mapped to the same peripheral are sequentially ordered to avoid self-concurrency on a single peripheral:

Y n1.npeNod,ar,ape A pep M # 12 A M(m1) = (a1,p) A M(ng) = (az, p) = n =" n2 vV np =%

Il. Each resource is claimed exactly once:
Vres nyeNod M(n1) = (r,¢l) A Bp,enod M # n2 A M(np) = (r,¢l)

Ill. Each resource is released exactly once:
Vres 3nyeNod M(n1) = (r.r1) A BpyeNod M # n2 A M(ng) = (r,rl)

IV. Every action node is preceded by a claim node on the corresponding resource:

VmeNod,aeA,peP,reS M(n) = (a,p) NR(p) =r = 3nzeNod M(ny) = (r,cl) Ang =% m

V. Every action node is succeeded by a release node on the corresponding resource:

VmeNod,aeA,peP,reS M(n) = (a,p) ANR(p) =r = ElnzeNod M(ng) = (r,rl) Any =% np

VI. Every release node is preceded by a claim node on the corresponding resource:
VnyeNod.res M(n2) = (r,rl) = 35 eNod M (1) = (r,¢l) Ay =% np

VIl. Every claim node is succeeded by a release node on the corresponding resource:

Y eNodres M(m) = (r,cl) = 3p,enod M(n2) = (r,rl) Am =% np

VIIl. No node precedes a claim node:

VmeNod,rES M(m) =(r,cl) = ﬂnZENod ny =% m

IX. Release nodes are not succeeded by any node:

¥y eNod,res M(n1) = (r,rl) = £n25N0d m —*

X. Every event node is preceded by another node:

¥ 1 eNod M(m) eE= 3nyeNod N2 - m

Xl. Multiple instances of the same event in an activity must be sequentially ordered:
YnpnpeNod M(n1), M(nz) € EA M(n1) = M(ng) = m —* na Vg =% m

We denote the universe of activities with ACT.

Nodes that are mapped to an action label are called action nodes. Nodes that are mapped to a release or claim
label are called resource nodes, and nodes that are mapped to an event are called event nodes.
The constraints in the above definition make sure that an activity captures deterministic behavior that can be

executed without erroneous behavior such as deadlocks, actions happening without their resource being available,
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resources not being released after an activity no longer needs them, etc. It is not difficult to see that the four activities
in Figure 2 satisfy all constraints. Constraints (VIII-XI) extend the existing constraints of the activity framework [7].
Also constraints (Il) and (lll) are strengthened. We explain why (II), (lll), (VIII), and (IX) are needed when we discuss
sequencing of activities. Constraint (X) requires that event nodes are preceded by at least one node so that they
depend on at least one resource. This is because the event has to originate from some component of the system and
the framework uses the concept of resources to model system components. Constraint (XI) requires that multiple in-
stances of the same event in an activity are sequentially ordered. This ordering is necessary to maintain a deterministic
behavior when we process the outcomes of the event instances.
We use an I/O automaton to specify the logistics controller. An I/O automaton is defined as follows.

Definition 2 (I/O Automaton). An I/0 automaton [30] is a seven-tuple (Q, S, %, I, O, Q, F) where

e Qis a finite set of states;

e S C Qisaset of initial states;

e 3 isafinite set of labels and I and O are disjoint sets of input and output labels, respectively, such that |U O = %;
e Q C QxIx O xQisa transition relation;

e F C Qisaset of final states.

We write g1 — q if (g1,1,0,g2) € Q for some i and o, and denote the transitive closure of — by ~—*.

With the ingredients of the activity framework defined, we formally define an activity specification as follows.

Definition 3 (Activity Specification). An activity specification is a five-tuple (Acts, E, O, y, Y) where

e Acts is a finite set of activities;

e [ is afinite set of events including all events from the activities in Acts;

e Qs a finite set of event outcomes;

ey C E x O specifies the relation between events and their possible outcomes;

e Yisan /O automaton with pairs of events and their outcomes as input labels and activities as output labels, i.e., I =
Ex OU{A}and O = Acts U {e} where A is the empty input label denoting a transition that has no event and outcome
pair, and e is the empty activity without actions or events.

With the ingredients of an activity model defined, we model the running example as follows.

e A={ab,cdf,g}

* P ={p1.p2.p3.P4,P5.P6}

e S={n,n,n}

e Acts = {Actq,Acty, Acts, Acty} as given in Figure 2
e E={e}

o O={u,u}

o y={(eu) (eup)}

e |/O automaton Y depicted in Figure 3

The system modeled in the running example has six actions (in A), each executed on a specific peripheral (in P)

of one of the three resources (in S). The mapping from actions to peripherals and resources follows from the activity
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(A, Acty)

o~ ((e,u) Acts)
(e Acty) o2 @

FIGURE 3 /O automaton (Y) of the running example

definitions in Figure 2. The system plant emits one event e with two possible outcomes u; or uy as specified by y.
The delay of event e is specified in the DAG of activity Act; in Figure 2, which shows that event e occurs one time
unit after the completion of n3. The I/O automaton specifying the logistics controller is shown in Figure 3. It has four
states, with gg the initial state and g3 the only final state. The transitions are labeled with ((event, event outcome),
activity) tuples, where the (event, event outcome) pair may be the empty input A. The controller starts from state go
and first executes Acty and Act,. Then, reaching state g, based on the outcome of event e, which is emitted by node
ns of activity Act, (as seen in Figure 2), it executes either Act, in response to outcome u; and goes to final state g3,
or Acts in response to outcome u; and returns to go. This shows that, for instance, the sequence of three activities
Act; followed by Act, followed by Act, is an acceptable behavior of the modeled system, since g3 is a final state.
The precise semantics of an activity specification, i.e., the (acceptable) behaviors that it specifies and their timings, is
formalized in the next two subsections.

For proper behaviors of a controller, we require that an automaton in an activity specification does not process
an event that has not been emitted yet by an activity. We further require that the automaton has processed all events
that are emitted before reaching a final state. This ensures that the number of events emitted in the system cannot
accumulate without limit. An I/O automaton is consistent (Definition 18 of [12]) if it follows these two assumptions
and does not contain states that do not lead to final states.

We further assume the I/O automaton specifying a logistics controller to be deterministic and complete:
Definition 4 (Deterministic /O Automata). A deterministic /O automaton is an I/0 Automaton (Q, S, Z, I, O, Q, F) with

e exactly one initial state (S = {s}, s € Q);
® no outgoing transitions from the final states: ﬂ(%,-,o’qz yeQ g1 € F;
e and branches that are only based on different outcomes of the same event: ¥4, 4,¢@.q1.92.95€ Q.i1.in€I,01,0,€0 d1 =

(g1,71,01,92), d2 = (q1,i2,02,93), d1 # d2 = JecEuy.pen it = (e,u1), iz = (e, u2) A (e, u1), (e,u2) €y Aur # up.

Note that the restriction on branches makes sure that we do not have multiple outgoing transitions of any state
with the same label. The 1/0 automaton of the running example (Figure 3) adheres to this. Furthermore, determinism
prohibits multiple outgoing transitions from any state with empty input labels (A).

A complete 1/O automaton is defined as follows.

Definition 5 (Complete I/0 Automata). An I/O automaton is called complete if at every branching state in the automaton
in which an event is processed, there exists exactly one outgoing transition for each outcome of the processed event.

The formalism introduced so far allows us to precisely define the supervisory-controller specification that our
approach takes as input.
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Definition 6 (Supervisory Controller Specification). A supervisory controller specification is an activity specification (Defi-
nition 3) with a complete and deterministic I/O automaton specifying the logistics.

Note that the specified supervisory controller of the running example does indeed have a complete and deter-

ministic 1/O automaton specifying the logistics.

3.2 | System Behavior

Any possible behavior of a system is captured by an accepted word of the I/O automaton in its specification. A behavior
corresponds to a sequence of activities that the system executes in response to a sequence of event outcomes that are
received from the plant. An activity specification with event feedback (Definition 3) and a deterministic I/O automaton
(Definition 4) consist of deterministic parts, which are sequences of activities that emit events, and non-deterministic
parts, which are the event outcomes that are received from the plant and determine the activities that follow. When
an event outcome is received, the sequence of activities corresponding to the outcome is given by a path in the
automaton that starts with a transition that captures that event outcome as input action. Therefore, the complete
behavior the system exhibits in a particular execution depends on the event outcomes that are received from the
plant.
To define system behavior, we first define a word in an I/O automaton as follows.

Definition 7 (Words and Language of I/0O Automata). A word in an I/O automaton Y is a finite sequence of pairs (i,0) €
IxO.Thewordw = (i1,01). (i2,02), ..., (ij, 0;) € (IxO)"isaccepted by Y if there exists a sequence qo. g1, . ... q; € Q*
of states such that qo € S and (qy,iy+1.0y41,qy41) € Q,forall0 < y < j,and q; € F. The language L(Y) is the set of all
words accepted by Y.

An accepted word in the automaton gives a sequence of activities. For instance, the accepted word (A, Acty),
(A, Acty), ((e,up),Acty) of the I/0 automaton of Figure 3 provides the sequence Act;, Act,, Act4. The activity frame-
work provides an operator, called the sequencing operator (Definition 8 given below), to combine a sequence of activi-
ties into a single activity, giving the same order and timing of action and event nodes. We use this operator to convert
a behavior to a single activity (later defined in Definition 11). This facilitates the implementation of the execution
engine.

Figure 4 shows the results of the sequencing operator sequencing Act;, Acty, and then Act4 of our running ex-
ample, after processing event e with outcome u,. The final result, activity Act , 4, corresponds to the accepted word
(A,Actq),(A,Acty),((e, up),Acty) of the I/O automaton (Figure 3). Intuitively, the operator removes the release nodes
of the left-hand side activity and the claim nodes of the right-hand side activity, and adds dependencies from nodes
that precede the removed release nodes to nodes that succeed the corresponding claim node based on the resource
that they claim or release. These claim and release nodes that are removed are colored red in Act; , and Acty.

Recalling from Definition 1, we have two constraints to make sure that (VIII) claim nodes have no dependency
on any other node and (IX) no nodes are dependent on release nodes. To illustrate the reason for this on our running
example, looking at Figure 4, we observe that when sequencing two activities Act; , and Act4, dependencies between
nodes from Act; , that violate (IX) and dependencies between nodes from Act, that violate (VIII) do not exist in Act 5 4.
The required dependencies are captured by new dependency relations between predecessors of the release nodes of
the first activity and successors of the claim nodes of the second.

Note the dependencies from ns to n7, and from ns to the release node of r3 in Act; 54, drawn in red color. These

are added to capture the causality relation due to the outcome of e, produced by node ns and the corresponding



14 Mohammadkhani et al.

Acty » Acty
(rs,cl) (b, p2) (r3, rl) || (rs.¢l) (r3, rl)
Q| @&—0O

(n,cl) (a,p1) (e, (e) (r,rl) (ry,cl) (ri,rl)

(r2,¢l) M (rasrl) || (rascl) (&P (ry rp)
2
(e n4(2) ® | e—(m2>—0

4 |
o AN J

Act1.2.4
(rs,cl) (b,p2) (rs, rl)

FIGURE 4 Activities Act; 2, Acty and Acty 2.4

sequence of activities that are executed in response (in this case, Act,). In general, when an event is processed, a
dependency is added from the node that emits that event to every succeeding node of all the claim nodes of the next
activity to capture this causality. This means that all nodes of the sequence that occurs in response to the outcome
have to wait until the outcome is resolved before they can execute.

The operator also enforces Constraint (XI) for every event, which requires that multiple instances of the same
event must be sequentially ordered. For this purpose, it adds dependencies from every node that emits an event in
the left-hand side activity to every node that emits that same event in the right-hand side activity. This is not visible
in the example, because there only a single event is emitted. This is facilitated by strengthening Constraints (ll) and
(1) compared to [7]. In general, an activity may emit multiple instances of the same event. When we process an
outcome of that event, for reasons of determinacy, we need to take into account which instance of the event is being
processed.

Now that we have intuitively explained how the sequencing operator works, we define it formally. To allow mul-
tiple instances of the same activity to be sequenced without confusing the nodes in their DAGs, we use superscripts
to create unique names for the nodes of the composed activities. If an event outcome is being processed, the oper-
ator also needs to capture the dependencies that arise between the event node of the left-hand activity that emits
the event and the nodes of the right-hand activity that are executed after processing that event. We modify the

sequencing operator of [7] to be able to capture these dependencies as follows.

Definition 8 (Sequencing Operator) Given two activities Ay = (Nody,—1, M1, 77) and A, = (Nody, —2, M2, 73), an
event e being processed, and k denoting the instance number of e being processed. Let the sets of release nodes in Nod,
and claim nodes in Nody be rl; = {ny € Nody | 3,es M1(n1) = (r,rl)} and cly = {n; € Nody | 3,es Ma(n2) = (r,cl)},
respectively. We define A1 k) A2 as the activity Ay 2 = (Nodi 2, —1.2, M1.2, 71.2), with:

Nody 2 ={n' | n € Nody A n & rl; }U

{n? | neNody An¢cl}
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—3$,={(n},n}) | ni =1 nj Anjgrh}u
{(n?,nj?) | nj =2 nj Anj &cl}u
{(n},03) | Gnyerty M1 =1 n)A
(Fngect, Nel —2 n2) }U
{(n},nd) | Ferce Mi(m) = & A Ma(nz) = €'}
ﬁfzz{(nlk,nj?) | ne, € Nody A My (ne, ) = en
n; € Nody A Tngyecl, Net =2 NiA
[{ne | Mi(ne) =eAne =7 ne, } =k -1}
—12= 27, U—,
Mg ={(n", My(n)) | n € Nody A n ¢ rl}u
{(n%, Ma(n)) | n € Nody A n ¢ cly}
Ti2={(n", T (n)) | n € Nody A n¢rl}u
{(n%, T2(n)) | n € Nody A n ¢ clp}

If there are no events being processed when sequencing activities Ay and A,, then we denote the operation with A;.A,,
yielding activity A1, = (Nod », —»fz, M1, T12). For sequencing the empty activity, we have for any activity A, A.e =
eA=A

S
1.2

nodes from both activities, although adding a single dependency from the last node that emits the event in the left-

Note that in the final clause of the dependencies —3 ,, we add dependencies between all pairs of event-emitting
hand side activity to the first one in the right-hand side activity would suffice, yielding an equivalent result, since the
event emissions within both activities are already ordered. However, this would lead to a more complicated definition.
When processing an event, the sequencing operator uses the event that is being processed and its instance
number (k) to capture the causality dependencies due to the event processing, as explained earlier.
We define a function, called the behavior activity function, that gives the activity of a behavior using the sequencing

operator. We let T be the empty sequence (we use it for empty sequences of different types).

Definition 9 (Behavior Activity Function). Given an I/O automaton Y, the behavior activity function 8 : (I x O)* — ACT

is recursively defined as follows, for w € (I x O)* and (e,u) € E x O,

B(t) =€
B(w(A,0)) = B(w).o

B(w((e,u),0)) = B(W)i(e wle+1) ©
where |w | denotes the number of times event e is processed in word w.

Note that the sequencing operator captures the result of |w|®, which is a number, in the variable k in the sequenc-
ing operation Ay;(c «) A2 as defined in Definition 8 because the operator works on activity sequences, and not on I/0

sequences.



16 Mohammadkhani et al.

We use the behavior activity function and the sequencing operator to construct the activity of a behavior (ex-
plained later in Definition 11). In the case of our running example, we obtain B((A,Acty), (A, Act,), ((e,uz),Acts)) =
Actq 2.4 as shown in Figure 4, as follows. The function is recursively evaluated, using the third case in the above defi-
nition, for sequencing Act; , with activity Acty. In this operation, it processes instance k = |(A,Acty), (A, Acty)|¢+1 =
0+ 1 = 1 of event ¢, as no instances of e are processed in Act; or Act, and the first instance is processed in Acty.
The recursive evaluation of B((A,Acty), (A,Acty)) yields, following cases 2 and then 1 in the above definition, the
sequence Actq.Acty = Act 2 of activities to which Act, is sequenced. Hence, the result is Act 2;(e,1) Acts = Acti.24.
We describe in detail how this function is used for activity execution on a physical plant in Section 6.

An activity may emit multiple events with their outcomes resolved by the plant. However, the deterministic 1/0
automaton only processes a single event at each branching state. This imposes an order in which these event outcomes
are processed which is given by the corresponding word in the automaton. The sequence of (event, outcome) pairs of a
behavior corresponds to the order in which event outcomes are processed in the accepted word of the I/O automaton.

We provide a function that extracts this sequence from any given accepted word of the automaton as defined below.

Definition 10 (Processed Events Function). Given an I/O automaton Y, the processed events function V : (I x O)* —

(E x O)* is recursively defined as follows, forw € (I x O)* and (e,u) € E x O,

V(r)=1
V(w(Ao0)) =V(w)
V(w((eu),0)) =V(w)(eu)

To illustrate this function, we use our running example, where V ((A, Acty),(A,Acty),((e,uz),Acts))) = (e, uz).
V((AActy),(A,Acty),((e, up),Acty))) is evaluated, following the third case of the recursive definition, as V ((A, Acty),
(A,Act,)) followed by (e, uy). Applying the second case twice gives V ((A,Acty), (A, Acty)) = V((A,Acty)) = V (1),
which by the first case equals the empty sequence 7. The overall result is therefore (e, u;), representing the emission
of event e with outcome us.

With the sequencing operator and the language of the automaton defined, we now define the behavior of a

system modeled in the activity framework with event feedback as follows.

Definition 11 (Specified System Behavior). Given an activity specification (Acts, E, O, y, Y), the specified system be-
havior P given a sequence of event outcomes provided by the plant is a word in L(Y). Such a word gives a sequence
Actq,Acty, ..., Act; of activities, and a corresponding sequence UP = (e1,u1), (e2,u2), ..., (ej,u;) € (E x O)* of (event,
outcome) pairs that lead to that sequence of activities. Act® = B(P) is the activity of behavior P (Definition 9), and
UP = V(P) is the sequence of (event, outcome) pairs of P (Definition 10).

3.3 | Model System Timing

With system behavior defined, now we focus on system timing. Whenever we execute an activity, it takes time for its
resources to execute the individual actions. This means that executing an activity affects the timing at which system
resources are available. In the activity framework, the state of the system constitutes the availability timing of each of
the resources. While the I/0 automaton captures the possible sequences of activities, it does not capture the timing
of availability of system resources at each state. This is determined by the activities. We capture the resource state
by a function x that maps each resource to the availability time of that resource. In the initial state x(0), all resources

are assumed to be available at time 0. This state is denoted as 0.
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When we execute an activity, the resource availability function is updated to represent the state of the system
after executing the activity, claiming the resources as soon as they are available in the starting state and releasing them
when all actions on them have been performed. We define model system timing as the timings of action and event
nodes as follows. These definitions conform to the max-plus semantics of an activity model with event feedback as
defined in [12].

Definition 12 (Model System Timing). Given an activity (Nod, —, M, 7) and resource availability function x, the specified
start time S(n, x) and completion time C(n, x) of node n € Nod are defined by

(%) x(r) ifn=(r,cl)
S(n,x) =
max epred(m C(n', X) otherwise

C(n,x)=S(n,x)+7T(n)

Wherever x is known from context, we abbreviate S(n, x), C(n, x) to S(n), C(n). For r € R, we define the functions S +r

and C + r as follows

(S+r)(n)=S(n)+r
(C+r)(n)=C(n)+r

Considering activity Act; of Figure 2 as an example, executing this activity from initial state 0 results in resource
release times (completion times of the resource release nodes) for rq, ry, and r3 of 2, 0, and 2, respectively.

Model system timing for a behavior P (Definition 11), denoted by $” (%) and CP (%), can be computed using the
activity of a behavior and a given resource availability function. Wherever x is known from context, we abbreviate to

SP and CP, respectively.

4 | EXECUTION RELATION TO PRESERVE

In this section, we define the relation that we aim to establish between the behavior and timing prescribed by the
specified model and the behavior and timing exhibited by the physical execution. We first define the timing relation.
Intuitively, we want our execution to adhere to the timing that the model specifies. This means the start times and the
completion times of actions and events in the model must be the same as their counterparts in execution, allowing,
however, for some error bound, which we define in this section. We first define notations for start and completion

times of actions and events as well as their durations in a physical execution.

Definition 13 (Physical Execution Timings). Given an activity (Nod, —, M, T), for action nodes M(n) € A x P, the ex-
ecution start time, S’ (n), is the wall clock time when the action starts on the real peripheral of the plant, the execution
completion time, C’(n), is the wall clock time when the action completes on the real peripheral of the plant, and the exe-
cution duration is 77(n) = C’(n) — S’(n). For event nodes M(n) € E, the event trigger time, S’ (n), is the wall clock
time at which the sampling of data starts, the event emission time, C’(n), is the wall clock time at which the sampling of

data completes, and the event delay is 77 (n) = C’(n) — S’ (n).

The activity framework defines start and completion times for actions, but there is no clearly defined relation

between model time and physical time. Because we want to ensure that the timing of the physical execution ad-
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heres to the timing of the model, we need to establish a relation between timing of actions and events in the model
(S(n), C(n), T (n), see Definition 12) and their timing in physical execution (S’ (n), C’(n), 77 (n)). We do so by first
defining the start time of the physical execution as follows.

Definition 14 (Execution Start Time). The start time of the physical execution, denoted by V¥, is the physical wall clock time,
given by the user, at which the execution should start.

Executing actions in reality has complications that the activity framework abstracts from. This includes initializing
the execution parameters and configuring the controller that is used to execute the model. It also includes delays
introduced by the laws of physics since it takes some time for action execution commands to travel inside wires and
reach the peripheral. Finally, the controller has to take some time to compute the action and event nodes to perform.

To address the physical delays in wires and the controller computation time, we define the following and show
how we deal with them in Section 6.

Definition 15 (Execution Delay). Given an activity (Nod, —, M, T) and assuming x(0) = 0, for all n € Nod, such that
M(n) € A x P UE, the execution delay of n is

§(n) = 8'(n) - S(n) =¥

In Section 6, we propose a plant model and an execution engine, that together form an execution architecture.
Assuming the inevitable innate delays are bounded, this architecture provides an upper bound D4 on these execution
delays such that

Y neNod M (n)eAxput 8(n) < Da (1)

and uses the model time as a lower bound such that

¥ neNod M(meaxpuE S’ (1) = S(n) +V

With these definitions, we define the relation that we want to establish between the timings of the action and
event nodes in the model and their corresponding timings in the physical execution.

Definition 16 (Timing Relation and Timing Preservation). Given two pairs of start and completion functions Sy, C; and
Sy, C, all defined over the same domain, the set Nod of nodes, we denote their execution timing relation as

§1,C1 ~ 82,80 &= Y;enodS1(n) < Sp(n) < S1(n) +Da A Ca(n) < Cr(n)

That is, start times S, are not earlier than start times S and not later than S; plus the earlier defined execution delay bound;
completion times C; are not later than completion times Cy. If S, Cy ~ Sy, Cy, then S;, C; is said to preserve the timing
Of S] . C] .

The defined timing preservation relation can be applied to any two sets of start and completion times of a set
of nodes. The intended use though is to apply timing preservation to model times and execution times of a physical

execution, where the model times take the role of S; and the physical execution times take the role of S,.
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Now we define the relation that we want to preserve between the system behavior (Definition 11) and the cor-
responding behavior that the execution engine executes.

Recall that a behavior is an accepted word of the I/0 automaton and the activity and the sequence of (event,
outcome) pairs that are derived from it. A deterministic I/O automaton (Definition 4) is deterministic up to states where
alternative event outcomes give the next deterministic path. The behavior that is executed is one that corresponds to
an accepted word of the 1/0O automaton and is given by the sequence of event outcomes resolved at runtime. Note
that in a deterministic I/O automaton, every accepted word corresponds to a unique path in the automaton.

To define behavior preservation, we first have to note that the specified behavior of a system (Definition 11), when
executed, boils down to action and event nodes that are executed and can be observed in the plant, the outcomes
of the events that were given by the plant, and the order in which the outcomes were processed. Resource nodes
are not observable in the plant and are used as a model abstraction that enables expressing constraints on the model
to ensure correctness of behavior and validity of execution. Therefore, executed system behavior, and consequently,

behavior preservation do not take resource nodes into account.

Definition 17 (Executed System Behavior). The executed system behavior is a set Nod’ of all action and event nodes that
are executed and their start and completion times S’, C’ (Definition 13), and a sequence U’ of processed (event, outcome)
pairs that is received from the plant.

Intuitively, preserving a behavior is executing exactly all the nodes of its activity while preserving all the depen-
dencies between all the action and event nodes and respecting the event outcomes that are resolved at runtime and
processing them in the order that the behavior specifies. Since the event outcomes are determined at execution time
by the plant, the behavior that the execution engine preserves is also determined at runtime. Because the 1/0 au-
tomaton is complete (Definition 5), all possible outcomes of every event that is emitted and resolved during execution
lead to an accepted word, and therefore, to a specified system behavior. We formally define behavior preservation as
follows.

Definition 18 (Behavior Preservation). Given an activity specification (Acts, E, O, y, Y), and starting state x, let P be a spec-
ified behavior (Definition 11) with (Nodp, —p, Mp, Tp) its corresponding activity, and UF its sequence of (event, outcome)
pairs. We say P is preserved if and only if all action and event nodes n € Nodp are executed, no other actions or events
are executed, the same sequence of event outcomes are received from the plant and processed, and for every dependency
n1 —p ny, we have C’(n1) < S’ (ny).

The primary goal of the execution engine and the execution architecture that we present in Section 6 is to preserve
any behavior (Definition 18) and timing (Definition 16) of an activity specification by respecting the event outcomes
that correspond to the behavior, executing exactly all event and action nodes of the activities that it is composed of,
and preserving node dependencies by preserving the start and completion times of those nodes.

5 | PROBLEM STATEMENT

With the precise definitions of a supervisory controller specification (Definition 6) and its operational characteriza-
tion, as well as the formalization of the physical timing and behavior of a plant, we can precisely phrase the problem
addressed by the proposed execution architecture, which is how to execute the supervisory controller of a plant, spec-
ified as an activity specification with event feedback (Definition 3) such that any behavior that is executed respects the

order and outcomes of events received from the plant, preserving timing (Definition 16) and behavior (Definition 18).
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In the next section, we first present the assumptions on the plant and on the execution engine that, together,
form the assumptions that we need for the execution architecture to preserve timing and behavior. In Section 6.5,
we prove that it does preserve the timing relation (Definition 16) for any behavior. Preservation of node dependen-
cies (Definition 18) then follows from that. We also explain how it respects event outcomes and preserves the set of
action and event nodes that it executes.

6 | EXECUTION ARCHITECTURE

In this section, we define our execution architecture composed of the supervisory controller and the plant (Figure 1).
We first describe what assumptions we impose on the plant, then we describe the execution engine. Afterward,
we show our approach using the running example. Finally, we discuss the boundedness of the delays associated with

executing a model, and we prove how our architecture preserves the relation between the specification and execution.

6.1 | Plant

For our execution engine to work properly, we need two assumptions on the plant.

Assumption 1 (Execution Duration Bounds) The plant performs the set of actions with known bounds on their execution
durations.

Assumption 2 (Execution Delay Bounds) There is a known bound on the amount of time that the plant takes to initiate
actions or to process event data, and observe node completions. We denote the Execution Delay Bound with Da.

These assumptions are reasonable for any CPS unless there is a failure in the system. Any failure that violates any

of the above assumptions can be detected by the execution engine. It then provides an error message.

6.2 | Execution Engine Description and Formalization

The execution engine is configured with an activity specification (Definition 3). When configured, it constitutes the
supervisory controller. It has three layers each corresponding to the different layers in the model. At the top of the
execution engine, we have the Logistics Controller (LC). This layer is configured with the logistics controller specifi-
cation (the I/0O automaton) and is responsible for executing it, ensuring that the right activities are executed, in the
right order, in accordance with the received event outcomes, as specified. In the middle layer of the engine, we have
the Activity Controller (AC), which is configured with activity specifications and is responsible for the execution of
activities, respecting specified dependencies between actions and on the resources. At the bottom layer of the engine,
we have the Action Controller (aC), which is configured with action and event node specifications and executes them
on the plant using a time-triggered approach.

Recall that the model consists of deterministic parts, which are sequences of activities that emit events, and non-
deterministic parts, which are the event outcomes that are received at runtime from the plant and determine the ac-
tivities that follow. The execution engine iteratively executes deterministic parts and processes the non-deterministic
event outcomes from the plant.

The deterministic I/0 automaton (Definition 4) captures the deterministic parts of the model with paths through

the automaton with all intermediate states, if any, only having one outgoing transition. These paths have no repeated
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states except possibly the first and last states, and they end with a state that is either a final state or a state with
multiple outgoing transitions. The states with multiple outgoing transitions capture the non-deterministic part of
the behavior with branches that correspond to the different outcomes of the same event. So the overall behavior is
deterministic up to event outcomes. The branching states are where the controller decides on the transition to take
based on the event outcome that has been received. We call these states decision states.

Definition 19 (Decision State). Given a deterministic I/0 automaton (Q, S, %, I, O, Q, F), a decision state is a state in Q

with more than one outgoing transition.

Going back to the 1/0 automaton of the running example (Figure 3), state g, is a decision state (and it is the only
one). The sequences that we execute correspond to a path in the logistics automaton.

Definition 20 (Path). Given an I/O automaton (Q, S, %, I, O, Q, F), with g, € Q,i; € I,and o; € O, for0 < k < n,
1 <1 < n,and some n € N, a path is a sequence of 4-tuples p = (qo, i1,01,91), (q1,i2,02,G2), .- . (Gn—1, in, On, Gn) Such

that (gj-1.ij, 0, q;) € Qforeach1 < j < n.

For instance, (qo, A, Act1, 1), (g1,A,Acta, g2), (g2, (e, u1),Acts, o) is a path in the I/O automaton of our running
example.

The execution engine divides any path in the automaton that it is executing into its constituent deterministic parts
called decision paths.

Definition 21 (Decision Path). Given a deterministic I/0 automaton (Q, S, %, I, O, Q, F), apath (qo, i1, 01, q1), (g1, i2, 02,
g2)s ---»(qn-1.1n,0n, qn) is a decision path if qq is either an initial state or a decision state, and g, is either a final state

(g € F) or a decision state, and g, . .., q,—1 are not decision states.

The decision paths of the running example are p1 = (qo, A, Act1, 1), (g1, A, Acta, g2), p2 = (g2, (e, u1),Acts, qo),
(qo. A, Act1, q1), (1, A, Actz, g2), and p3 = (g2, (e, uz), Acts, g3).

Before the execution of a model starts, we have an initialization phase where the execution engine is configured
with the model. It starts when the LC reads the transition labels of the 1/O automaton starting from the initial state
until it reaches a decision state or a final state and then forms a decision path p. The LC then sends the sequence of
activity labels corresponding to p to the AC. We assume that logistics automata do not have states without paths to

a final state. Such states are redundant in specifying behavior, and they complicate model-driven execution.
Assumption 3 (No Blocking States). All non-final states in the logistics automaton have a path to a final state.

When the activity controller AC receives the sequence of activity labels from the LC, it sequences them (based
on Definition 8). This essentially means that the AC executes a single activity. This facilitates implementation. The AC
computes the start and completion times of every node in the executed activity based on the availability of resources
and the completion time of the event node that they depend on (given by the behavior activity function, Definition 9).
Then, the AC sends the labels of the action nodes and the event nodes of the resulting activity and their specified start
and completion times to the aC to be executed in a time-triggered manner. The initialization phase ends when the aC
has received and prepared its first set of nodes and is ready to execute them. The delay caused by this initialization
is not different from the initialization delay of other controllers used in CPS. Since we want to be precise, making all

requirements explicit, we assume the following.
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Assumption 4 (Execution Start Time). ¥, is a moment in time far enough in the future to allow the initialization to take
place before it.

Another assumption in our approach is that the specified model timing of every action is at least equal to the
physical action execution duration plus the execution delay upper bound D4. That is, model timings are conservative
with respect to physical action execution times. This ensures that the time-triggered execution of the aC keeps the

timing and order of actions prescribed by the specification. Formally, we write this assumption as follows.

Assumption 5 (Conservative Action Durations) For all action nodes n in an activity specification, 7(n) = 77 (n) + Da.

After the aC receives the node labels and their specified start and completion times from the AC, it sorts them
based on their intended start time S(n) + . Then, it compares its clock y with the intended start time of each node
it has received from the AC, and executes each action or event node when its time arrives (y = S(n) +¥). To execute
event nodes, the aC translates data from the plant to event outcomes and sends those to the AC. The aC also observes
the execution of action and event nodes on the plant to check whether they complete within their model-specified
time (Assumption 5). If an action or event node should not complete before its specified completion time plus ¥
(this could only happen in violation of the assumptions), appropriate action can be taken, such as warning the user or
logging the violation.

When the AC receives an event outcome from the aC, it notifies the LC of the outcome of the event as soon as
possible. Then, the LC traverses the I/O automaton to the next decision state and sends the corresponding sequence
of activity labels to the AC, as well as the event being processed and its instance (e and k of the sequencing operator,
Definition 8). These steps repeat until we reach a final state at which point the execution terminates.

Considering the delays that impact the execution times, we let Dg (event processing time) denote the maximum
time that it takes for the execution engine to receive an event outcome, find the next decision path, sequence the
corresponding activities, and prepare to execute the action and event nodes of that activity. Hence, Dg denotes the
maximum time required to process events.

To provide enough time for event processing, we assume that the specified delay of an event (7 (e)) is larger
than the time that it takes to resolve (77 (e), Definition 13) and process (Dg) the outcome. If a specification does not
satisfy this assumption, the controller will not have enough time to process the outcome, leading to the execution

being delayed. Recalling D4 from Equation 1, we formalize this assumption as follows.

Assumption 6 (Conservative Event Delays) For all event nodes n in an activity specification, 7(n) > 77 (n) + Dg + Da.

Note that Assumptions 1-6 do not limit the use of our approach beyond what can be considered a typical system.
Assumption 1 (Execution Duration Bounds) means that system actions eventually end and their duration is known.
This covers the majority of CPS. The same can be said about Assumption 2 (Execution Delay Bounds) which informally
means that the communication between the controller and the actuators is reliable with a known bound on its delay.
The other assumptions are on the model specification. Assumption 3 (No Blocking States) ensures that the model has
no redundant states. Such states, if present, can easily be removed from a model before execution. The other three
assumptions ensure that a specified model meets the timing requirements of the plant. Assumption 4 (Execution Start
Time) ensures that the user allows proper time for the controller to initialize before it can start any action. The last
two assumptions ensure that model timings of action execution and event processing are conservative with respect

to physical reality. We are explicit about our assumptions for completeness and to be precise.
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6.3 | Example Execution

We now show how the execution of a supervisory controller specification works using the running example. During the
initialization phase, the logistics controller LC is configured with |/O automaton Y (Figure 3) and the activity controller
AC is configured with the activities (Figure 2). The LC starts from the initial state go of 1/0 automaton Y and traverses
the automaton until it reaches a decision state. Since g; has only one outgoing transition and is not a final state,
LC continues to g, where there are multiple outgoing transitions with event outcomes. Therefore, g, is a decision
state where the LC stops traversing the automaton and sends the activity-label sequence Act;, Act, corresponding to
decision path p; introduced earlier to the AC.

At this point, the AC obtains Act; , using the sequencing operator and sends the labels of the action and event
nodes and their start and completion times to the action controller aC. The aC now has the set {(n;,¥ + 1,¥ +
2), (n, ¥, ¥ +1), (n3, ¥Y+2,¥+3), (ng,¥,¥+2), (ns5, ¥ +3,¥ +4)} of action and event nodes to execute, where each
triple in the set is an action or event node with its intended start and completion times ¥ + S(n) and ¥ + C(n). The
aC sorts these nodes based on their intended start times. The first nodes to be executed are nodes n, and n4. When
the clock of the aC y reaches V¥, it executes n, and ng. When y = V¥ + 1, it executes nq. Note that Act; claims both
r1 and r3 while ny executes, but n; only executes on peripheral p; of r; and r3 remains claimed until the completion
time of ni. When y = V¥ + 2, it executes n3. When y = V¥ + 3, it samples the sensor corresponding to the event e,
translates the data to an outcome of e, and sends it back to the AC. The operation of the execution engine explained

here is illustrated in Figure 5.

When the action controller aC notifies the activity controller AC of the outcome of event e, the AC notifies the
LC of the received outcome and the LC traverses the corresponding path in the automaton to obtain the next activity-
label sequence to send to the AC. This next sequence is determined by the outgoing transitions of g, that process
event e emitted by Act, with two possible outcomes, u; and u,. If we assume that the outcome v is received, the LC
sends the activity-label sequence corresponding to decision path p,. This brings the execution to a repeating sequence
of activities (Acts, Acty, Act,) being executed that lasts as long as the outcome of e is uy every time it is emitted. If
uy is received, the LC sends the activity sequence corresponding to decision path ps. In this case, the activity Acty is
executed after which the execution halts. Note that the AC is made aware by the aC what node emitted the event e.
Therefore, it has the necessary information to correctly sequence the following activities with their dependencies to
the event node (depicted in red in Figure 4).

Figure 5 shows the execution of the decision path p1, receiving event outcome w1, and consequently executing
p2 (for brevity, p, is only partially depicted). There are three rows corresponding to system resources ry, rp, r3. Solid
blocks on the upper side of each row depict model durations of action and event nodes, while hatched ones on the
lower side represent execution durations. Solid blocks on the lower side at the start and end of each hatched block
represent execution delays which are together bounded by Da. Since Acty claims both r; and r3 while n; executes,
it is depicted by two sets of blocks each time that ny executes, one on r; where it executes (a, p1) (with a solid and
a hatched block), and another on r3 which is only claimed by Act; and no action executes on r3 (hence, no hatched
block). Based on Assumption 6, the aC sends the outcome of event e at time C’ (e) which occurs before ¥ +4 — D at
the latest. Therefore, the execution engine has enough time to send the nodes of p; to the aC to be executed. Thus,
we hide Dg and prevent it from causing any delay in the execution of nodes, compared to the model. Nodes n4 of Act,
and ng of Acts execute after the completion time of event node e because they cannot start before e is resolved and
therefore, there is an implicit dependency between them. The execution of ng of Act; means that n, of (the second
instance of) Act; executes at ¥ + 6 (and consequently n; of Act; at ¥ + 7) because they depend on r3, whereas ny4

executes at ¥ + 4 since all its dependencies are met at that time.
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6.4 | Delay Bounds

Our architecture has delays that are bounded by Dg and D4 . Since the existence of bound Dy is an assumed property
of the plant, we determine the value of bound Dg. We start by showing that our restrictions on the 1/0O automaton
and activities ensure that the number of activities and the number of nodes to be processed and executed in each
iteration of the execution engine have a known bound. Then, we show that the timing relation (Definition 16) holds
(Proposition 1).

The 1/0 automaton is deterministic with finite sets of states, input labels and output labels. The number of
decision paths that the LC reads is finite. If the automaton has cycles, then since a cycle cannot contain any final state,
and based on Assumption 3, it must have a branch that leads to a final state. Therefore, the state with that branch
is a decision state where the LC stops reading the activity labels of that cycle and sends the decision path that it has
obtained so far to the AC. Therefore, cycles do not cause the specification to have an infinite number of decision
paths. This also makes the number of activity labels given by a decision path and sent to the AC finite and bounded
by the longest decision path which can be determined from the specified 1/0O automaton. Because an activity has a
finite number of nodes, the number of nodes to be executed at any time during the execution is finite. This number is
bounded by the largest number of nodes in any decision path. Since when processing an event, the execution engine
is dealing with a bounded number of these bounded ingredients of the specification, then the time to process an event
must have a bound, which we call Dg. Dg may be computed using the following equation:

D = Devent + Dic + Dac + Dqc

where Dgyent is the maximum time that it takes for an event outcome to be sent from aC to the AC and finally to LC,
D¢ is the maximum time that the LC takes to read the largest decision path in the automaton and find the activity
label sequence and send it to the AC, Dac is the maximum time that the AC takes to sequence the largest activity
sequence and find node start and completion times and send them to the aC, and D¢ is the maximum time that the
aC takes to prepare the largest number of nodes in any decision path that it has received. D;c, Dac, and D,c depend
on the size of the specification, while clearly, all these values, including Dgyent, depend on the speed of the processing

platform and the implementation.

The LC performs a number of operations to read transition labels of a decision path and send them to the AC that
grows linearly with the number of transitions. Let L (p) be the length (the number of transitions) of a decision path p in
the I/O automaton. The computational complexity of the operations that the LC performs is O(L(p)), which means

that the execution time of the operations grows linearly with the length of p. The AC performs the most complex
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FIGURE 6 Execution chart of a sequence of decision paths

operations of the entire engine. Based on the activity labels received from the LC, it finds the DAG of each activity,
which depends on L(p). It then sequences all activities of p. The sequencing scales with the number of resources of
the activities we sequence, R(Act), Act € Acts, and the number of nodes in them, see — 5 in Definition 8. The AC
then sends node information to the aC, which is of complexity O(L(p)). Therefore, Dac = O(L(p) x |Acts| + L(p) X
R(Act)? x |Noda|?). Finally, for aC, we have Dyc = O(N(p) log(N(p))) where N(p) is the number of nodes in p,
since it sorts the actions that it receives.

Dg can be computed if the processing platform gives hard real-time guarantees on its timings. For instance, by
measuring how long the LC takes to perform its operations for every transition, including reading and sending, we
can compute the time that it needs for every decision path. Using the longest decision path in the automaton, we can
compute the bound D;¢. If we use a processing platform without timing guarantees, Dg may be determined through

measurements.

6.5 | Time- and Behavior-Preservation Proof

Recall that the aC implements a time-triggered execution. For time-triggered executions in general, there are two
cases to be made for execution start time of every node. Either it has received the node and is prepared to execute it
when its time arrives, or it receives the node after its time arrives. We denote the time at which the aC has all nodes
of a decision path p and is ready to execute them by 72€ (p) and formulate the above argument as follows.

VneNod, S’ (n) = max(S(n) +¥ +8(n), T° (p)) (2)

To formally prove that our execution engine satisfies the timing relation (Definition 16) between model and execu-
tion, we first need to introduce a few notations in relation to the timing aspects of decision paths. Since decision paths
give sequences of activities and activities have timing properties, we can derive the timing properties of a decision
path based on the timing of its activity sequence, given a starting state. For that, we first introduce the start time of
an activity.

Definition 22 (Specified Start Time of an Activity). Given activity A = (Nod4, — 4, Ma, Ta) and resource availability



26 Mohammadkhani et al.

function x, the specified start time of activity A is defined as

min, x(r), if Nods = @
S(A %) = r X(r) A
Minpenod, S(n, %), if Nods # @

Wherever x is known from context, we abbreviate S(A, x) to S(A).

Based on the start time of the activity sequence of a decision path, we define the start time of a decision path as
follows.

Definition 23 (Specified Start Time of a Decision Path). Given decision path p = (qo, i1,Act1,q1), (g1, i2,Act2, g2), . . .,

(gn-1,in,Actn, gn) and resource availability function x, the specified start time of decision path p is defined as
S(p,x) = S(Acty 2. .. .p, X)

(with Acty 5. ..., defined in Definition 8). Wherever x is known from context, we abbreviate S(p, x) to S(p). We refer to

start and completion times of action nodes in p with S and C”, respectively.

Given the notations above, now we prove that the execution engine satisfies the timing relation (Definition 16).
We start by introducing a lemma that shows given our set of assumptions, the execution engine satisfies the execution
relation for any path in the 1/O automaton. Then, since any specified behavior is a path made of a sequence of
decision paths in the automaton, we prove that the execution relation is kept by our execution engine for any activity
specification with event feedback that satisfies our assumptions. We use Figure 6 in our proof, which depicts the
Gantt chart of a specification.

Lemma 1 For any path p = p1,pa....,p; in an I/O automaton where p; are decision paths, for all k € N,1 < k < i, we
have SPk + ¥, CPk + ¥ ~ S'Pk C'Pk.

Proof We break down the relation into its constituent inequalities according to Definition 16 and prove them indi-
vidually. For all n € Nod,, and assuming starting state xo, we prove

S(n, %) +¥ < S"(n, Xp) (3)
S’(n, )70) < S(n, )_(0) +V¥ +Dp (4)
C’(n, %) < C(n, Xo) +V¥ (5)

The aC uses a time-triggered execution mechanism that, by design, does not execute any action too early. There-
fore, Equation 3 follows trivially from Equation 2.

We prove Equations 4 and 5 by induction on the number of decision paths in p. For the base case k = 1, the
execution starts after all three layers have performed their tasks on p; and by definition, we have ¥ = S’ (p;). The aC
hasallnodes n € Nod,, thatit needs to execute at time \¥. This means that 72C (p1) < S(n)+¥foralln e Nod,, . Based
on the principles of time-triggered execution (Equation 2) and the upper bound on execution delays (Assumption 2),
we get (for brevity, omitting Xy henceforth)

S’(n) < S(n) +¥ +Dpa
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Therefore, Equation 4 holds for kK = 1. Because node durations are conservative (Assumption 5) and they start ex-
ecution within a given bound from their model time (Equation 4), we add these two inequalities together to prove
Equation 5.

S’ (n)+ T (n)+Px < S(n)+¥+Dg+7T(n)
By replacing the time durations 7(n) and 77 (n) by their start and completion times (Definition 12,13), we get
ST+ C' (n) — SHY < Skrr) + ¥ + C(n) - Skr)

This means that Equation 5 also holds for k = 1.

Our induction hypothesis is that Equation 4 and Equation 5 hold for path k, and we prove the relation for the
induction step to path k + 1. Let e, be the event emitted by p,, the outcome of which determines the next decision
path. From the induction hypothesis, we know that §’(ex) < S(ex) +¥ +Da. Since event delays are conservative, by

adding Assumption 6 to this equation, we get
S’ (ex) + T (ex) + P& +DE < S(ex) +¥ +Bx+ T (ex)
We replace the time durations 7(n) and 77 (n) by their start and completion times (Definition 12,13), and we get
Slker) + C’ (ex) — SHex) + D < Stegy + C(ey) — StegT+ VY

Because C(ex) < S(pks1), and C’(ex) + D = 72 (prs1), We can write

T2 (pks1) < S(pks1) +¥
From Definition 23, we conclude that

VneNod S,(ﬂ) < S(n)+‘{’+[|]>/\
Pk+1
This means that Equation 4 holds for k + 1. The proof for Equation 5 holding for k + 1 follows the same identities as
for the base case. We conclude that Equations 4 and 5 hold for case k + 1. This concludes the induction proof, and
consequently, the complete proof.
Proposition 1 For any activity specification with event feedback (Definition 3), under Assumptions 1-6, let ¥ be the start
time of the execution. If SF, C* are specified start and completion times, and S’?, C’F are the execution start and completion
times of the nodes in a behavior P (Definition 11) of the specification, then S” +¥, CP +¥ ~ §’P, C’F.
We prove Proposition 1 using Lemma 1.

Proof To prove Proposition 1, we observe that any behavior P of an activity specification with event feedback is

derived from an accepted sequence of decision paths in the automaton. Since Lemma 1 shows that any sequence of

decision paths is executed on time, then P is executed on time. Therefore, S + V¥, CP +V¥ ~ §’P, C’P.
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Note that preserving dependencies between nodes follows as a corollary of Proposition 1.

Corollary 1 For any behavior P of a given activity specification with event feedback, if Proposition 1 holds for the start and
completion times of action and event nodes in P, then for all action and event nodes n1, n, € Nodp such that ny — n,, we
have C’(n1) < S’ (n2), meaning that all node dependencies in P are preserved. u

By design, the execution engine respects the values of the event outcomes that correspond to the behavior that
it executes and processes them in the order specified by the behavior, and it executes all the action and event nodes

of that behavior. Therefore, the execution engine preserves the behavior that it executes (Definition 18).

As a result of the reasoning so far, we can formalize the main contribution of this article in a theorem that states
the time- and behavior preservation of our execution architecture.

Theorem 1 For any supervisory controller specification (Definition 6) consisting of an activity specification (Definition 3)
with a deterministic and complete logistics I/O automaton, under Assumptions 1-6, any behavior that is executed, is executed
in a time- (Definition 16) and behavior-preserving (Definition 18) manner. [ ]

7 | VALIDATION

In this section, we first introduce the eXplore Cyber-Physical Systems (xCPS) [31] platform (Figure 7) as a case study.
Then, we validate our approach on it by demonstrating that the execution engine executes the xCPS Supervisory
Control (SC) specification in a time- and behavior-preserving manner. The SC specification is an activity model (Defi-

nition 3) of the xCPS with a deterministic and complete |/O automaton.

7.1 | Case Study: The xCPS Platform

The xCPS is a small-scale production line. It is capable of producing different products. One of its production scenarios
is that it assembles top pieces and bottom pieces, and outputs the assembled products. The machine captures the
features and behavior of FMS present in industry. The pieces go through several processing steps in the machine
using belts and stoppers: first, a gantry arm collects them and puts them onto an input belt, which moves them to a
turner station where all tops are correctly oriented. The bottoms are assumed to be correctly oriented so they pass
through this station. After the turner station, the bottoms are pushed to an indexing table by a switch, and the tops
move to an assembler. The proper routing of pieces is managed through a number of sensors, stoppers, and switches.
When a correctly-oriented top arrives at the assembler, the assembler picks it up and waits for the bottom that was
pushed to the indexing table. The table rotates and positions the bottom under the assembler station. The assembler
then puts the top that it picked on the bottom on the indexing table. Afterward the assembled product is pushed to

the output belt by a switch and is removed from the assembly line.

We illustrate how our proposed model-driven approach to the realization of supervisory control takes an activity
model of the xCPS system that is used to automatically configure the reusable execution architecture to realize xCPS's
supervisory control, properly handling the action timing, concurrency, pipelining, synchronization, and event feedback

in the system.
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Figure 8 shows a Gantt chart of a behavior of the xCPS producing two products (for brevity), where horizontal bars
correspond to actions on peripherals and the arrows in between them are the dependencies. The structure of actions
and dependencies is complex, because the actions of the sequences activities are pipelined, and partially concurrent,
and synchronizations occur due to resource sharing and processing of event outcomes. Configured with the specifi-
cation of the xCPS SC, the execution engine becomes the supervisory controller, performing all necessary actions to
produce products, while preserving time and behavior for all action and event nodes.

To properly control the xCPS we need to preserve the model start and completion times with timing errors
bounded by a time value, denoted by B, determined by time-critical actions of the xCPS. The act of pushing pieces to
the indexing table using Switch 2 (see Figure 7) is the most time-sensitive action of the xCPS. This action has a time

window of 20 milliseconds to be correctly executed, computed based on belt speed and distance. Missing this time
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FIGURE 8 Gantt chart of the xCPS producing two products



Mohammadkhani et al. 31

window means the piece can no longer be pushed to the table (Figure 7b). Therefore, we take B = 20 milliseconds as
the required time bound for the execution relation. The execution engine must satisfy this property to ensure proper
control of the machine.

Recall that behavior is preserved since, through timing preservation, a node never starts earlier than the comple-
tion time of a node it depends on, all nodes of a behavior are executed, and all event outcomes of a behavior are
respected (conform Theorem 1).

Given the specification of the xCPS, we must check whether it satisfies Assumptions 5 and 6. Therefore, we first
establish the execution delay bound (D4) of the nodes, as well as the event processing delay bound (Dg). Then, we
determine the worst-case execution duration (77 (n)) of actions and the delay of events in the system (Definition 13).
With these values, we can determine if the specified duration of action nodes and the specified delay of event nodes,
satisfy Assumptions 5 and 6, respectively.

To establish the execution delay bound (D), we measure the response time of the aC for every node and check
how long the aC takes to process each action or event node. Establishing D4 is also necessary to check if we can
meet the time-criticality of nodes in the xCPS such that D4y < B. Then, from these measurements, we determine Dy
There are variations in these measurements because we run our engine on a Linux machine that has tasks to perform
beside the execution engine, and they take time. We observe that the aC takes consistently less than 1.4 milliseconds
to process nodes. To allow some margin, we determine D = 1.6 milliseconds as the bound that the execution engine
guarantees on the execution delay of nodes. Note that establishing D also satisfies Assumption 2.

Next, we establish Dg based on measurements on the execution engine. Since we run the engine on a Linux
machine that cannot guarantee timing, we cannot compute Dg based on the size of the specification. We use the
largest decision path in the specification based on the total number of nodes in its activities to establish the bound
De. We discussed in Section 6.4 why that is the largest contributor to the time that it takes to process an event. By
giving the largest decision path to the engine in a test scenario (not connected to the physical machine), and measuring
the time that it takes to sequence all the activities in that decision path, we can determine individual components that
make up Dg. Note that the values of 7(n) have no effect on the results of this test. The largest decision path of the
xCPS specification has 75 nodes. We observe Dgyens < 0.5, Dic < 1.8, Dac < 2.8, and Dyc < 0.8 milliseconds for the
processing time of this decision path. Therefore, we determine Dg = 6 milliseconds (rounded upwards). Further, we
observe the time needed to resolve the assembler event is 77 (e) < 1.9 milliseconds, which we then use to check
the event delays of the model to satisfy Assumption 6. The specified delay of the event node of the assembler is 10
milliseconds which satisfies Assumption 6 since 10 > 1.9+ 6 + 1.6.

To determine 77 (n) for action nodes, we examined the timings of the actions that the xCPS performs. Some
actions, such as movements of the gantry arms, are controlled by a dedicated precision motion controller that moves
the arms very accurately. These actions do not need timing measurements since we can determine the bound on their
timing based on the configuration of their controller. For actions that have very little variation in their timing, we per-
formed 20 measurements and for the ones that have large variation in their timing, we performed 100 measurements.
In both cases, for every action, the bound on their timing was determined to be the maximum over all measurements
of that action (Assumption 1).

Having the 77 (n) of all action nodes, Da, and Dg, we then check their timing in the model. The xCPS specification
satisfies Assumption 5 for all nodes.

Our execution engine guarantees time and behavior preservation under Assumptions 1-6. So far, we have deter-
mined Dy, Dg, and 77 (n) of all action and event nodes for the xCPS, satisfying Assumptions 1, 2, 5, and 6. Now we
check the rest of our assumptions, and then, we execute the complete specification.

To ensure that the I/O automaton of the xCPS has no blocking states (Assumption 3), it was synthesized using the
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FIGURE 9 &(n) for all nodes over 10 runs of the xCPS

approach of [8] with modular automata that describe the order of activities executed in each station of the xCPS. For
example, an automaton describes the different allowed orders of activities that can be executed around the indexing
table to safely align it with the belts for pushing products on and off of it, as well as aligning it with the assembler to
assemble a product. The approach is based on SC synthesis theory of [27], and ensures non-blockingness because
transitions leading to blocking states are pruned during synthesis. We synthesized an |/O automaton to produce
three products that has 1,169 states and 3,221 transitions. A deterministic I/O automaton was then derived from
the result and was given as logistics automaton to the execution engine. This was done by pruning transitions that
violated the restrictions of a deterministic 1/O automaton. For every state, we only allowed one outgoing transition
unless they were based on different outcomes of the same event. Then we removed the states and transitions that
became unreachable because of the pruning. As a result of the synthesis, the /0 automaton had only one initial and
one final state and no outgoing transition from the final state. The deterministic I/O automaton has 59 states and 61

transitions.

To ensure that the engine has sufficient time to initialize (Assumption 4), we measure the initialization time of the
execution engine by initializing the complete specification of the xCPS. Since our implementation is based on a Linux
machine, we perform this test 20 times. It consistently takes less than 800 milliseconds to prepare every layer and
start executing the nodes. Therefore, we choose V¥ to be the wall clock time one second in the future from when we
start the execution.

Now that all the specification and the plant assumptions are satisfied, we run the complete specification 10 times,
each time producing three products. Figure 9 shows the distribution of §(n) for all action and event nodes over 10

runs of the system. Every run executes 241 action and event nodes, 2410 in total of 10 runs. We observe that
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Da < B. Meaning that the execution engine guarantees an execution delay bound for all nodes that satisfies the
time-criticality of actions in the xCPS. We further observe that a great majority (71%) of action and event nodes are
executed less than 391 microseconds after their model start time. We notice that §(n) increases when there are many
nodes starting at the same time and the hardware concurrency of our controller does not provide enough resources
to handle all of them concurrently.

Our implementation of the execution engine has been instrumented with OpenTelemetry [32] at the Action Con-
troller and Activity Controller layers. OpenTelemetery is a collection of APls, SDKs, and tools, used to instrument,
generate, collect, and export telemetry data (metrics, logs, and traces) to analyze system performance and behavior.
Through this instrumentation any synthesized supervisory controller with the execution engine automatically provides

logging information.

In conclusion, this shows that we have delivered the promise of Theorem 1 on a physical FMS. All action and event
nodes, including the most time-sensitive ones, are executed within their specified start and completion times, meaning
that Proposition 1 is confirmed in a physical setting. The execution engine executes the complete specification of the
XCPS. It executes all nodes of a behavior, respects the event outcomes that correspond to the behavior, and preserves

node timings and dependencies.

8 | CONCLUSION

In this article, we have introduced an execution architecture and execution engine that allow a specification of system
activities to be executed in a way that is guaranteed to be time- and behavior-preserving. We developed a mathe-
matical basis for our execution architecture and engine and captured the time- and behavior preservation that they
guarantee in Theorem 1. We proved that the architecture and engine preserve the specified ordering of action and
event nodes, as well as their timing according to the model up to a known bound, while respecting the sequence of
event outcomes that are received from the plant. Thus, implementations generated by our approach guarantee model-
based performance predictions (e.g., with respect to throughput, makespan) as well. We demonstrated our approach
on the xCPS prototype production system. The activity framework is a type of activity-based modeling formalism
with a strong foundation in max-plus linear algebra that focuses on determinate timing and behavior specifications.

With our contribution, we enable a model-driven supervisory controller realization starting from an activity model.

For future work, it would be interesting to investigate how to reduce the D overhead by pipelining the execution
of decision paths. Furthermore, the scalability of the framework can be improved by breaking down large decision
paths into smaller ones. This allows D¢ to have a ceiling as it linearly grows with the size of decision paths in the
model. Finally, it would be interesting to study applications of our activity execution engine (and the accompanying
modeling and analysis techniques) in other areas of CPS and to extend the work to richer models of computation such
as FSM-SADF and Lingua Franca.
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We provide a generic implementation of our execution engine that can be connected to different plants as open source

in a publicly available Git repository [33]. Given that the experiment presented in Section 7 was performed on a phys-

ical machine, it is not possible to provide software to reconstruct those specific experiments. Instead, the provided

version of the software works on a virtual version of the xCPS system that is provided along with the software.
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